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			Proprietary and non-proprietary nature of the right (TO THE PROTECTION) OF PERSONAL DATA IN THE LIGHT OF PROVISIONS REFORMING THE PERSONAL DATA PROTECTION SYSTEM IN THE EU

			The 24 May 2016 entry into force of Regulation (EU) 2016/679 of 27 April 2016 (General Data Protection Regulation, hereinafter the GDPR)1, which, pursuant to article 99 clause 2, will become effective in all EU Member States from 25 May 20182, signifies replacement of 28 national legislations by a single European set of legal provisions governing how personal information should be protected. It should be noted that the adoption of the GDPR means assigning supervision of cross-border3 data processing operations to a single body and ensuring a harmonised interpretation for the provisions of the Regulation, which results from the fact that EU authorities seem to have noticed the need to bolster confidence in digital services and improve their security as part of implementing the digital single market strategy. The GDPR has replaced former Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data, which is repealed subject to article 94 clauses 1 and 2 of the Regulation with effect from 25 May 2018. The abrogation and replacement of Directive 95/46/EC by the GDPR may imply the EU legislators’ determination, as they have not only confined themselves to the rearrangement and refreshing of personal data protection policies throughout EU Member States, but have also decided to assume the role of the creator and auditor of this activity in Member States, which involves rulemaking and application of laws regarding personal data protection. 

			Changing the nature of the regulatory enactment by replacing the Directive with the Regulation means that the domain of personal data processing is placed under the legislative competence of EU authorities. Therefore, whereas the EU legislators’ interference with this activity of the state was limited due to the type of the Directive as a non-legislative enactment, the replacement thereof by the Regulation has caused that the provisions of the latter can be neither implemented in national law nor even interpreted by national legislators, and only in the situations described in the Regulation (recital 8 of the GDPR)4 it may be possible for national legislators to clarify more specifically or narrow down some individual provisions of the GDPR. Pursuant to article 288 of the Treaty on the Functioning of the European Union5, the Directive was only binding on those Member States for which it was intended and only to a limited extent, i.e. with regard to the result to be achieved, leaving national authorities the liberty of choosing the form and means. The Regulation, however, is generally applicable, totally binding and directly enforceable in all Member States6. Once the GDPR enters into force, the role of national legislators is going to be limited, and namely to the mere guaranteeing and supervising the applicability of the GDPR7. The direct applicability of a EU regulation means that it can be carried into effect and enforced in favour of or against its addressees regardless of any adjustment measures whatsoever (...). It is true that, in case of any interpretation difficulties, a national administration may be forced to adopt some detailed rules on how to apply a EU regulation so that any doubts raised could be explained, but it may do so only insofar as such rules comply with the relevant provisions of EU law, with no binding rules on interpretation being allowed to be imposed by national authorities8. 

			At the same time, the EU legislators strongly argue that EU Member States are not able to sufficiently achieve on their own the objective of the GDPR implementation to ensure comparable degrees of protection for individuals and the free flow of personal data throughout the Union, which entitles EU authorities to take measures in accordance with the principle of subsidiarity referred to in article 5 of the Treaty on European Union (TEU) (recital 170). Furthermore, the European Commission has been entrusted with executive responsibilities (recital 167), as well as with those stipulated in article 290 TFEU, i.e. the right to adopt generally applicable laws to supplement or amend some insignificant items of legislation (recital 166).

			Considering the fact that the EU legislators have not confined themselves to the mere adjustment of the personal data protection solutions that existed so far as required under Directive 95/46/EC9 but instead they have decided to repeal and replace it with the GDPR as well as the extent to which the powers delegated by the GDPR to the European Commission, including those of executive and constitutive nature, have been expanded, some fundamental change must have occurred in the field of personal data protection. It is reflected not only in the solutions, institutions and tools used in the GDPR, but above all in the newly adopted philosophy of personal data protection and the redefinition of its goals. At the same time, such changes must affect the way in which concepts such as data protection and the right to the protection of personal data are defined, for not only the notion of personal data becomes central, but also that of data, which comprises data that cannot be used to identify the person it relates to.

			It is not without significance that the GDPR is one of the legal acts supposed to reform the personal data protection policy as part of the EU digital single market.10

			As indicated in its wording, the e-Privacy Regulation is a lexspecialis to the GDPR, since it refines the GDPR with more details and inclusion of electronic communication data that can be classified as personal. Consequently, this means that the GDPR comprises only those aspects of personal data processing which are not directly referred to in the e-Privacy Regulation11. The decision to replace the Directive with the Regulation is justified by the goal of ensuring consistency with the GDPR and the need to guarantee legal certainty for users and companies and prevent any discrepancies in interpretation across Member States.12 As observed by X Konarski, the e-Privacy Regulation implements, though EU secondary legislation13, the fundamental right stipulated in article 7 of the Charter of Fundamental Rights of the European Union (CFR)14, which covers both electronic communication data, i.e. the contents of messages transmitted by end users (content data)15 and related metadata16, as well as data emitted by terminal equipment.17

			The bundle of new solutions also includes the Regulation on a framework for the free flow of non-personal data in the European Union18, which, similar to the e-Privacy Regulation, is still in the pipeline. The solutions contained in this document are intended to ensure the free flow of data19 other than personal throughout the European Union by enacting regulations to impose the requirements for data localisation, data accessibility to competent authorities and the transfer of data by professional users (article 1 of the draft Non-Personal Data Regulation). Professional users are understood to be natural or legal persons, including public sector entities, using or requesting a data storage or other processing service for purposes related to their trade, business, craft, profession or task (article 3 clause 8 of the draft Non-Personal Data Regulation). Although the drafter makes it clear that the Non-Personal Data Regulation only relates to electronic data other than personal and accordingly does not affect the EU legal framework for personal data protection as outlined in the GDPR, it should be noted that, pursuant to article 13 clause 1 of the draft, this stipulation applies only to personal data in the narrow meaning of this term defined in article 4 item 1 of the GDPR.20 

			Even if you assume that the solutions defined in the draft Non-Personal Data Regulation will not apply to the data that can be used to identify the person it relates to, the Regulation will still include data generated by pseudonymisation. In the end, the conclusion reached in the draft Non-Personal Data Regulation does not completely exclude the applicability of its provisions with regard to data that has lost its personal nature and entered legal use. It is indicated in the literature that personal data is featured by the possibility of combining it, or assigning it to the individual it relates to. If information is no longer identifiable, you cannot regard as personal data anymore. In this context, pseudonymised data lies somewhere between anonymous information and personal data, for pseudonymised data cannot be assigned to a specific individual if no additional details, which are stored separately, are available.21

			The right to the protection of personal data is regarded by legal doctrine and case law as a personal right emanated from the right to privacy and serving the protection of intangible property that cannot be waived or dispensed with.22 Considering the provisions of the GDPR and the solutions developed with the e-Privacy and the Non-Personal Data Regulations, it becomes apparent that two types of protection need to be ensured for personal data as a legal good of especially high value to individuals, i.e. protection that will take into account both the proprietary and non-proprietary natures of rights the subjects of such data have. It has been noted in the literature that the basic structures of laws supposed to introduce general, comprehensive frameworks for personal data protection oscillate between two models. The first one, described as a licensing model, makes the use of personal data dependant on taking permission from a government authority. The second model is based on the assumption that a sort of subjective right exists to dispose of one’s own data.23 In the personal data protection system adopted in the EU, the latter applies. At the same time, considering that personal data, especially if pseudonymised, has achieved an autonomous status of property, having a determinable and verifiable proprietary value attached thereto, it has become necessary to find protection instruments other than those that have be used in relation to privacy protection so far.

			As a digital single market is being formed, the existence and development of which is conditioned on access to personal data and the possibility of using it for commercial purposes, omitting the proprietary aspect of the protection of this right for the individuals such data relates to should be regarded as failure to address the need to ensure the balance of rights for economic operators, for if personal and pseudonymised data has any proprietary value, which, considering the priorities of European policy involving the growth of data-driven economy seems indisputable, it should be finally concluded that the catalogue of protective measures available to the individuals such data relates to should be commensurate with the type and nature of legally protected property.

			Hence, the observation seems justified that the trade between participants of the digital single market has been entered by both personal data or personal data files and data alone.24 At the same time, however, most such data is the result of pseudonymisation. So, although the definition of personal data has not basically changed, the catalogue of the powers has been modified which make up the subjective right to personal data. Concurrently, this catalogue should meet the demands of enforcing the human rights and liberties enshrined in articles 7 and 8 of the CFR and in article 16 of the TFEU. 

			So it is not without meaning that the right to personal data protection is classified by the lawmaker as a human right placed in the same title of the CFR where protection is granted to values such as private life (article 7), the freedom of thought, conscience and religion (article 9), the freedom of expression and information (article 11), the freedom of assembly (article 12), the freedom of art and science (article 13) and the right to property (article 17). The right to personal data protection is safeguarded by article 8 clause 1 of the Charter of Fundamental Rights of the European Union25 and article 16 clause 1 of the Treaty on the Functioning of the European Union (TFEU).26 If you assume that the provisions of the CFR and the TFEU are of blanket nature and the details of how personal data should be protected are worked out particularly in the GDPR, it should be concluded that the EU legislators have completely omitted the proprietary aspect of personal data protection, ignoring the fact that personal data is goods which, being intangible and belonging to moral rights, by no means lose their proprietary value. So it is necessary to observe that giving permission to another party by the person data relates to, in particular to an entrepreneur for the use of such a person’s data, has an effect comparable to giving (donating) benefits to a third party. In particular giving permission for the use of personal data for marketing purposes means, in fact, that such data may be placed on the market. Processes such as data pseudonymisation and profiling are secondary to giving permission, which legitimates bringing an individual’s personal data into circulation.

			Granting an individual negative rights, in particular the right to object to data processing (article 21 of the GDPR), the right to rectification (article 16 of the GDPR), the right to erasure (the right to be forgotten – article 17 of the GDPR) and the right to restriction of processing (article 18), should be accompanied not only by confirming that such an individual has also positive rights, but also by associating the scope of such rights and the way in which they can be exercised with the proprietary nature of the personal data as a legally protected good. Although the GDPR provides subjects of personal data with positive powers such as the right to data portability (article 20) and tightens the requirements data administrators have to meet to be allowed to process such data (article 7 of the GDPR), it does not associate the exercise of such powers with receiving any payment therefor by the person personal data relates to. So, on the one hand, which is often stressed in the literature, the EU legislators, when reforming the personal data protection rules, intended to restore for individuals the possibility of exercising actual control over their data27, whereas on the other they assumed that the central and only recital for individuals to exercise the powers assigned thereto in the GDPR would remain the need to protect their personal rights.

			The data administrator requested to transfer personal data should do so without undue delay, but not later than within one month of the request.28

			The data administrator must not oppose any action an individual can take to move his or her data, in particular when the person such data relates to has previously consented to the processing thereof for one or more specific purposes (article 6 clause 1 letter a of the GDPR) or when his or her data has been used in connection with the performance of an agreement the person such data relates to is party to (article 6 clause 1 letter b of the GDPR). The right to receive and then move data to another data administrator includes not only data that has been directly, deliberately and intentionally provided, but also that resulting from automatic processing. How to interpret the scope of the power indicated in article 20 of the GDPR is explained in recital 68 of the preamble. To further strengthen the control over his or her own data, where the processing of personal data is carried out by automated means, the data subject should also be allowed to receive personal data concerning him or her which he or she has provided to a controller in a structured, commonly used, machine-readable and interoperable format, and to transmit it to another controller. Data controllers should be encouraged to develop interoperable formats that enable data portability. That right should apply where the data subject provided the personal data on the basis of his or her consent or the processing is necessary for the performance of a contract. It should not apply where processing is based on a legal ground other than consent or contract.

			The exclusion of the power conferred by article 20 concerns processing with a legal basis other than permission or agreement. Due to its nature, this right should not be exercised with regard to data administrators who process personal data as part of their public duties. By its very nature, that right should not be exercised against controllers processing personal data in the exercise of their public duties. It should therefore not apply where the processing of the personal data is necessary for compliance with a legal obligation to which the controller is subject or for the performance of a task carried out in the public interest or in the exercise of an official authority vested in the controller. The data subject’s right to transmit or receive personal data concerning him or her should not create an obligation for the controllers to adopt or maintain processing systems which are technically compatible. Where, in a certain set of personal data, more than one data subject is concerned, the right to receive the personal data should be without prejudice to the rights and freedoms of other data subjects in accordance with this Regulation. Furthermore, that right should not prejudice the right of the data subject to obtain the erasure of personal data and the limitations of that right as set out in this Regulation and should, in particular, not imply the erasure of personal data concerning the data subject which have been provided by him or her for the performance of a contract to the extent that and for as long as the personal data are necessary for the performance of that contract. Where technically feasible, the data subject should have the right to have the personal data transmitted directly from one controller to another.

			It should be noted that neither the normative provisions of the GDPR, including in particular article 20, nor the related interpretative clause contained in recital 68 of the preamble does exclude that subjects of data can sign separate agreements with data administrators for the use of their structured personal data, which they can freely move between data administrators.29 Signing such an agreement is not opposed by the regulations that make data processing contingent upon the person the data relates to giving his or her permission for that. Therefore, whereas in article 6 of the GDPR the requirements for the applicable statement to be made by the subject of data giving his or her permission are discussed in more detail, the legislators seem to admit that permission for the processing of an individual’s personal data can be given against payment and under a mutual agreement between such an individual and the data administrator.

			Another issue is the evaluation whether or not the exercise of the individual’s right to move his or her personal data by means of signing an agreement for the paid transfer of the rights to his or her personal data, even if it seems allowable from a formal point of view (because it is not forbidden), is also reconcilable with the goals of the GDPR, in particular those indicated in the preamble, i.e. to develop a digital single market and a data-driven economy.

			For the GDPR is supposed not only to strengthen the protection of privacy30, but above all to pave the way for economic undertakings the subject and the source of income of which is dealing with personal data. So the GDPR is aimed at determining the substantive and formal premises to enable the balancing of opposing interests, i.e. the right to trade in personal data on the one hand and the protection of privacy understood as the right to the protection of personal data on the other. 

			The protection of personal data would not need any reform if it were only to confirm the right to the protection of personal data. The reform seems to have become necessary, especially because the existence of legally guaranteed protection was required by a more extensive right, i.e. the right to the protection of personal data, which encompasses not only the individual’s right to consent to or oppose the processing of his or her personal data, but also the right to gain economic advantages from trading in such data, to put it on data files and to move it between such data files. Therefore, this right should be understood not only as a set of negative powers, i.e. which entitles the individual to oppose any unauthorised use of his or her personal data, but also as a series of the rights assigned to every natural person to decide about how his or her personal data will be used and disposed of, including in particular the right to be paid for consenting to the use of his or her personal data. At the same time, it should be made clear that, despite the strong belief in the weight and value of personal data protection, the EU legislators have not stipulated in the GDPR solutions that could make the subject of data earn real, including proprietary, benefits from his or her personal data being traded in. 

			The EU legislators have accurately observed that a new market, i.e. a personal data market, is evolving in the economy, and it is possible to generate high profits on this market, as the manufacturing cost of personal data as a marketed product is zero. Due to the very fact of browsing the Web, every activity of Internet users is a finished product that can be cashed in. So users become unconscious producers of information about themselves and their preferences, thus generating high value goods for the data market. 

			A thorough review of the GDPR’s recitals, which are included in 173 editorial units on 25 pages of text, indicates that the objectives of the reform of personal data protection outlined in the GDPR are hardly identifiable, and definitely cannot be limited to the indication of only one goal, which is most meaningful to the public and involves strengthening of the individual’s protection. On the one hand, it has been adopted that ‘natural persons should have control of their own personal data’ (recital 7), whereas, on the other hand, it has been pointed out to the need of adopting resolutions that will make sure that ‘the free flow of personal data in the European Union will not be restricted or forbidden for reasons regarding the protection of natural persons in connection with personal data processing’ (recital 13). So one, yet not the only or even the most important, goal of the reform of personal data protection has become ‘the introduction of efficient mechanisms to protect our privacy in the world of new technologies, reinforce the rights of citizens and establish a strong body to guard such rights’.31

			Indicated in recital 173, the GDPR’s main objective is ‘to ensure a comparable degree of protection for natural persons and the free flow of personal data throughout the European Union’. It is pointed out that ‘the processing of personal data should be designed to serve mankind’ (recital 4) and ‘the Regulation is intended to contribute to the accomplishment of an area of freedom, security and justice and of an economic union, to economic and social progress, to the strengthening and the convergence of the economies within the internal market, and to the well-being of natural persons’ (recital 2). At the same time, it is decided that ‘the right to the protection of personal data is not an absolute right; it must be considered in relation to its function in society’ (recital 4).32

			The solutions used in the Regulation are the effect of the observation expressed in documents previously adopted by EU authorities, whereby the driving force of the EU’s economic growth is ‘digital data, computation and automation’33 and ‘a data-driven economy of the future’34. For already in 2014 the European Commission announced that, before entering the domain of a data-driven economy, a package of solutions had to be adopted to reform the rules of personal data protection, including in particular establishing the rules for the anonymisation, pseudonymisation and minimisation of data and the mechanisms of risk analysis with regard to personal data.35 The Commission noticed, but did not pay much attention to this issue, the need to regulate issues regarding data ownership and the liability associated with the delivery of data, in particular as far as data collected using Internet of Things technology is concerned.36

			The EU legislators have not conclusively resolved the issue regarding the nature of the right to (the protection of) personal data. The EU’s stance reveals the presence of contradictions, as the EU legislators identify personal data with the individual’s personal rights (goods), which, as such, are inalienable and cannot be waived or dispensed with, while attributing proprietary value to personal data and thus allowing trade therein. It remains unclear, however, whether or not the EU legislators confirm the existence of or deny the individual the right to the commercial utilisation of his or her personal data, in particular as far as earning with the individual’s right to personal data is concerned. At the same time, the legislators allow for personal data to be traded in where the beneficiary is an entrepreneur who has obtained it from his or her customers or has purchased personal data files as a professional participant of the data market. For the existence of the data-driven economy37 is a fact, and the role of the EU legislators, although it has not been explicitly revealed in the GDPR’s recitals, is to put in order and regulate the data market. Participants of the data market, which is sometimes called ecosystem of the data-driven economy38, include manufacturers, researchers and infrastructure providers, who ‘can use data to create various applications, which largely facilitate daily life (e.g. traffic control system, file optimisation or remote healthcare)’39. 

			So the GDPR not only heads towards producing an effect of strengthening the protection of privacy, but, in the first place, it is supposed to create conditions for the development of a data-driven economy. Therefore, the EU legislators are aiming at creating balance between the security and reliability of actions taken by persons whose personal data is processed and the responsibilities performed by professional users40 in connection with the harvesting and processing of personal data and in particular the form and scope of using such data for commercial purposes. However, the assumption underlying the GDPR’s provisions that the subject of personal data is not initially entitled to be paid for transferring his or her data and giving permission to the processing thereof seems to be completely incomprehensible. On the one hand, the EU legislators see interest associated with the processing of personal data in the latter becoming a source of income for the economies of individual EU Member States and the economic growth being contingent on the cross-border flow of data41. On the other hand, they hold their view that personal data is a part of privacy and consequently cannot be waived or dispensed with. It should be out of question that personal data has obtained, both actually and legally, the status of goods proprietary in nature, and as such data is in legal use, it should generate for the persons such data relates to both proprietary and non-proprietary rights.
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			Protection of personal data in the context of the right to be forgotten

			Introduction

			Due to the strong influence of the mass media upon our lives, there has been increasingly more interest in the legal protection of personal data and privacy. The Polish legislator has decided that the protection of personal information is of a regulatory nature. It has found that such type of 
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