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1  INTRODUCTION 
The book  PACKET TRACER FOR YOUNG BEGINNERS ADMINS  contains advice for  people  who  want  to  learn  how  networks  work  and  the  hardware  that  makes  up  the modern  network  architecture.  Beginners  will  learn  how  to  download the simulator software and how to start working with it.  
The reader will find here the basics of configuring network devices. You will learn about network services such as TELNET, SSH, FTP, EMAIL, DHCP, DNS and  routing protocols RIP, EIGRP, OSPF. Learn how to design and deploy VLANs.  The  authors,  when  describing  the  issues  of  administering  computer networks, use many examples and exercises. 
The book is an updated compilation of the publications of our Publishing House from the Packet Tracer series for CISCO courses, has a described changed interface of the currently latest Packet Tracer software and contains a set of new examples and exercises. In order to facilitate learning, the authors have prepared numerous examples and exercises supporting  the  teaching  process,  which  have  been  placed  on  a  special  website  of  our publishing house, at the following address:  http://ptfyba.itstart.pl . To get full access to the files, you must log in with the login:  ptfyba and password:  ptfa!BEG . The files have been divided into two categories: examples and exercises, and are located in subdirectories, with the names: ( examples and  exercises ) 
Note:  To  open  and  use  them,  you  must  have  Packet  Tracer  at  least  version  8.2.0 installed. The publisher and authors are not responsible for the malfunction of files in other versions of Packet Tracer. 
In this book there are definitely some small bugs, according to Murphy's Law, if something goes wrong, it will happen. 
1.1  Main 	 Changes 	 in 	 the 	 Packet 	 Tracer 	8.2 	 On  July 28 th , 2022 the version 8.2 of the program Packet Tracer was released. The main changes compared to the previous version are: 
  simplified way of logging in ( the option of logging in the visitor is not available any more ),  
  the  mistakes  have  been  improved  (e.g.  in  VTP  the  Transparent  mode  works correctly), 
  the visualization of transferring devices and wiring in the patch cabinet. 
1.2  Detailed 	 Comments 	Applying 	 to 	 the 	 Program 	 Version. 	
  The files made in Cisco Packet Tracer in 7.2.2 version or older might work differently in Cisco Packet Tracer 8.2 version. 
  Depending on the efficiency of your computer, running Packet Tracer Activity ( PKA ) files or Packet Tracer ( PKT ) might take a  few minutes! 
  Not all offered functionalities work correctly! 
1.3  Keep 	 me 	 logged 	 in 	Option 	
„Keep me logged in” option was designed to ensure the access (for 3 months) to Cisco Packet Tracer without the necessity of logging in again each time . 
[image: ]
Figure 1.1  Keep me logged in option 
Using „ Keep me logged in ” option is recommended for private computers.  If you  use public  or  any  shared  computer, DO NOT use “Keep me logged in” option or log out before closing Cisco Packet Tracer to unable the other users of the computer the access to PT using Your credentials. 
1.4  The 	 minimum 	 System 	 Requirements. 		
Part 1. System requirements for Cisco Packet Tracer 8.2 (64 bit). 
  operating  systems:  Microsoft  Windows  8.1,  10,  11  (64bit),  Ubuntu  20.04  LTS (64bit), macOS 10.14 or newer versions   
  amd64(x86-64) CPU 
  4GB of free RAM 
  1.4 GB of free disk space 
 
Part 2 . System requirements for Cisco Packet Tracer 8.2 (32 bit). 
  operating systems: Microsoft Windows 8.1, 10 (32bit)  
  x86 compatible CPU 
  2GB of free RAM 
  1.4 GB of free disk space 
  
[image: ]
  
2.1  Downloading 	 from 	NETACAD 	
How to obtain Cisco Packet Tracer? 
Cisco  Packet  Tracer  is  available  free  of  charge  to  all  Cisco  Networking  Academy instructors, students, and alumni.  
Please follow these instructions to download the software from the NetAcad.com learning environment: 
1.  Log in to Cisco NetAcad.com; 
2.  Select Resources   Download Packet Tracer ; 
You  can  also  sign  up  for  the  free  “ Getting  Started  with  Cisco  Packet  Tracer ”  on SkillsForAll.com to learn how to download, install, and get started. What if I do not have NetAcad.com account? 
The latest version of Cisco Packet Tracer requires user authentication. A NetAcad.com or a SkillsForAll.com account is required to sign in when you launch Cisco Packet Tracer. Remark.  Due  to  the  possibility  of  infecting  the  program,  it  is  not  recommended  to download  the  program  from  other  unknown  Internet  resources  than  Cisco  Networking Academy . You can use the latest versions of  Cisco Packet Tracer ( 8.2.0 ) in two ways: as  a Guest or when you log in to the Cisco Networking Academy: 
  way one: as a  guest; 
  the second way: as a  student of the Academy; 
The  first method is characterized by the fact that the number of records of practice PKT and  PKA files is limited. The Packet Tracer program is free of charge and can be used without restrictions (after obtaining an account in the Academy). 
 
To use  the second way , i.e. to use the program without restrictions, you should:  
  Register for the course "Getting Started with Cisco Packet Tracer" 
  Create your own Cisco Networking Academy account 
  Log in to your Academy account  
Alternatively, download the correct version of the installation file and install the program if Cisco Packet Tracer is not installed in the lab. 
 
Start the program for the first time (any questions in the dialog boxes should be answered positively). 
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 Figure 2.1 Cisco Networking Academy Website Window 
Step 2.  On the official website of the Academy, at the bottom of the Academy, find an item called [ Packet Tracer ] and then click on it 
[image: ] 
Figure 2.2 Packet Tracer on the Cisco Networking Academy website 
[image: ]
Figure 2.3 Cisco Packet Tracer – View courses Button 
Step  3.  A  page  will  appear  informing  you  about  the  enrolling  the  Getting  Started  with Cisco Packet Tracer 
[image: ]
Figure 2.4 Cisco Packet Tracer website 
Step  4.  A  page  will  appear  informing  you  about  the  procedure  for  Getting  Started  with Cisco Packet Tracer 
[image: ]
Figure 2.5 Button [Get Started] in Getting Started with Cisco Packet Tracer 
[image: ]
Figure 2.6 Button [Continue] in Getting Started with Cisco Packet Tracer The  course  Getting  Started  with  Cisco  Packet  Tracer  is  free  -  No  purchase  required, anytime.  Estimated  time  to  complete,  but  finish  it  in  your  time - 2 Hours. Level of the course: beginner. 
Step 5. Log in with your existing account or sing up, if don’t have an account. 
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Figure 2.7 Log in or Sign up screen 
Step 6. Sing up, if don’t have an account. 
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Figure 2.8 Sign Up screen 
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Figure 2.9 Sign Up screen 
Step 6.  After registering, you can login to your account 
[image: ]
Figure 2.10 Log in  screen 
Step 7.  Select Resources   Download Packet Tracer  
To  do  this,  find  the  top  menu  and  [Resources] and then select  [Download  Packet Tracer]. 
[image: ]
Figure 2.11 Menu [Resources] in Networking Academy 
Step 8.   Select the appropriate operating system type and platform (32-bit  or 64-bit)  and download the appropriate file. 
[image: ]
Figure 2.12 Saving install file on your local disk 
2.2  Installing 	the 	 Packet 	 Tracer 	 (Version 	8.2.0) 	 Step 1.  Run the installer  CiscoPacketTracer_820_Windows_64bit.exe or any other suitable version of your choice.  
Step 2.  Accept the License Agreement 
[image: ]
Figure 2.13 Accepting the License Agreement 
Step 3.  Select Destination Location (the best practice principle – leave the default setting) 
[image: ]
Figure 2.14 Selecting the Destination Location 
Step 4.  Select Start Menu Folder (the best practice principle – leave the default setting) 
[image: ]
Figure 2.15 Selecting the Start Menu Folder 
Step 5.  Select Additional Tasks (the best practice principle – leave the default settings) 
[image: ]
Figure 2.16 Selecting the Additional shortcuts: Desktop and Quick Launch Step 6.  Continue the installing process 
2.3  The 	 First 	Run 	 of 	 the 	 Packet 	 Tracer 	 Program 	 Step 1. The first run of the program – boot logo. 
[image: ]
Figure 2.17 The first run of the program – boot logo. 
Step  2.  The  first  run  of  the  program  –  should  the  Multi-user  mode  be  activated  during application start?  (it doesn’t matter what is chosen). 
[image: ]
Figure 2.18 The first run of the program – activating a multi-user mode Step 3. The first run of the program – it is necessary to enable the „ Keep me logged in ” option. 
Step 4. The first run of the program - choose „ Networking Academy ”. 
[image: ]
Figure 2.19 The first run of the program - choosing Networking Academy Step 5 . The first run of the program - you should check if the newest version of the Packet Tracer has been run. From the main menu choose  Help   About and check the version. 
[image: ]
Figure 2.20 The first run of the program – check the version.  
 
[image: ]
   of  Cisco  Packet Tracer. 
3.1  	 The 	 Main 	 Program 	Window 	
When you start  Cisco Packet Tracer , the default view of the main program window will appear,  shown  in  the  figure,  where  the  most  important  areas  of  the  packet  tracer  are described and shown below. 
[image: ]
Figure 3.1 The main Packet Tracer window  
   
3.2  The 	 Main 	Areas 	 of 	 the 	 Program 	 Window 	 Below there are brief descriptions of the areas of the Main window. 
[image: ]
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Table 3.1 Descriptions of areas of the main  Packet Tracer window 
3.3  	 Toolbar 	 Icons 	
Below, there are brief descriptions of the icons in the toolbar. 
[image: ]
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Table 3.2 Icon descriptions in the Packet Tracer toolbar 
 
 
3.4  	 General 	 Purpose 	 Toolbar 	 Icons 	
Below, there are brief descriptions of the icons in the general use toolbar. 
[image: ]
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Table 3.3 Icon descriptions in the Packet Tracer General Utility Toolbar 
 
[image: ]
  
4  Basics of Working with the Cisco Packet Tracer  
4.1  First 	 Steps 	
This  chapter  shows  you  how  to  create  your  first  network  connections,  basic  devices, necessary wiring, and appropriate device configurations. 
[image: ]
4.1.1  Working with Devices 
Suppose  the  first  task  will  be  to  directly  connect  two  computers  with  a  network  cable without additional devices. What will you need? Of course, two computers that you should look for in the device block in the End Devices section. If you want to diversify the task a little, you can combine a desktop computer with a laptop. 
If you want to add a device, grab it with the left mouse button and drag it into an empty workspace of the program. The end result should look like the following figure. 
[image: ]
Figure 4.1 Devices placed in the workspace 
Of  course,  at  any  time  you  can  move  any  object  or  selected  group  of  objects  to  another place in the workspace. To do this, hold the element and drag it to another place. 
[image: ]
Figure 4.2 Moved devices to other locations in the workspace It may also happen that when working with placing elements on the matrix, some device turns out to be superfluous or redundant and there will be a need to remove it. Then, on the top toolbar, click the Delete button [image: ] then the cursor turns into a cross and you can indicate  the  device  to  be  removed,  as  shown  in  the  figure  below.  After  doing  this,  the delete  mode  is  still  open,  so  to  return  to  normal  operation,  press  the  Esc  button  on  the keyboard. 
[image: ]
Figure 4.3 Remove an unnecessary device 
4.1.2   Replacing and Adding Modules 
Theoretically, devices are prepared for connection, however, sometimes there is a need to install  a  different  network  adapter  in  the  device  than  the  one  that  is  in  its  equipment  by default, which must be done before making the wiring. These steps are described in this section of the book. 
By default, computers have Fast Ethernet network adapters with a bandwidth of 100Mbps installed. Assuming that you are connecting computers in the same technology, but with a  higher  bandwidth,  i.e.  1Gbps.  To  do  this,  both  devices  need  to  replace  the  current network  adapters  with  new  ones.  To  do  this,  it  is  required  to  click  on  the  icon  of  the computer  located  in  the  workspace,  which  will  result  in  the  window  shown  in  the following figure. 
[image: ]
Figure 4.4 Desktop configuration window 
The window consists of four tabs, of which you will need the first of them, i.e. Physical, to replace the network card. It consists of two parts: on the left side there are components that can be installed, and on the right there is a view of the central unit of the computer.  The Packet Tracer is a tool that almost realistically reflects the real-world environment, so to remove the current network adapter, you must first shut down the computer. To do this, place the mouse cursor near the power button and click on it, after which the LED light will turn off, which means that the central unit is turned off. 
[image: ]
Figure 4.5 Disabling the central unit of the PC. 
After  the  computer  is  turned  off  correctly,  you  can  proceed  to  remove  the  unnecessary network adapter located in the central processing unit. To do this, move the computer view slightly  down  so  that  you  can  see  the  network  adapter,  then  grab  it  with  the  left  mouse button  and  move  it  to  the  left,  above  the  list  of  devices  to  install,  and  then  release  the mouse button. 
[image: ]
Figure 4.6 Remove a network adapter from the computer's central processing unit  After a while, the slot in the central unit should be empty, which means that the network adapter has been removed, as shown in the figure below. 
[image: ]
Figure 4.7 An empty slot on a desktop computer when you remove a network adapter  
At this point, you can proceed to the installation of the correct  card, but  before  that you need to make an overview of all devices that can be installed and connected to the central unit. The type of device can be recognized by the photo, and its  full  specification  by  its description. The devices have been divided into the following groups: 
1. [image: ] Ethernet UTP network adapters: 
  PT-HOST-NM-1CE  – Ethernet port, designed for working with copper media, which can be used for LAN connections with a bandwidth not exceeding 10 Mbps, able to support up to six PRI connections of ISDN lines - 24 synchronous / asynchronous ports. 
  PT-HOST-NM-1CFE  – Fast-Ethernet port, designed to work with copper media. Ideal for a wide range of LAN applications. Single network modules with automatic detection of 100BaseFX(copper) Ethernet ports. The version supports virtual LANs (VLANs). 
  PT-HOST-NM-1CGE – Gigabit Ethernet port, providing copper connectivity in LAN networks as well as for access routers with 1Gbps speed. The module is supported by Cisco 2691, Cisco 3660, Cisco 3725 and Cisco3745 series routers. This module has one Gigabit network 
2. [image: ] Ethernet Fiber Optic Network Adapters: 
  PT-HOST-NM-1FFE  – Fast-Ethernet port using fiber optic media. Ideal for a wide range of LAN applications, high-speed Ethernet modules supporting multiple functions in a 10/100Mbps Internet environment with automatic port detection. 
  PT-HOST-NM-1FGE – Gigabit Ethernet port, providing optical connectivity with 1Gbps bandwidth for access routers. The module is supported by Cisco2691, Cisco 3660, Cisco 3725 and Cisco3745 series 
3. [image: ] Wireless network adapters: 
  Linksys-WMP300N  –  Linksys 2.4 GHz wireless interface, suitable for connecting wireless networks. The module supports Ethernet protocols for connection to LAN-WIFI. 
  PT-HOST-NM-1W  –  2.4 GHz wireless interface, suitable for connection to wireless networks. The module supports Ethernet protocols for connection to the LAN. 
  PT-HOST-NM-1W-A – 5GHz wireless interface, suitable for connection to 802.11a wireless networks. The module supports protocols that use Ethernet to connect to the LAN. 
4. [image: ] Calling cards: 
  PT-HOST-NM-1AM  – A calling card equipped with two RJ-11 connectors that are used for basic dial-up service connections. It uses one port to connect to a standard phone line, and the other port can be connected to the base analogue line for use when the modem is at rest. 
  PT-HOST-NM-3G/4G  – GSM telephony card providing access to the 3G/4G generation wireless network. 
5. [image: ] Other external devices: 
  PT-HEADPHONE – Headphone output allows you to listen to music and sounds from your computer. 
  PT-MICROPHONE – Microphone input that allows you to record audio. 
  PT-CAMERA – A device that allows you to capture images and videos. 
  PT-USB-HARD-DRIVE –  USB hard drive, external storage space. Please  note  that  the  peripherals  listed  in  position  5  are  not  connected  to  the  expansion socket, but to the USB or MINI-JACK port in the computer case, as shown in the figure below. 
[image: ]
Figure 4.8 Additional peripherals connected to the computer Returning to the main content of the task (i.e. installing a network card based on copper media with a bandwidth of 1 Gbps in the computer), in this case you should mount network cards in both computers: PT-HOST-NM-1CGE. 
4.1.3  Network Cabling 
Once  your  computers  have  expansion  cards  of  the  appropriate  standard  that  provide bandwidth at a certain speed, you can turn on the central processing units and proceed to connect the hardware. 
Before connecting the equipment, the basic types of wires that will be used for this purpose will  be  discussed.  In  order  to  display  all  types  of  wires,  click  the  lightning-like  icon (Connections) in the hardware block and the wiring department. 
[image: ]
Figure 4.9 Entrance to the network cabling department 
After clicking on the icon, on the right side all available types of wires that you can use as they are displayed. Due to the fact that the program can run on computers with different resolutions  and  can  be  opened  in  a  smaller  window,  not  all  wires  will  be  immediately visible. To do this, either use the horizontal slider to move the current view or stretch the window size so that you can see all the devices at once. Ways to work with this block are shown in the figure below. 
[image: ]
Figure 4.10 Move the current view and stretch block size: wiring When the wiring block takes a sufficient size, all the wires that we will use in a moment will appear in it, as shown in the figure below. 
[image: ]
Figure 4.11 All cable icons, usable in the program 
We will now discuss the meaning of the icons that symbolize the type and standard of a given cable: 
  Automatic cable  [image: ] - using this cable, it will automatically adapt to the network card installed in the device, does not require the user to have basic knowledge of cabling. 
  Console cable  [image: ]- used to connect computers to network devices such as routers, switches to configure them through Terminal Services. 
  UTP cable (straight twisted pair cable)   [image: ] - one of the most commonly used cables of general application for connecting devices such as: computer-switch, switch-router, etc. 
  UTP cable (cross-over twisted pair cable) [image: ] - as in the above case, but to connect two identical groups of devices as: computer-computer, switch-switch, router-router. 
  Fiber optic cable [image: ] - for general applications where the use of optical media is required. 
  Telephone cable  [image: ]  - for use in telephone calls (e.g. for connecting an analogue phone to a VoIP gateway). 
  Coaxial cable  [image: ] - used in cable networks and as a signal cable in terrestrial and satellite television. 
  Serial cable (clock speed)     - for serial connections in WAN networks. 
  Serial cable (without clock speed) [image: ] - for serial connections in WAN networks. 
  USB cable  [image: ] – to connect to devices via USB. 
 
and switches console cables in your lab. 
  IoT Custom Cable [image: ] – it is a cable that allows you to create computer networks that will contain uniquely identifiable IoT (Internet of Things) devices that can directly or indirectly collect, process and send data. 
4.1.4  Connecting Devices 
The previous  section describes  typical devices  and network  cabling,  and  this  subsection will describe how to connect network devices. 
The first way is to use an automatic cable. From the cable group, select  [image: ] and click one of the computers. In the figure you can see that the wire has been connected to it and now you need to point the cursor towards the second of them, after which you can click the left mouse button again. 
[image: ]
Figure 4.12 Connecting two devices via an automatic cable After  a  while,  a  wire  will  be  connected  between  the  computers,  in  the  form  of  a  dotted line, which is characteristic of a UTP patch cable in the Cisco Packet Tracer.  Basics of Working with the Cisco Packet Tracer Program 
[image: ]
Figure 4.13 Connected computers via UTP patch cable 
However,  it  will  not  always  be  possible  to  use  an  automatic  connection,  because,  for example, if there is a need to insert it into the appropriate port, and not into the first free one, this way will be unreliable. Therefore, another way is presented, explaining how to directly use a cable of a given type, without using an automatic connection. First  of  all,  you  should  choose  the  UTP  patch  cable [image: ],  point  the cursor over the first computer and left-click, and a pop-up menu appears from which to select the appropriate port for your connection type, in which case it will be Fast Ethernet. Then drag the cable to the other device and select the appropriate port. 
[image: ]
Figure 4.14 Connecting devices via manual mode 
4.1.5   Basic Device Configuration 
After making the appropriate connections between the devices, for the proper operation of the  network,  its  configuration  is  required.  For  proper  operation of the LAN (local area network), it is enough that each device has a unique IP address and subnet mask. This section does not describe the principles of building IP addresses, address classes and dividing  addresses  into  private  or  public.  The  subsection  describes  the  necessary conditions to be met when addressing IP addresses. In this case, all devices must have the same class address and the same network mask but with a different host ID. This example uses a network with the address  200.200.200.0 and a network mask of  255.255.255.0 (another notation is:  200.200.200.0/24 , which means that the mask consists of 24 ones (24 bits)). 
4.1.5.1  Global Configuration Mode 
Depends  on  clicking  the  icon  of  the  computer  to  be  configured,  and  then  the  following window opens with the  Config tab active. 
[image: ]
Figure 4.15 Config tab of the PC configuration window 
On the default tab in the left window, click on the interface to which the IP address will be assigned, in this case it will be  FastEthernet0. 
Note: To switch to static addressing, type the network address in the IP Address field, type 
200.200.200.1 and Subnet Mask the default network mask for this network class, which is 
255.255.255.0 .  After  doing  this,  basically,  the  computer  was  prepared  to  work  on  the network. 
[image: ]
Figure 4.16 Assigned IP address and network mask to the computer 
4.1.5.2  Desktop 	Tools 	
The second method of configuring the device is to go to the virtual desktop of the computer where it can be configured. After clicking the computer icon, with the left mouse button, go to the Desktop tab and click on the first of the available icons –  IP Configuration. 
[image: ]
Figure 4.17 Computer desktop contents 
After a while, a window with the same name as the selected icon on the computer's desktop appears. Select  Static and type the IP address and network mask.  Basics of Working with the Cisco Packet Tracer Program 
[image: ]
Figure 4.18 Computer Configuration Through IP Configuration It should be remembered that no matter which method the configuration of computers was performed, it is important that everyone who will have to work on the network has an IP address and a mask configured. 
4.1.6  Check the Status of Your Configuration 
When  working  with  the  program,  at  various  stages  of  working  with  the  network,  you should check the configuration status of the devices that make up it. 
4.1.6.1  Status of Network Adapter LEDs 
The basic element used for verification is to check the status of the network adapters of the devices visible at the ends of the cables connecting them. 
[image: ]
Figure 4.19 Port status of connected network devices 
The LEDs at both ends should be  green . What if this is not the case? There may be several reasons for this... Here are the most likely causes: 
  Incorrect wire (e.g. in this case, if a straight wire was used). 
  Network device disabled (via power button). 
  Disabled device port ( On must be selected, which is described as  Port Status for the network adapter or interface of the selected device). 
  Different speed of network adapters of connected  Bandwidth devices (the best choice is to select  Auto ). 
  Different types of  Duplex transmission (the best choice is to select  Auto . 
[image: ]
Figure 4.20 Conditions for correct configuration of computer ports 
4.1.6.2  IP Address Display 
When the port LEDs are green and the physical devices are running, you can check the IP address of the computer that is visible on the logical topology. The first and fastest way is to set the mouse cursor over the icon of the computer whose IP, you want to display for a while and after a while a dialog box is displayed in which you can see the basic parameters (the subnet mask, MAC address, default gateway address, DNS server address, as well as physical location will also be displayed), as shown in the figure below. 
[image: ]
Figure 4.21 IP address and network mask of the computer displayed 
4.1.6.3  Inspect 	Tool 	
Another  way  is  to  use  the  Inspect  tool [image: ] from  the  top  tool  tray  and  left-click  on  the computer. From the context menu, select  Port Status Summary Table , as shown in the figure below. 
[image: ]
Figure 4.22 Use inspect to display your computer's IP address After a while, a window will appear in which all the necessary configuration data will be presented. 
[image: ]
Figure 4.23 Computer Port Array 
4.1.6.4  Command Line for PC 
The command line is designed for advanced people who have more experience working with a real computer environment. These people often use the  command line  to display the IP address of the computer or to configure the PC or SERVER device. The  Cisco  Packet  Tracer  implements  a  console  that  offers  a  poorer  list  of  commands compared to the Console of the Microsoft Windows family, but a list of these commands for basic tasks is quite enough. To start the console for a computer, you must left-click on the computer, then go to its desktop and select a tool called  Command Prompt. 
[image: ]
Figure 3.4.24 Command line icon available on the desktop of your PC After  opening  the  command  line,  you  can  first  check  the  commands  available  in  the console by typing  help or ?, after which you should press  Enter . All available commands that can be used will be displayed. 
 Basics of Working with the Cisco Packet Tracer Program 
[image: ]
Figure 4.25 Displaying a list of available commands at the command line To  view  the  IP  address  configuration  of  the  computer,  use  the  ipconfig    command,  or (more specifically)  ipconfig /all . 
[image: ]
Figure 4.26 Displaying the IP address of the computer via the command line 
4.1.7   Testing Connection (Real Mode) 
If you want to test the correctness of the connection along with the configuration, you can use various tools. 
4.1.7.1  Simple Way - Graphic PING 
The first way is to use a special tool available from the  Add Simple PDU icon[image: ]. When you select the  Add Simple PDU icon[image: ] an envelope will be "glued" to the cursor, which must be "added" to the computer that is to send the test signal (selection of the so-called source host). 
Then click "add" the envelope to the target computer (selecting the so-called destination host), as shown in the figure below. 
[image: ] 
Figure 4.27  Sending simple test information 
When everything is connected and configured correctly, a red icon should appear in the field located in the lower right corner of the program window, symbolizing the sending of the package, and next to it the  Successful status. 
[image: ]
Figure 4.28 Successful delivery of the test package 
Sometimes, however, especially when working with larger networks, it may turn out that the  network  configuration  is  correct,  but  the  status  takes  the  form  of  Failed. This is because only one test packet is sent during this type of activity, which for various reasons may not be delivered correctly (e.g. the ARP or routing protocol process has not yet been completed).  
Then you do not need to send a new test package, but to refresh it correctly. To do this, point the mouse over the icon of the sent packet and double-click  it  with the  left  mouse button. After a while, the  In Progress status will be displayed, and if everything is correct, it should change to  Successful . This is illustrated in the figure below, if after several sent attempts  the  status  still  assumes  the  Failed  status ,  it  means  that  you  need  to  check  the correctness of the wiring or configuration of the devices. 
[image: ]
Figure 4.29 Refreshing a test package  
If you want to be 100% sure that the transmission works correctly in both directions, you can perform the same test, only the other way around. To do this, proceed in the same way as above, but change the order of the indicated computers. After a while, the status in the second case should also get the  Successful state , as the figure below illustrates. 
[image: ]
Figure 4.30 Checking the connectivity test in both directions 
4.1.7.2  Standard Method - PING via Command Line 
A  more  professional  way  to  perform  a  connectivity  test  between  devices  is  to  use  the command line, as if you were to display your computer's IP address. When you open the command  line,  type  ping  in  the  console,  and  after  the  space  bar,  the  IP  address of the computer  to  which  you  want  to  send  the  test  information.  In  this  case,  it  will  be  ping 
200.200.200.2 .  After  a  while,  four  test  packets  will  be  sent  automatically,  and  if  the connection  is  correct,  then  four  responses.  Lack  of  response,  indicates  incorrect connection 
[image: ]
Figure 4.31 PING connection test 
4.1.7.3  Advanced Graphic PING 
When testing a connection, the Cisco Packet Tracer has a number of tools designed to do so. Another of them is advanced graphic Ping, if you want to use it, select  Add Complex PDU[image: ] from the toolbar. 
Then,  as  in  the  standard  graphics  ping,  click  the  source  computer,  and  then  the  Create Complex PDU dialog box opens, as shown in the figure below. An  important  element  to  check  is  the  Outgoing  Port  field,  which  should  contain  the interface from which the PING is to be sent, in this case it will be  FastEthernet0 (you can also select  Autoselect Port ). 
Next, you can select the service that needs to be checked, in this case it will be PING and fill in the  Destination IP Address : field (or click with the left mouse button on the target computer and the field will be filled in automatically). 
An important element is to fill in the  Sequence Number field (equivalent to the amount of sending test information), Size (the size of test information, expressed in bytes), as well as  in  the  Simulation  Settings  section,  select  options  (enter  parameters  appropriate  for a single or multiple test): ( One Shot ) or if ping is to be sent cyclically, select the option ( Periodic ) and specify what, how many seconds – option ( Interval ). 
[image: ]
Figure 4.32 Defining complex ping parameters 
As in the previously described tests, in the lower right corner of the program window, you should see the  Successful information, which is appropriate for the correct delivery of test information. 
[image: ]
Figure 4.33 Correct provision of test information 
4.1.8  Testing Connection (Simulation Mode) 
The Cisco Packet Tracer also allows you to test in simulation mode, i.e. with visualization of  network  operation.  To  switch  to  simulation  mode,  use  the  button  in  the  lower-right corner of the screen (Realtime or Simulation mode), as shown in the figure below. 
[image: ]
Figure 4.34 Switch From Realtime to Simulation 
After doing this, the  Simulation Panel appears on the right side of the program window, in which all services and protocols to be tested are visible at the bottom of the window. However, if a simulation were made with these settings, too many test packets would be transmitted at once, and as a result, the simulation itself would be illegible. 
[image: ]
Figure 4.35 Simulation Panel window 
If  you  want  to  test  only  the  correctness  of  the  connection,  it  is  enough  to  simulate  the ICMP  protocol  itself.  To  do  this,  click  on  the  Edit  Filters  button,  then  to  deselect  all selected protocols, left-click  Show All/None , and then ICMP. 
[image: ]
Figure 4.36 Selecting protocols for simulation 
Legend: 
1 – Simulation Panel 
2 – Event List Filters 
3 – Edit Filters 
After that, you should proceed as it was in the mode of sending a simple graphic PING, i.e.  click  on  Add  Simple  PDU[image: ] and  proceed  in  the  same  way  as  in  Realtime  mode (click on the source computer, then the destination computer). After a while, an envelope will appear in the workspace above the source computer, in the waiting state – the prepared package for shipment. 
[image: ]
Figure 4.37 Ready-to-ship test package in Simulation mode After  completing  the  described  actions,  the  ICMP  package  that  has  been  prepared  for shipment appears in the  Simulation Panel  window. At its bottom there is a slider through which you can set the speed of the simulation by moving it to the right or left. To begin with,  it  is  recommended  to  leave  the  default  position  of  the  slider,  after  which  you  can press the Play  button to start the simulation. 
[image: ]
Figure 4.38 Simulation Panel view 
After  the  simulation  starts,  the  envelope  moves  from  the  source  computer  towards  the target computer, and after reaching the goal (which is tantamount to sending a Ping query), the packet should be reversed towards the source computer (which is equivalent to sending a response to the Ping query). 
[image: ]
Figure 4.39 Graphical transmission of the PING package 
Eventually, when the response is delivered to the sender, the icon at PC0 should appear, as in the figure below. 
[image: ]
Figure 4.40 Graphical designation of the received PING packet This means that the response is delivered correctly, while if a different icon is displayed, it means that the return packet has not been received. In the upper part of the simulation panel, you can also observe its individual stages, as shown in the figure below. 
[image: ]
Figure 4.41 Individual simulation steps in the Simulation Panel window 
[image: ]
 
5  Devices Used to Create Network 
We have already discussed the configuration of  PCs and tested the first connections. Now we  will  deal  with  slightly  extensive  networks,  consisting  of  several  end  devices, exchanging information with each other. 
5.1  Hubs 	
A  network hub (commonly called a  hub ) is a device (also called a repeater) that allows you  to  connect  many  network  devices  to  a  computer  network  with  a  star  topology.  The hub is dedicated solely to transmitting and amplifying electrical signals from one port to all other network ports. The hub creates conflicting domains. A  collision domain is a part of the network in which the transmission must be carried out by the device in a way that excludes transmission by other devices at the same time. 
Types of network hubs can be found in the Hubs section, after selecting the Hubs section, 3 devices are available:  Hub , Repeater and  Coaxial Spliter . In our case, you will need the first device that can be placed in the working area. 
[image: ]
Figure 5.1 Network devices available in the Hubs section 
After clicking on the hub with the left mouse button, you should enter its settings, but it is an unmanaged device and cannot be configured (hence the  Config tab is empty), but on the  Physical tab, you can exchange network modules in it, exactly the same as it was in a desktop computer. 
[image: ] 
Figure 5.2 Physical view of the hub available in the program By default, the hub is equipped with the six Fast Ethernet network interfaces and has an additional  four  empty  ports,  which  allows  for  a  maximum  of  ten  end  devices.  In  this subsection  there  is  no  description  of  the  replacement  of  components,  but  only  the construction and operation of the network based on this type of device will be presented. To  begin  with  it,  100%  of  its  already  installed  interfaces  will  be  used  to  create  a  LAN consisting  of  five  PCs  and  one  network  printer.  The  arrangement  of  devices  in  the workspace  is  arbitrary,  and  the  following  figure  illustrates  an example of their arrangement. 
[image: ]
Figure 5.3 Arrangement of network devices in the program workspace After you have placed all the devices in the workspace, you can proceed to connect them. Of course, you can use the tool for automatic cable selection for this purpose  [image: ] or do it manually.  When  using  the  second  method,  keep  in  mind  that  you  should  use  a  Copper Straight-Through  [image: ]
When computers are connecting to the hub manually, remember to select additional ports for given devices. 
[image: ]
Figure 5.4 Manually connect your computer to the hub 
When all devices have been connected, all LED should turn green, and the topology should look as shown in the figure below. 
[image: ]
Figure 5.5 Correct connection of devices with the hub 
Assumption: address class A 10.0.0.0/8 used, i.e. with network address 10.0.0.0 and mask 
255.0.0.0. A device that we have not yet encountered in our book is a network printer, its physical  appearance  is  shown  in  the  figure  below.  Of  course,  the  network  card  can  be replaced with another type. 
[image: ]
Figure 5.6 Physical appearance of a network printer 
The IP configuration window of the network printer is illustrated in the figure below. On the  Config  tab,  left-click  on  the  printer  port  (in  this  case  it  will  be  Fast  Ethernet )  and configure the network address of the printer. 
[image: ]
Figure 5.7 Network Printer IP Setup 
When the network begins to take on slightly larger sizes, it is worth controlling it, and thus it is worth using comments in the form of notes that we can place in the work area of the program. For this purpose, we use the icon tool located on the toolbar – it is  Place Note [image: ].  
You  can  use  notes  to  identify  computers  faster.  The  created  notes,  containing  the  IP addresses of network devices, on the program board are illustrated in the following figure. [image: ] 
Figure 5.8 Notes placed on the program board 
In the example presented above, all devices have been given IP addresses  and  network masks,  network  tests  should  be  carried  out.  The  network  has  been  configured  correctly, but  to  be  sure  you  need  tools  that  will  be  used  to  check  the  status  of  the  hub,  which  is Inspect [image: ]. After selecting this tool and clicking the hub with the left mouse button, the following  window  is  displayed,  where  you  can  observe  the  status  of  all  ports  of  the network device. 
[image: ]
Figure 5.9 Hub port status displayed 
After confirming the status of the hub, you can enter the simulation mode. In simulation mode, you can use ICMP to check the route of packets. For example, you need  to  send  a  test  package  from  PC0 to a  Printer0  network  printer.  During  the simulation, when the test package passes through the hub, it separates into as many parts as there are devices connected to the hub and each of them goes to the device connected to  a  given  port.  This  situation  is  not  a  mistake,  but  actually  reflects  the  operation of  the hub,  which  distributes  input  information  to  all  active  ports,  without  analyzing  to  which host they were addressed. 
[image: ]
Figure 5.10 Cloning process of an ICMP packet passing through a hub When the separated packets reach their goal, they are rejected by devices to which the test information was not addressed, as shown by the red " X " crosses displayed on the supplied envelopes. In this case, the packets are received only the "recipient" is a network printer, above which a green " V " or no " X " is displayed. 
[image: ]
Figure 5.11 Test information provided for the network printer After the package is delivered to the printer, the response to the query sent from PC0 will be transmitted. Due to the fact that the response will also pass through the hub, it will also be  sent  to  all  other  computers,  but  it  will  only  be  accepted  by the sender of the query, which will be marked with a "V" on pc0. 
[image: ]
Figure 5.12 Delivering a response from a network printer to a PC0 After the simulation is complete, you can check the  Simulation  Panel window, specifically the  Event List . Compared to the simulation carried out on only two connected computers, you can see that there are many more events, and they correspond to all stages of the simulation. 
[image: ]
Figure 5.13 A list of the events of the simulation 
In addition to the advantage that the hub has, which is the speed of operation and the ease of adding more hosts to the network, it is characterized by a huge disadvantage, which is the inability to transmit two packets at the same time. 
This phenomenon is called a collision. 
Below is a simulated collision. To perform the simulation, it is best to remove the previous package  and  add  two  packages  from  scratch.  Assume  that  PC0  and  PC2  will  want  to communicate with the printer at the same time. 
[image: ]
Figure 5.14 Waiting packages to start the simulation 
To validate the addition of packages, do so in the Event List event window, as shown in the figure below. 
[image: ] 
Figure 5.15 Visible packages in the Event List window 
After checking all the guidelines described above, you can run the simulation. Packages begin to move towards the hub at the same time. When they reach the central point of the network,  a  collision  occurs  between  them,  which  in  the  program  is  symbolized  by  red flare, as illustrated in the figure below. 
[image: ]
Figure 5.16 Collision inside the HUB 
Due  to  the  hub  feature,  the  packets  will  be  duplicated  according  to  the  number  of  ports used  and  in  an  unreadable form  for  terminal  devices will  be  delivered  to  computers  and the printer, as shown in the figure below. 
[image: ]
Figure 5.17 Duplicate collision packages delivered to terminal equipment 
5.2  	 Repeaters 	
A device with the same properties as a hub is a signal amplifier (repeater). By default, it has two ports of the same type.  
With  the  help  of  a  repeater,  it  is  certainly  impossible  to  create a network with a star topology,  because  you  can  connect  only  two  devices  to  it.  However,  it  can  be  used  to amplify the signal and increase the distance between computers. 
[image: ]
Figure 5.18 Repeater with Fast Ethernet and Fiber Optic port This  example  assumes  that  two  computers  need  to  be  connected  to  each  other,  but  the distance between them is about 500 m, which is more than 100 m.  According to standards and norms, the length of the cable (Ethernet segment) should not be longer than 100 m, so use devices that amplify the signal between network segments, e.g. two repeaters. All devices are placed in the work area of the program, as shown in the figure below. 
[image: ]
Figure 5.19 Deployed network devices 
In order to configure networks containing repeaters, add them to the network, left-click on the icon of the first repeater, then replace one of the ports from Ethernet to optical and do the same with the second repeater. 
The connection should be as shown below. The optical wires in the area of the main board of the program take the colour  red . 
[image: ]
Figure 5.20 Correct connection of network devices 
You  can  then proceed  to  perform device  addressing  to  finally  perform  link  tests  in  both Realtime and  Simulation mode. 
[image: ]
Figure 5.21 Link test in Simulation mode 
5.3  	 Bridges 	
Bridges are used to limit the collision domain, e.g. to divide one LAN segment into two collision segments (domains) or to separate physical networks, e.g. copper cable network from fiber optic cable network. 
5.3.1  Two-segment Network Built with Two Hubs 
Before it is presented what is the point of using bridges, this subsection will describe how a  two-segment  network  made  of  two  hubs  behaves.  Hubs  with  Ethernet  ports  are connected to each other by a patch cable. 
[image: ]
Figure 5.22 Two connected LAN segments 
After going to the simulation and sending the test packet from th e  P C3  to  the  p r in ter , w h ich is in the same segment, then due to the feature of the hub, it will also be delivered to the second segment, it will also be duplicated to all connected ports. So you can see that the collision domain (the area where packet collisions can occur) has expanded to include a second LAN segment. 
[image: ]
Figure 5.23 Collision domain covering two LAN segments 
If  the simulation  comes  to  successful,  you will  notice  that  the printer correctly accepted the sent packet, after which it will send a response to PC0, the response, like the query, will also be redundantly distributed to the second LAN segment. 
[image: ]
Figure 5.24 Distribute packets to two network segments 
5.3.2  Sample Network with a Bridge 
To limit a collision domain to a single LAN segment, you can use a  bridge . Bridge devices are located in the  Switches section , which is a device in the list of available devices called PT-Bridge . 
[image: ]
Figure 5.25 Select a bridge from the list of switches 
The physical view of the bridge in the Cisco Packet Tracer looks like the following figure. The  device  is  not  configurable,  it  has  two  Ethernet  ports,  which  of  course  can  be exchanged for others according to the previously learned methods. 
[image: ]
Figure 5.26 Physical view of the network bridge 
between the two hubs using the  Delete tool   , available has a toolbar. After  that,  in  the  working  area  you  need  to  put  a  bridge  and  connect  the  hubs  with  the bridge, the patch wire. LED sirens next to the bridge first light up in orange, only after a while they take on the green status. This is a normal symptom that consists in first of all in reading the MAC addresses of connected computers in a given segment. 
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Figure 5.27 Network bridge connecting two LAN segments To  check  the  bridge  configuration,  you  must  generate  some  traffic  from  one  network segment to another. Then you can use the  Inspect tool [image: ], applied to the bridge, which you  can  click  with  the  left  mouse  button,  and  then  select MAC Table  from  the  context menu, as shown in the figure below. 
[image: ]
Figure 5.28 Selecting MAC Table 
After that, a window will be displayed on the screen with an array of MAC addresses in the devices and the port number of the bridge to which they are attached. 
[image: ]
Figure 5.29 Example array of MAC addresses in the bridge What happens when a test packet is sent from PC0 to the printer in simulation mode? The bridge will distribute packets to all devices, but when the bridge receives the MAC address of the recipient of the packet (that is, the printer) and checks that it is on the same (left) segment  of  the  network,  it  passes  the  packet  further  (to  the  same  collision  domain),  as shown in the figure below. 
If the MAC address of the packet recipient is on a different (right) network segment, the bridge will pass the packet further (to another collision domain). 
[image: ]
Figure 5.30 Limit the collision domain over the bridge 
If the packet were addressed to any computer located in the right segment of the network, e.g. PC5, the bridge would simply pass the packet. 
5.4  	 Switches 	
This section shows the basic network switches, also called switches, which can be used in the Cisco Packet Tracer. In the Cisco Packet Tracer we have a full range of them at our disposal. If you want to see the entire library of devices, select the  Switches section from the bottom tray, and then all available switches appear on the right side, as shown in the figure below. 
[image: ]
Figure 5.31 Network switch models available in the Cisco Packet Tracer In the program, the available devices can be divided into two categories: real devices used on  a  daily  basis  and  virtual  devices,  which  the  user  can  freely  modify.  In  real  devices, components cannot be removed, added, or replaced. An example of this type of device is the basic Catalyst 2950 series 24-port switch, which is shown in the figure below. [image: ] 
Figure 5.32 Switch Catalyst 2950 
The another next real device is also the basic 24-port Catalyst 2960 series switch. 
[image: ]
Figure 5.33 Switch Catalyst 2960 
Both of the above series of switches belong to the group of fully configurable devices with a  built-in  IOS  system,  but  for  a  user  who  will  not  apply  changes  in  the  so-called  "zero configuration" there will be no differences between this type of devices. The another next device in this group is the basic  Catalyst 3560 series multilayer switch, which can work in two layers of the OSI model. Knowledge of the operation of this type of device will not be necessary in this part of the book. Detailed configuration of this type of switch requires advanced knowledge of computer networks. 
[image: ]
Figure 5.34 Catalyst 3560 Series Multilayer Switch 
In  the  Cisco  Packet  Tracer,  there  are  two  types of virtual  devices (switches)  that  can be freely modified for the needs of the network. These are switches marked in the program as  PT . 
The one of them is the  Switch-PT switch, which by default has 4 Fast Ethernet and 2 Fiber optic ports and 4 empty ports, which gives a total of 10 ports at the disposal of the PT user. 
[image: ]
Figure 5.35 Switch-PT 
The another one is the  Switch-PT-Empty switch, which has 10 empty ports. It gives you the  opportunity  to  equip  with  appropriate  interfaces,  in  accordance  with  the  previously learned rules. 
[image: ]
Figure 5.36 Switch-PT-Empty 
The example topology contains 6 network devices and two segments. Two  Switch-PT-Empty switches were used. The topology should look like the following figure. 
Figure 5.37 Example topology based on two network switches After going to the simulation and performing a connection test between the PC3 and the printer, the packet passing through  Switch 1 , based on the physical MAC addresses of the end  devices,  will  recognize  the  recipient  and  forward  the  packet  only  to  the  appropriate port, thus limiting excessive traffic. 
In this situation, there are two independent network segments, during which each device together  with  a  single switch port forms  a  single,  small  micro-segmentation of the LAN (micro-segmentation) called a  collision domain . 
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Figure 5.38 Packet route using switch 
Sometimes, when simulating in slightly more complex networks, a message may appear at the very end of the network informing about a buffer overflow, as shown in the figure below. 
[image: ]
Figure 5.39 Overflowing list of events during simulation 
Then press the  Clear  Event  List  button  to  clear  the  list  of  events  and  return  to  the simulation. 
5.5  	 Access 	 Points 	
If  you  want  to  make  a  network  based  on  access  points,  i.e.  wireless,  you  must  use  the appropriate devices, which are available in the  Wireless Devices section. In this section there are 3 very similar devices that differ from each other in the frequency of work, and thus  classes,  e.g.  A  or  N.  If  you  want  to  make  a  network  based  on  access  points,  i.e. wireless,  you  must  use  the  appropriate  devices,  which  are  available  in  the  Wireless Devices section. In this section there are 3 very similar devices that differ from each other in the frequency of work, and thus classes, e.g. A or N. 
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Figure 5.40 Types of wireless devices 
The View of the Access-Point in the Cisco Packet Tracer is shown in the following figure. This is a typical device with one FastEthernet port, which of course can be exchanged for another network interface. 
[image: ]
Figure 5.41 Physical view of the Access Point 
You  can  build  a  network  based  on  the  same  end  devices  as  in  the  previous  chapter,  but often  the  role of  switches  and  routers  is  taken  over  by  access-points.  However,  creating such a topology will not be as easy as before. The first thing to do is to equip each computer with a wireless card. This action should not cause much difficulty, but when we put one Access Point in the workspace, the connections to it will be made automatically and when we put a second Access Point, there will probably be a problem that no end device wants to connect to the other access device. As is the case in the figure below . 
[image: ]
Figure 5.42 Connected end devices with one Access-Point 
There are two ways to resolve this issue, which you should look for in the configuration of  access devices. After  clicking on  the  right  Access Point  2 device  with  the  left  mouse button (to which no computer has connected), you need to go to the Config tab. Two ports are configured: 
  Port 0 – responsible for the wired link of the device, 
  Port 1 – responsible for the wireless link. 
In our case, you go to Port 1 where the WIFI network was encrypted, for example, we will use the WPA2 key, entering the password:  cisco321 . After applying the changes, it will not change much in our topology, because you still have to manually connect computers to the encrypted WIFI network.  
 
[image: ]
Figure 5.43 Fast Ethernet port configuration window in Access-Point 
[image: ]
Figure 5.44 Wireless port configuration window in Access-Point Now you need to encrypt access to the second access point using  WPA2-PSK encryption and the password " cisco321 ". You can connect selected computers to it by setting the same type of encryption on them and providing a password. To do this, click on PC5 with the left mouse button and go to the  Config tab. Then, in the list of interfaces, search for the Wireless port in which in the  Authentication section select  WPA2-PSK encryption and enter the password:  cisco321 in the Pass Phrase field. 
Figure 5.45 Selecting encryption on your computer's wireless card After  leaving  the  configuration  window,  after  a  while  the  connection  will  be  made automatically.  When  all  the  computers  in  a  given  segment  are  connected,  the  topology should look as shown in the figure below. 
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Figure 5.46 Connected terminal equipment to the appropriate access points In  order  to  connect  access-points  with  each  other,  a  patch  cable  in  the  FastEthernet standard should be used. Ultimately, the topology should take the following form. 
[image: ]
Figure 5.47 Connection of two wireless LAN segments 
The prepared network is already ready for simulation, assuming that  Access Point 1 does not encrypt the signal, and  Access Point 2 connects computers using  WPA2 encryption. Due to the fact that you should not leave the Wi-Fi network open, but you should encrypt the signal, you could be tempted to set  Access Point 1 to encrypt with a different key or type of encryption. 
[image: ] 
Figure 5.48 Disconnected network devices after changing wireless network settings in Access Point 1 
In  this  case,  there  will  be  no  signal  encryption  for  simulation  purposes,  but  you  must intentionally  rename  the  SSID  so  that  the  computers  disconnect  the  automatic  wireless connection, achieving the situation shown in the following figure. For the purposes of the exercise, the new SSID name is  AP1 . 
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Figure 5.49 Setting the SSID on the Access Point 
You need to manually connect each computer by clicking on it with the left mouse button and going to the  Config tab to finally enter  AP1 in the  SSID field. When  you  close  the window, the connection will be made automatically. 
[image: ]
Figure 5.50 Setting the SSID on the computer's wireless card 
5.6  Other 	 Access 	 Point 	Wireless 	Devices 	
5.6.1  LAP-PT Devices 
The  LAP-PT  is  part  of  the  wireless  access  point  group  and  is  used  only  for  Wi-Fi operations.  You  can  configure  static  addresses,  possibly  dynamic  via  DHCP:  gateway address, DNS address and radio signal access range in meters ( maximum 1000 m ). [image: ] 
Figure 5.51 View of the LAP-PT device available in the program The  device  has  only  one  Gigabit  Ethernet  port  and  a  built-in  Dot11Radio  module  for radio communication. 
5.6.2   3702i Device 
The 3702i belongs to the group of wireless devices such as the  Cisco Aironet access point controller. 
It  is  used  to  operate  the  Wi-Fi  network  in  which  WLC  controllers  are  located.  You  can configure  the  static  address  of  the  Wireless  Controller  (WLC).  The  following  static  or dynamic  addresses  can  be  configured  for  the  internal  network:  gateway  address,  DNS address and radio signal access range in meters (maximum 1000 m). The more accurate operation and configuration of this device is beyond the scope of this book, and therefore these capabilities will not be described. 
[image: ] 
Figure 5.52 View of the 3702i available in the program 
The device has only one Gigabit Ethernet port and a built-in Dot11Radio module for radio communication. 
5.6.3  WLC-PT Device 
The WLC-PT device belongs to the group of wireless devices such as the  Wireless LAN Controller . It is used to operate the Wi-Fi network in which WLC  controllers are located. You can configure a static address for the management interface called  Management . 
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Figure 5.53 View of the WLC-PT available in the program The device has only one Gigabit Ethernet port (without the possibility of its configuration) and a built-in Dot11Radio module for radio communication. It is equipped with two ports: 
  GigabitEthernet0 
  Management 
  Wireless LAN, AP Groups 
The following static addresses can be configured for the internal  network  in  the Management interface: IP address, subnet mask, default gateway address, DNS address. The  Wireless LAN module allows you to configure, among others: type of authorization, RADIUS  server  configuration,  encryption  type.  The  AP  Groups  module  allows  you  to configure,  among  others:  LAN  groups,  SSID  names  belonging  to  groups.  You  can  also freely configure the DHCP addressing pool on the device. 
The more accurate operation and configuration of this device is beyond the scope of this book, and therefore these capabilities will not be described. 
5.6.4  WLC-2504 Device 
The  WLC-2504 belongs to the group of wireless devices of the Access Point Controller type (the so-called  Wireless LAN Controller ), in which only the  Management interface can be configured. 
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Figure 5.54 View of the WLC-2504 available in the program The device is equipped with: 
  1000 Mbps Gigabit Ethernet interfaces ( GigabitEthernet0-
GigabitEthernet3 ) 
  one  Management interface where you can configure the following static addresses: IP address, subnet mask, default gateway address, DNS address. 
More accurate operation and configuration of this device is beyond the scope of this book and therefore these capabilities will not be described. 
5.7  Wi ‐ Fi 	 Access 	Routers 	
The next device that we will present will be an access router, that is, a device containing 3 different functions: 
  Switch 
  access-point 
  router 
The Integrated Services Router in the Cisco Packet Tracer looks like the following figure. 
[image: ]
Figure 5.55 Physical appearance of the access router in the Cisco Packet Tracer 
5.7.1  Standard Configuration of the Wi-Fi Router 
An  example  network  is  a  LAN  consisting  of  3  computers,  two  of  which are connected directly  to  the  Wi-Fi  router  using  a  simple  cable  in  Fast  Ethernet  technology,  while  the third computer is equipped with a Linksys WMP300N wireless network card (the use of this card will allow you to configure the router via the WWW later in this chapter).   From  the  WAN  side,  a  server  or  cloud  emulating  Internet  behaviour  is  connected  to  the Wi-Fi router – connected to the WAN port. On the WAN side there is a Laptop, which is connected by a patch cable to the router. The described situation is illustrated in the figure below. 
[image: ] 
Figure 5.56 Connected devices to the access router 
After  making  the  necessary  connections,  you  may  notice  that  the  computer  connected wirelessly received an IP address automatically, while the computers connected by wire did  not.  Automatic  wireless  addressing  is  accomplished  through  the  router's  built-in DHCP service, which is responsible for assigning IP addresses to computers. In order for computers connected by wires to also receive IP addresses, it is necessary to change the  STATIC option to  DHCP in the  IP Configuration section, on the  Config tab and the  Fast Ethernet port, for each computer. 
[image: ]
Figure 5.57 Automatic setting 
After some time, you will be able to see that in the IP Address and Subnet Mask fields for PC 1 and PC 2, the network parameters obtained from the router will appear. It  should  also  be  remembered  that  the  second  option  to  switch  a  computer  to  automatic acquisition  of IP  addresses  is  to  use  the  tool  available  on  the desktop of each computer, and this is the IP  Configuration tab. 
The  result of  the  automatic operation  (DHCP)  of  address  assignment  is described  in  the following figure. 
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Figure 5.58 Setting automatic IP address assignment 
Another network parameter has been assigned by the router, not yet described, which is Default Gateway.   Default Gateway , which is the IP address of the router as seen from the LAN side. It is not needed for communication between computers located on the same LAN subnet, but it will be required to communicate with a Laptop connected to the WAN port of the router. Checking whether all the necessary parameters have been obtained is also possible through the command line, using the  ipconfig command. 
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Figure 5.59 Checking the received IP address by the computer In  order  to  check  the  configuration  of  the  WIFI  router,  click  on  it  with  the  left  mouse button  and go to  the  Config  tab,  and  then  to  the  LAN  section.  In  the  LAN  section,  you can see the IP address of the router, which is also the IP address of the  Default Gateway . 
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Figure 5.60 Router LAN Configuration 
On  the  Config tab, in the  Wireless  section,  you  can  configure  the  settings  of  wireless (internal) network parameters. 
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Figure 5.61 Router wireless network settings 
On the Config tab, in the Internet section, you can configure the  settings  of  WAN (external) network parameters. 
A  cloud  that  emulates  Internet  behavior  has  an  IP  address  of  10.0.0.1  and  a  mask  of 
255.0.0.0. The laptop should be assigned the address 10.0.0.2 with the same network mask, since it is located on the external network Internet. 
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Figure 5.62 Router WAN Port Configuration 
Execution of several simulations for transmission between LAN and WAN networks.  The first simulation is an ICMP packet sent from a computer from the LAN and we send the  ICMP  packet  from  PC  3  to  a  laptop  connected  to  the  WAN  port.  The  packet  passes through  the  router,  reaches  the  recipient,  after  which  the  response  is  transmitted.  The answer comes to PC 3. 
[image: ] 
Figure 5.63 Transmission of ICMP packet from LAN to computer in WAN The  situation  is  different  if  you  reverse  the  direction  of  transmission  and  send  a  packet from a computer connected to the WAN interface to any computer in the LAN. The second simulation is an ICMP packet sent from a laptop from a WAN from Laptop to PC 3 or PC 2, or PC 1, connected to LAN ports. 
In each access router, the default firewall of the local network works, thanks to which it will not pass such a packet further, and thus there will be no response to the ICMP (ping) packet formulated in this way. This situation is shown in the figure below. 
Figure 5.64 Block a packet from WAN 
5.7.2  Configuration of Wi-Fi Router via HTTP 
The second way to configure a Wi-Fi access router is to configure using a website using a browser. By default, the router has an IP address from the LAN side:  192.168.0.1 . Simply connect to any port on your device and enter the router's IP address and start setting up. You must configure any address in the 192.168.0.0/24 pool on the computer, but different from  the  192.168.0.1  address,  for  example,  192.168.0.2  and  the  subnet  mask  for  this network class/24, which is 255.255.255.0. and the gateway  192.168.0.1 . [image: ] 
Figure 5.65 Enter the IP address of the router in the web browser window If  your  computer  is  not  responding  to  an  IP  address,  your  computer's  address  is misconfigured, or the mask or gateway or network cable is incorrectly connected. Correctly entering the router's IP address in the browser window should result in the router login window appearing. With the default settings, the login and password are the same, i.e. you log in by providing the following parameters:  admin ,  admin . 
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Figure 5.66 Logging in to your router 
After  logging  in  to  the  router,  a  window  will  appear,  configuring the router, which is shown  in  the  figure  below.  It  should  be  remembered  that  in  many  network  devices, configuration via the http protocol gives more convenient options in operation and many greater possibilities than via the command line (e.g. ASA 5506 devices). 
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Figure 5.67 Basic Router configuration options 
First  of  all,  pay  attention  in  our  topology  whether  the  Static  IP  option  is  selected  on  the Setup-Basic  Setup tab in the  Internet  Connection  Type  section.  The  most  important options (data) to configure are: 
  Internet Address (Internet IP Address and Subnet Mask) WAN 
  Internal address ( IP Address and  Subnet Mask ) LAN 
  DHCP Server Settings 
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Figure 5.68 Selecting static WAN port addressing 
In  this  example,  you  must  manually  set  the  IP  address  for  the  Internet  (WAN)  port  to 
10.0.0.1/8. Due to the fact that usually the access router from the WAN side connects to another router, you need to enter the IP address of the next device in the  Default Gateway field,  in  this  case  it  will  be  the  IP  address  of  the  laptop  connected  to  the  Wi-Fi  router (10.0.0.2).  In  the  IP  Router  section,  leave  the  default  IP  address  of  the  router  from  the LAN side (i.e. for now we do not change the default parameters  192.168.0.1/24 ). Then,  in  the  DHCP  Server section, set the  Enabled  parameter  to  enable  dynamic addressing of computers on the LAN side. An important element is to set the DHCP pool, i.e. from which number IP addresses will be assigned and how many computers will obtain network  parameters.  To  do  this,  configure  in  the  Start  IP  Address  field  (default 
192.168.0.100), and in the  Maximum number of Users section (50 by default). The final step to save your changes is to click the  Save Settings button at the bottom of the window. After  performing  the  above  actions,  the  following  window  will  appear,  in  which information about the correctness of saving changes is given. 
[image: ]
Figure 5.69 Saved changes on the router 
After making changes to the router settings, close the window. Computers should receive IP addresses. Also, it should be remembered that if any computer has not received network parameters,  it  is  advisable  to  check  whether  it  is  enabled  in  DHCP  mode  or  refresh  the network  parameters  of  computers  when  changing  DHCP  parameters.  This  can  be  done, for  example,  through  the  command  line.  Just  type  ipconfig  /release  (to  release  the  IP address) and then  ipconfig /renew (to renew), as shown in the figure below. 
[image: ]
Figure 5.70 Release and renewal of the IP address via the command line A common problem when configuring a router from the LAN side is changing the default address pool. This is the case when, for example, we want our router to allocate addresses from the network (for example,  200.0.0.0 ). Then, we start by assigning an IP address to the  router  ( 200.0.0.1 ),  as  shown  in  the  figure  below,  and  the  DHCP  pool  has  remained unchanged  and  cannot  be  reconfigured  in  this  step.  In  this  case,  first  press  the  Save Settings button to save the changes on the router. 
[image: ]
Figure 5.71 Saving router configuration changes 
After  saving  the  changes, you  can observe  that  the browser  window displays  a  message about the exceeded waiting time and the connection to the router has been interrupted, as the figure below illustrates. This is because the router already has a different IP address, so  all  computers  connected  to  the  LAN  should  refresh  the  IP  address  (if  they  receive  it from DHCP) or enter manually from the new pool, for example  200.0.0.2/255.255.255.0 . 
[image: ]
Figure 5.72 Interrupted connection to the router after changing the IP address After successfully reconnecting with the router, you should go to the second  Wireless tab, where you can configure the Wi-Fi settings. The first section is  Basic Wireless Settings in  which  you  can  change  the  network  mode  ( B,  G,  N ),  the SSID name with which computers  connect  to  the  network  or  set  the  parameters  whether  the  SSID is to be broadcast on the Wi-Fi network or not. 
 
[image: ]
Figure 5.73 Basic Wi-Fi settings 
The next section is  Wireless Security , where you can set the network encryption type and password, for example,  WPA2 Personal and sample password: cisco321 . [image: ] 
Figure 5.74 Wi-Fi security setting  
After  saving  the  changes  to  the  Wi-Fi  router,  you  need  to  configure  the  computer(s)  to connect  it  to  the  new  network  parameters.  We  can  do  this  through  the  standard configuration of the computer, but in this example we will do it through the tool available on the computer's desktop. 
[image: ]
Figure 5.75 Wi-Fi configuration tool via the desktop utility of the computer A  prerequisite  for  connecting  the  computer  to  the  Wi-Fi  network  through  this  tool  is  to install  a  LINKSYS  wireless  card  in  the  computer.  To  start  the  configuration, run  the  IP Wireless  utility  shown  in  the  figure  above  from  the  computer's  desktop, and then the following window should open. 
[image: ]
Figure 5.76 Tool for Wi-Fi configuration of computers equipped with the LINKSYS wireless card 
Go to the second Connect tab, then press the Refresh button to display the available Wi-Fi networks, and then the  Connect button to connect to it. 
[image: ]
Figure 5.77 Connecting to the selected Wi-Fi network 
After a while, another window will appear in which you need to select the encryption type and  enter  the  appropriate  password  and  press  the  Connect  button  again.  When  all  the specified parameters meet the specified rules, a wireless connection will occur. 
[image: ]
Figure 5.78 Choose encryption and enter your password (Pre-shared Key) Another tab of the  Wireless section is the  Wireless MAC Filter , where you can configure which computers connected via Wi-Fi will have access to the network and which will not. In  order  to  better  illustrate  the  issue,  you  should  connect  3  additional  computers  to  our local network, which are equipped with LINKSYS wireless cards. Computers should be properly configured to connect, as shown in the figure below. 
[image: ]
Figure 5.79 Connected additional computers to Wi-Fi 
Assume that you filter the list of computers that you want to have access to the network and that you do not. In this case, PC3 and PC4 will be connected, and PC5 and PC6 will not be connected. First, read the physical (MAC) addresses of the computers you want to access (PC3 and PC4). Here are three ways to obtain MAC addresses. The first way is to point the mouse cursor over the icon of a given computer and after a while a window will appear in which the physical address appears. 
[image: ]
Figure 5.80 The first way to get your computer's MAC address The second way is to enter the configuration window of a given computer interface and in the  MAC Address field, you can read the physical address. 
[image: ]
Figure 5.81 The second way to get a physical address 
The  third  way  is  to  enter  the  previously  known  ipconfig  /all  command  in  the  console window: 
Figure 5.82 The third way to get a MAC address  
Knowing the different ways to obtain MAC addresses, choose one of the ways and copy the  MAC  addresses  of  PC3 and PC4, then in the  wireless  MAC  Filter  router  window, select  Enabled .  
Note: MAC addresses in presenting examples, which you see may be variable,  because the Cisco Packet Tracer randomizes addresses .  We use addresses as examples in this book only . 
To  allow  the  following  computers:  PC3  and  PC4  to  connect  to  the  network,  select  the section:  Permit  PCs  listed  below  to  access  wireless  network and finally enter the physical addresses of the computers in the  MAC 01 and  MAC 02 fields. 
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Figure 5.83 MAC Address List 
Then save the settings. To save your changes, click the  Save Settings button at the bottom of the window. 
Figure 5.84 Saving the Wi-Fi Router Configuration 
[image: ] 
Figure 5.85 MAC address filtering 
As  a  result  of  the  saved  changes,  the  situation  shown  in  the  figure  below  was  obtained, noting that pcs PC5 and PC6 lost connection to the WiFi network. 
[image: ]
Figure 5.86 LAN after MAC address filtering 
Note: After starting the Cisco Packet Tracer, MAC addresses may be different, so please update them on your router. 
In addition, in the Security router tab, you can set parameters related to the Firewall and the ability to block or accept web scripts. 
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Figure 5.87 Firewall configuration on the router 
By going to the  Access Restrictions tab, you can configure a list (lists) according to which you can specify which computers can have access to specific applications, at what times, what websites and at what keywords will be blocked, as well as which port ranges will be allowed and which will not. 
[image: ]
Figure 5.88 Configuring router access restrictions 
In the  Applications & Gaming tab in the  Single Port Forwarding section, you can set options  based  on  which  the  router  will  pass  or  block  packets  from  specific  network applications, directed to specific computers. 
[image: ]
Figure 5.89 Packet filtering based on protocols and ports 
On the same tab there is another section called  DMZ , that is, the so-called Demilitarized Zone, in which most often there is a server or a group of servers that can be accessed from the WAN. In this section, you can specify the source address, the  so-called  trusted,  and the destination address that you want to access from the WAN. 
[image: ]
Figure 5.90 Configuring DMZ on the router 
The next tab of the router is  Administration , in which there is a  Management  section: it is recommended to change the default password:  admin , to a new one, e.g.  packettracer , after  saving  the  changes  you  will  be  able  to  log  in  to  the  router  with  the  following parameters: login:  admin , password:  packettracer . In addition to changing the password, you can also specify in this section what protocol will be used to be able to connect to the WIFI server ( HTTP or  HTTPS ) and whether it will be possible to connect to the router remotely from the WAN. 
Figure 5.91 Options of the Management tab in the router 
On the same tab there is also a  Factory Defaults section, where using the  Restore Factory Defaults  button, you can restore the router to factory settings. 
[image: ]
Figure 5.92 Restore default settings 
The third section in the  Administration tab is  Firmware Upgrade , where you can update the  router's  service  software  from  a  file  saved  on  our  computer.  This  option  should  be handled  very  carefully  –  if  the  device  works  properly,  it  is  not  recommended  to  update firmware.  
To upgrade a firmware, press the  Browse button to point to the firmware update file, then click  Start to Upgrade and watch the update installation progress. [image: ] 
Figure 5.93 Router software update window 
The last  Status tab consists of three sections. 
  Router Information 
  Local Network 
  Wireless Network 
The  first  is  Router  Information ,  where  you  can  see  the  basic  data  of  the  router  and  its LAN interface configuration. 
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Figure 5.94 Status tab and Router section 
The next section is  Local Network , where you can read data about the configuration of the router on the LAN side as well as information about the DHCP configuration. [image: ] 
Figure 5.95 Status tab and Local Network section 
The last section is the  Wireless Network , where you can check the configuration of the wireless network, encryption and the name of the broadcast SSID. 
[image: ]
Figure 5.96 About Wi-Fi in the Wireless Network tab 
5.8  Devices 	 for 	 Creating 	 GSM 	 Networks 	
In  the  Cisco  Packet  Tracer,  the  BTS  base  access  station  in  a  3G/4G  cellular  network  is simulated as a pair of two devices ( Cell-Tower and  Central-Office-Server ) that must be connected to each other using a coaxial cable (the type of cable is  Coaxial ). 
[image: ]
Figure 5.97 Appearance of the real BTS (Base Transceiver Station) In the Cisco Packet Tracer, the BTS consists of an antenna (called as  Cell-Tower ) and a dedicated server (called as  Central-Office-Server ). 
Cell-Tower  acts  as  a  sector  antenna  in  the  3G/4G  network  for  wireless  connections. Central-Office-Server  sets  the  default  IP  address  for  the  cellular  network  and  is responsible for communication with the WAN backbone. 
[image: ] 
Figure 5.98 BTS simulation in the program 
An example of a simple  3G/4G network using  Cell-Tower and  Central-Office-Server is shown in the figure below. 
[image: ]
Figure 5.99 Simulation of a simple 3G/4G network 
5.9  Hardware 	 Firewalls 	
5.9.1  Meraki-MX65W Device 
The  Meraki-MX65  is  primarily  designed  to  filter  network  traffic  and  isolate  internal networks (LANs) from external networks (WANs). 
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Figure 5.100 View of meraki-MX65 available in the program The Meraki-MX65 comes standard with: 
  2 x 1000 Mbps interfaces ( Internet1 ,  Internet2 ) for WAN connection 
  8 x 1000 Mbps interfaces ( GigabitEthernet3 –  GigabitEthernet10 ) for LAN connection 
  2 x 10 Mbps or 100 Mbps interfaces ( Ethernet11 –  Ethernet12 ) for LAN connection 
5.9.2   Meraki-Server Device 
The  Meraki-Server  is  used  to  support  Meraki-MX65  authentication  using  advanced procedures,  accounts,  passwords,  and  advanced  network  security  techniques,  as  well  as the  Meraki-MX65 serial number. 
The  Meraki-Server comes standard with one 1000 Mbps interface ( FastEthernet0 ). The description of the interaction of these devices is very complicated and therefore will not be described in this book. 
[image: ] 
Figure 5.101  View of the Meraki-Server device available in the program 
[image: ]
Figure 5.102 Example of topology for Meraki devices 
5.9.3   ASA5505 and ASA5506 Devices 
The  Cisco  Packet  Tracer  supports  two  so-called  Adaptive  Security  Appliances  (ASA): ASA 5505 and  ASA 5506 , which act as advanced firewalls. In the Cisco Packet Tracer, in the  [Network  Devices]  [Security]  section,  you  can  find  Security  Appliances  (that  is, advanced firewalls). Two devices are available: ASA5505 and  ASA5506-X . 
[image: ] 
Figure 5.103 Firewall devices available in the program 
ASA devices are characterized by the following capabilities: 
  IP packet filtering using ACL. 
  Stateful filtering, i.e., the decision to pass or block a packet, is made based on port numbers and trust level. 
  Act as a DHCP server or client. 
  Support for static and dynamic address translation (static NAT, dynamic NAT, PAT). 
  Support for dynamic routing protocols: RIP, EIGRP, OSPF and static routes. 
  Define a group of objects that define a set of security (access) policies for greater configuration transparency. 
  Support for Site-to-Site VPN tunnels. 
  Supporting the AAA mechanism (authentication, authorization, settlement). 
5.9.3.1  	ASA 	5505 	Device 	
[image: ]
Figure 5.104 Appearance of the Cisco ASA 5505 front panel 
[image: ]
Figure 5.105 Appearance of the Cisco ASA 5505 rear panel 
5.9.3.2  	ASA 	5506 	Device 	
[image: ]
Figure 5.106 Appearance of the Cisco ASA 5506 front panel 
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Figure 5.107 Appearance of the Cisco ASA 5506 rear panel 
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6  Basics  of  Data  Transmission  and  Overview  of Network Services 
6.1  Transmission 	 Types 	
This section discusses two types of transmission and how network devices behave when operating in a given mode. 
6.1.1  Half Duplex 
Half Duplex is a transmission during which data can run in both directions on one link, but not at the same time. The following network topology was used to analyse this issue, in which the connections between the two switches were configured in  Half Duplex m od e . 
[image: ]
Figure 6.1 Half Duplex link between two switches 
Until now, when creating a LAN, the automatic link speed and link type mode was used. If you want to change the default settings, you must first check which port number of the switch  corresponds  to  the  connection,  and  then  make  the  appropriate  settings.  After reading the port number (in our case: Fa2/1 on the left switch and Fa0/1 on the right), click the  left  mouse  button  on  the  switch  icon.  Then  go  to  the  Config  tab  and  select  the  port number. 
Next,  on  the  Switch  1  switch,  change  the  transmission  type  from  Auto to HALFDUPLEX , as shown in the figure below. Similarly, perform the same action for the corresponding port on the right switch. On the  Switch 2 switch, change the transmission type from Auto to HALFDUPLEX. 
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Figure 6.2 Setting the switch port to HALF DUPLEX mode You  can  now  observe  the  operation  of  the  network  in  this  mode,  for  this  purpose  you should switch to Simulation mode, and then send two test packets at the same time from the left segment of the network to the right and vice versa. 
[image: ]
Figure 6.3 Collision on the HALF DUPLEX link 
Both packets try to traverse the section of the link between the two switches, a collision occurs,  as  shown  in  the  figure  above.  Then  the  transmission  is  resumed  by  the  network devices, but in such a way that the right switch generates packets, and through the  HALF DUPLEX link  it will pass only one of them when the packet reaches the target. 
[image: ]
Figure 3.6.4 Packet caching by switch to avoid re-collision 
6.1.2  Full Duplex 
FULL  DUPLEX  transmission  is  definitely  better  (more  modern),  because  it  provides simultaneous movement through transmission media in both directions. If you want to test this  transmission  mode,  you  can  use  the  same  example  as  in  the  HALF  DUPLEX transmission.  Only  in  the  configuration  of  the  switch  on  the  appropriate  ports,  set  the FULL DUPLEX mode and proceed to the simulation. As you can see in the figure below, the simulation confirmed our theoretical expectations. 
[image: ]
Figure 6.5 Full Duplex transmission on the link between switches 
6.2  Configuring 	 Network 	 Services 	
This chapter describes the configurations of basic network services and protocols.  Note – Warning:  Remember  to  periodically  save  the  file  state  (keyboard  shortcut  CTRL+S) during exercises. 
6.2.1  DHCP 
This section describes the DHCP service that is configured on the server. The following topology has been prepared for this purpose: 
[image: ]
Figure 6.6 LAN with DHCP server 
If you want to find a server among many devices, you should find it in the  End Devices group,  it  is  a  device  with  the  Server-PT  name [image: ].  The  physical  view  of  the  device shows the following figure, which shows that by default one network adapter is installed on the server, with the possibility of attaching another. 
[image: ]
Figure 6.7 Physical view of the server 
The topology is already prepared and includes a DHCP server. When you left-click on the server icon, you will see its physical appearance with the installed components. Now you will need the available services, so go to the Services tab. 
[image: ]
Figure 6.8 Window with configurable server services 
Before you start configuring the DHCP service, it is necessary to give our server a static IP address so that it is located on the same LAN. Of course, as in the case of PCs, this is done in an almost identical way, using two methods: 
  using the Config -> FastEthernet0 tab 
  using the  IP Configuration tool available on the server desktop, We assume that each of us can do this action on our own, hence we will not describe it in detail, but enter the IP address for our server:  150.150.0.1/16 . 
At this point, the server has been prepared to configure the DHCP service. The first step will be to enter the configuration and select the  DHCP section, then the service will have to be enabled by selecting  On in the  Service section. Because different address pools can be  stored  on  the  server,  you  can  assign different names  to  them.  In  this  example, one  is enough,  so  leave  the  Pool  Name field unchanged. An important element is to set the parameter  from  which  IP  addresses  are  to  be  assigned,  i.e.  Start  IP  Address ,  in  the described case it will be  150.150.0.10 with the same network mask as the server. It is still worth configuring the maximum number of computers, in this example it is enough to set it  to  10 . The most important, and at the  same  time  the  last  configuration step, is to save the settings, which should be done by pressing the  Save button. Basics of Data Transmission and Overview of Network Services  
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Figure 6.9 Configuring DHCP on the Server 
All  computers  should  be  switched  from  static  to  dynamic  addressing, after which they should  receive  an  IP  address,  or  you  can  refresh  the  IP  address using one of the ways described in the previous chapters. After checking the addressing of the entire LAN, you can of course simulate the network to confirm the theoretical assumptions. 
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Figure 6.10 Obtained IP address from DHCP server via Laptop The DHCP server does not necessarily need to be configured on the server, it is possible to configure it on the router, and this will be described later in the chapter on configuring routers using the console environment. 
6.2.2  HTTP 
Another service that will be described in this chapter is HTTP. Of course, you could place subsequent network services on one server, but we will allow ourselves to place each of them on a separate device. Therefore, you need to add another server to the topology that you  will  connect  to  the  network  and  configure  it  according  to  the  adopted address: 150.150.0.2/255.255.0.0 . 
[image: ]
Figure 6.11 Attaching an HTTP server to the LAN 
After completing the described steps, you can now take care of the HTTP configuration. To do this, left-click on the server icon and go to the  Services tab, and then click on HTTP . The first thing to do is to make sure that the service is enabled, there are two options http and HTTPS. Note that the main file that will display the contents of the HTML code must be  named  index.html ,  otherwise  you  will  not  be  able  to  view  the  web  page.  When  you click on [edit] next to the  index.html file name, a window opens in which the default code that  contains  the  sample  page  is  entered,  along  with  two  subpages  with  references.  The rest of the files in this  [File Manager] tab are files used by the HTML page. By the way, it is also worth informing advanced readers that the HTTP server in the Cisco Packet Tracer also supports  CSS  files and  Java Scripts . 
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Figure 6.12  http Configuration 
In  fact,  for  starters,  it's  all  to  be  able  to  display  the  content  of  a  web  page  on  any  LAN computer.  To  do  this,  through  any  computer,  go  to  its  desktop,  and then using a web browser enter the address of the web page, in this example it will be the IP address of the HTTP server ( 150.150.0.2 ). 
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Figure 6.13 Type the HTTP server address 
After pressing the  Go button, the http page will be loaded. 
[image: ]
Figure 6.14 Contents of a sample web page displayed in your computer's browser Of course, keep in mind that the default HTML code can be freely changed and modified. As a result of the changes, the sample page may look as shown in the figure below. 
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Figure 6.15 My Own website 
6.2.3  FTP 
Similarly  to  the  previous  cases,  you  can  add  an  additional  server  on  which  to  configure another  FTP  service.  After  adding  another  device,  our  LAN  should  already  contain  3 servers. An FTP server is a file server. It allows us to download files from it and send files to it. We often deal with such servers on a daily basis – even by downloading a file from a platform. 
[image: ]
Figure 6.16 Adding an FTP server to the network 
Then you need to go to the configuration of the service, which, of course, can be found in the  Services section. At the very beginning, you should ensure that the service is enabled, then  in  the  User  Setup  section,  define  access  parameters  (usernames  and  passwords). Below  you  can  specify  the  access  rights  to  files  from  the  FTP  level,  while  at  the  very bottom of the configuration window there are sample file names that can be downloaded from the server. 
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Figure 6.17 FTP configuration 
Now  you  can  add  two  new  users,  it  will  be  user1  with  password  111 and  user2 with password 222 . Different access rights will be defined for each of them, for example, the first user will only be able to view the contents of the server and download files, while the second user will be able to additionally rename files and upload their files to the server. 
[image: ]
Figure 6.18 Defined FTP access rights for new users 
 
File access rights on the FTP server: 
  L – display of content (list of file names) 
  R – reading files 
  W – saving files 
  D – deleting files 
  R – renaming files 
If you want to access the FTP server now, open a command line on any computer on the LAN and type  ftp 150.150.150.3 (the IP address matches the server address). 
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Figure 6.19 Connect to an FTP server using the command line  When you press Enter, you will be asked for your username and password. We must bear in mind that when entering a password, the characters that will be typed do not appear in the window, because for security purposes they are hidden, as shown in the figure below. When you connect to the server, you should see a message that you are connected to the service, and then the prompt from  PC> to  FTP> will be changed. 
[image: ] 
Figure 6.20 Log in to an FTP server 
 
To find out what commands are available in this mode, you need to run a help command, or  help . 
[image: ]
Figure 6.21 View help in FTP mode 
Common commands on an FTP server are: 
  cd (change directory) – change the current directory in the server 
  delete   –  delete the file from the server 
  dir  (directory) – display the contents of the current directory on the server 
  get  – download the file from the server 
  put  – send the file to the server 
  pwd  (print working directory) – display the name of the current directory on the server 
  rename – rename a file on the server 
  quit – log out of the server 
The next step will be to display the available files that are on the server, for this purpose the  dir  command  will  be  used.  There  should  be  a  fairly  long  list  of  files  available  for download. Why do they have such long and strange names? Well, these are images of the IOS system of routers that we will use when working with professional routers. Therefore, at this stage of our adventure with the Cisco Packet Tracer program, we have to accept it and work on this type of files. 
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Figure 6.22 List of available files on the FTP server 
If  our  permissions  allow  it,  we  can  now  download  one  of  the  files  by  typing  the  get command  and  after  the  space  entering the full name of the file.  In  order  not  to  be discouraged by typing long file names, we can select any of them with the mouse, copy and  paste,  but  it  should  be  remembered  that  the  entire  operation  of  copying  the  name should be done with the mouse, because keyboard shortcuts do not work. 
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Figure 3.6.23 Download a sample file from an FTP server 
When the file is downloaded, the message  File transfer in progress... is displayed, which means that this process is in progress. When the process is complete, another message will appear:  Transfer  complete ,  which  informs  you  that  the  file  has  been  downloaded correctly. 
We will now try to present some other commands and permissions that we have assigned to the user on the server, which is why we will now try to delete the file using the delete command, as the figure below illustrates. 
Basics of Data Transmission and Overview of Network Services  [image: ]Figure 6.24 Failed attempt to delete a file from an FTP server The console window displays information that the requested file does not exist or we do not  have  sufficient  permissions.  Since  we  are  sure  that  we  have entered the file name correctly, we are 100% sure that we do not have permission to delete it. Our user  user1 can  only  view  files  on  the  server  and  download  them,  so  now  you  need  to  log  in  to  the second user  user2 , who admittedly can not delete files but can change names. To do this, type  quit to disconnect from the server and  ftp 150.150.0.3 again and log in as  user2 . 
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Figure 6.25 Rename a file on an ftp server 
Then, after logging in correctly, type the command  rename asa842-k8.bin aaa.com and after a while a message will be displayed informing about the correctly performed action. However, in order to see the effect of our actions, we list the files on the server using the dir  command  to finally  check  whether  the  file  already  has a  new name,  as  shown  in  the previous figure. 
We could now describe all the possibilities related to permissions, but we will leave it to the reader for his own exercises because it is done in the same way by using subsequent commands and defining the appropriate permissions. 
6.2.4  SMTP/POP3 
Once  we  have  learned  how  to  configure  several  well-known  network  services,  the  time has come for e-mail, so as in previous cases, we should add another server to our network, which  will  act  as  a  server  sending  and  receiving  mail.  The  server  address  is: 
150.150.0.4/255.255.0.0 . We will also choose two computers from the network that will send and receive (correspond) mail to each other. These will be PC1 and PC2. 
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Figure 6.26 LAN with email server 
After  the  correct  IP  configuration,  you  can  go  to  the  settings  necessary  for  the  proper operation of email. In the  Services tab of the server settings, find the  Email section where you  need  to  enable  both  services:  SMTP  Service  and  POP3  Service,  responsible  for sending and receiving mail. 
We will set up two mail accounts: 
[image: ]
Figure 6.27 Email configuration data 
Basics of Data Transmission and Overview of Network Services  
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Figure 6.28 EMAIL Server Configuration 
Next, we specify the domain name to type in the  Domain Name : field, in this example we should  type:  Itstart.pl .  Then  we  will  create  accounts  of  two  users  and  assign  them passwords. After the correct creation of user accounts, you can proceed to the configuration of mail clients, on those computers that will correspond with each other. To do this, on the selected computer, on the desktop, you need to left-click on the icon, which is shown in the figure below. 
[image: ]
Figure 6.29 Email client icon, available on your computer's desktop The first time you start the mail client, the mail configuration window opens automatically. In the  Your Name : field, you can type any name that appears on the recipient's computer, in  the  Email  Address  field,  type  the  email  address,  in  this  example  it  will  be: marco@itstart.pl . In the  Incoming and  Outgoing Mail Server fields, and type the mail server  address  150.150.0.4 .  Finally,  in  the  Fields  User  Name :  and  Password :,  we  enter the  username  and  password  that  was  assigned  to  the  user  directly  on  the  server.  After entering all the parameters, save the settings by pressing the  Save button. 
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Figure 6.30 Mail client configuration on PC1 
[image: ]
Figure 6.31 Mail client configuration on PC2 
After saving the settings, the mail client window will automatically open in which you can compose, send and receive messages.  
However, before we compose the first email, close this window and configure the e-mail program on the second computer so that you can carry out full correspondence between them. 
The first message is edited by pressing the  Compose button, after which the editor opens, in which we will be able to edit the first e-mail. Field  To : is responsible for entering the recipient,  Subject : entering the subject of the e-mail and at the bottom in the empty field enter the content. 
[image: ] 
Figure 6.32 Compose and send a new message to George 
The status of the sent message can be checked in the lower part of the window, where the following message should be displayed, informing about the correct sending of the e-mail. [image: ] 
Figure 6.33 The status of the sent message displayed 
Now,  we  can  enable  the  e-mail  program  on  the  second,  configured  computer.  Press  the Receive  button  to  check  incoming  messages.  After  a  while,  the  header  of  the  received email should appear in the window.  
Figure 6.34 Received email 
Now all that remains is to respond to the received e-mail, to do this we click on the  Reply button. Then we respond to the received letter and press  Send again. The message should be delivered to the sender's computer. 
[image: ]
Figure 6.35 Reply to an email you receive 
6.2.5  DNS 
When most of the services have already been discussed, there is one more thing left - DNS. We deliberately left this service at the very end to be able to show its impact on the use of the  network  and  other  well-known  services  using  the  DNS  ( Domain  Name  System ) protocol.  According  to  the  previously  adopted  principle,  we  add another server to our network, which we address:  150.150.0.5/255.255.0.0 . 
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Figure 6.36 LAN after adding a DNS server 
On  the  Server  Services  tab,  select  DNS  and  then  configure  it.  First,  the  service  must  be enabled ( DNS Service On ). Then we add the names and addresses of the servers that we want to access through the names we provide, not by the IP address. Examples of addresses are shown in the figure. 
[image: ]
Figure 6.37 DNS Server Configuration 
From  the  server's  point  of  view,  the  configuration  is  complete,  but  the  service  will  not work properly until each computer on the LAN is configured correctly. Because the DHCP server allocates addresses in our network, it does not yet pass the DNS server address to all computers, as shown in the figure below. Of course, you could enter the DNS address for each computer manually, but we will show you how this process can be automated. 
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Figure 6.38 No DNS information on each LAN computer 
So let's go to the DHCP server configuration, in which in the  DNS Server field enter its IP address, and then in order to save the changes, click on  Save . 
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Figure 6.39 Append the DNS server address to the DHCP server settings After  performing  the  above  steps,  we  refresh,  by  any  means,  the  IP  addresses  of  all computers and after a while they should receive information about the address of the DNS server, as shown in the figure below. 
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Figure 6.40 Received DNS server address 
It would now be necessary to check whether DNS is working properly. First, test this by using the PING command on the command line of any computer. After you run Command Prompt,  type  ping  www.post.pl .    A  positive  response  from  the  IP  address  150.150.0.4 indicates that DNS is working correctly. 
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Figure 6.41  Verifying DNS operation via PING 
The second option will be to enter the website via a browser using not the IP address but the name of the page. In our example, this will be typing the phrase:  www.itstart.com 
[image: ]
Figure 6.42 Correctly displayed web page, called by name 
In a similar way, you can also check the operation of FTP services. Noteworthy, however, is the testing of mail. However, in the first place, the settings of each mail client must be changed. We delete the IP addresses in the  Incoming and  Outgoing Mail Server fields and enter the name of the mail server there, the same as entered in the record No. 2 in the DNS server. 
[image: ] 
Figure 6.43 Typing the name of the incoming and outgoing server Now  all  you  have  to  do  is  compose  a  new  message  and  send  it.  At  the  bottom  of  the window, a message will be displayed in which you will see information about the correct sending of the message, using not the IP address of the mail servers, but the names. Basics of Data Transmission and Overview of Network Services  
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Figure 6.44 Message about correctly sent mail 
6.2.6  Firewall 
Very often we deal with networks, with FIREWALLS, i.e. firewalls. Firewalls protect us either from unauthorized Internet traffic or from the possibility  of  potential  intrusion on the server. In our example topology, we used four computers connected via a switch to a server running two HTTP and FTP services. By default, all devices (computers) can use these  services.  However,  we  will  try  to  show  how  the  FIREWALL  on  the  server  works and protects against unauthorized access from two computers. Our assumption will be to configure the server in such a way that a computer with an IP address :  10.0.0.2  does  not  have  access  to  the  HTTP  service,  while  a  computer  with  an address of  10.0.0.4 does not have access to the FTP service. Other computers can use all services. 
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Figure 6.45 Topology to configure FIREWALL on the serve First, go to the server settings, then to its desktop and find the FIREWALL tool, as shown in the figure below. 
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Figure 6.46 Enable the FIREWALL tool on the server 
When  you  run  the  FIREWALL  tool,  the  following  window  appears,  in  which  you  must first enable the service by switching the  On/Off button to the On position in the Services field, as shown in the figure below. 
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Figure 6.47 Enable the FIREWALL service on the server 
Now you need to configure rules on the server that will cause the aforementioned filtration of network traffic. In the  Action field, you can select two options:  Allow or  Deny . Basics of Data Transmission and Overview of Network Services  
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Figure 6.48 Action field: Allow and Deny 
The next  important  field  to  configure  the  FIREWALL  service  is  to determine for which protocol the defined rules will work. In this field, you can select one in several protocols:: IP, ICMP, TCP, UDP. 
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Figure 6.49 Protocols for which we want to define FIREWALL rules IP  addresses  and  inverted  masks  (so-called  WILDCARD  MASKS)  remained  to  be configured, as well as port numbers intended to block or pass traffic, as shown in the next figure. 
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Figure 6.50 IP addresses and Wildcard Mask to define rules 
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So let's start with the initial assumptions we made at the beginning in this chapter.  We define the first rule, for a computer 10.0.0.2, which we want to block from visiting a website  located  on  the  server  with  the  address  10.0.0.1.  To  do  this,  in  the  Action  field, select:  Deny , then  TCP protocol, specifying  Remote IP , in which we type: 10.0.0.2 and Remote Wildcard mask : 0.0.0.0 (which is equivalent to the operation of the rule for only one computer as in the case of the /32 mask). Next, we need to determine from which ports it  will  not  be  possible  to  enter  the  server  page:  Remote  Port :  ANY  (i.e.  all)  and  which destination port to block:  Local Port : 80 (because it is on this port that the HTTP service runs). Then we press the  Add button to apply the rule. The full configuration of the first rule is shown in the figure below. 
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Figure 6.51 First Rule Configuration View 
Now let's try from a computer with an IP address: 10.0.0.2, to enter the server's website. Open a web browser on the locked computer and enter the address 10.0.0.1 in it, which is the  equivalent  of  the  server's  website.  After  a  while,  we  receive  the  message:  Request Timeout, which proves the correctness of the rule. 
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Figure 6.52 Web page not displayed due to the introduced FIREWALL rules Now let's check if the same computer can send a typical PING to the server. As the figure below shows, PING does not occur, which indicates that the FIREWALL rules are not yet complete. 
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Figure 6.53 No response to PING after the applied FIREWALL rule To  restore  the  remaining  traffic  on  PC1,  go  back  to  the  server,  to  the  FIREWALL  tool, where you must now allow full IP traffic. To do this, we add a second rule according to the guidelines shown in the figure below: 
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Figure 6.54 Apply an IP permission policy 
After doing this, we open the command line on PC1 and try to send the PING to the server again, which this time is a complete success, as the figure below shows. 
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Figure 6.55 Response to PING after applying the FIREWALL rule However,  if we  continue  to  try  to open  the page  at  10.0.0.1  through  the  browser,  it  will end in failure, which confirms our assumptions. 
Now we will define the next FIREWALL rule for PC3 with the IP address: 10.0.0.4. You want  this  computer  to  be  denied  access  to  the  FTP  service.  As  in  the  previous  way,  we define a prohibitive rule, as shown in the figure below. However, we must bear in mind that after its introduction, another rule must be added that will allow this computer to move in the IP protocol, as was the case with PC1. 
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Figure 6.56 FIREWALL rule prohibiting ftp service 
Let’s check the operation of the rule: On PC3, open the command line and try to connect to  the  FTP  server.  Of  course,  this  ends  in  failure,  which  once  again  confirms  our assumptions. 
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Figure 6.57 No PC3 connectivity with FTP, after entering the FIREWALL rule To be sure, let's check whether PC1, which was supposed to be blocked from accessing only the HTTP service, can connect to the same FTP, which PC3 could not. As you can see in the next figure, PC1 does not have the slightest problems with connectivity to the FTP server. 
[image: ] 
Figure 6.58 Correct connectivity of PC1 to the FTP server, after entering firewall rules 
If we were to check the operation of the other computers that are not covered by any rules, it  would  turn  out  that none  of  them  communicates  with  the  server:  (does  not  respond  to PING and does not connect to any of the services). This does not indicate an error, but the lack of introducing additional but at the same time final rules on the FIREWALL for other computers. 
This can be done in two ways. The first way is to add a separate rule for each of the other PCs (PC2, PC3, PC4) that allows the use of the IP protocol. However, it would be very inconvenient to define separate rules for each PC in large LANs. Therefore, we will also show a method that will allow this action to be implemented into one rule. When creating entry data, we do not always have to refer to only one host, providing its unique  IP  address  and  typing  0.0.0.0  in  the  Remote  Wildcard  Mask  field.  Instead  of  a given IP address of the computer, we can enter the IP address of the network and in the Remote Wildcard Mask field specify for how many bits of the IP address the rule should apply.  In  this  case,  it  is  enough  to  enter  the  network  address:  10.0.0.0  in  the  remote  IP field and enter 0.255.255.255 in the  Remote Wildcard Mask field, as shown in the figure below. 
At this point, the remaining computers that were not covered by any FIREWALL rules so far were allowed full and unlimited network traffic. 
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Figure 6.59 FIREWALL rule for a group of computers on a LAN 
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7  Skill Exercises – Part I 
This chapter contains simple exercises designed for novice users, in order to consolidate the acquired theoretical and to check Your skills. 
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7.1  Device ‐ To ‐ Device 	 Connections 	
7.1.1  Connection of Devices According to the Scheme 
Connect  the  devices  together  according  to  the  diagram  shown  in  the  figure  below.  On some devices, you need to install new modules, because by default they are not built-in. 
[image: ]
Figure 7.1 Exercise – Scheme Exercise 7.1.1.pkt 
Solution: 
  Check the installed network hardware on computers and switches. 
  After finding that there are no modules on the switches, install two Fast Ethernet cards (1 for each computer) and one Fiber Fast Ethernet module for the connection between the switches. 
  Make calls. 
  Address computers (e.g. PC1:192.168.0.1/24, PC2:192.168.0.2/24) 
  Perform a connection test with any tool (PING, simulation, etc.) 
7.1.2  Connecting Devices to the Wi-Fi Router and Access Point Connect  laptops  to  a  Wi-Fi  router  using  a  wireless  medium  and  connect  computers  to Access-Point. There is to be a physical connection between the Access-Point and the Wi-Fi router. In Access Point for SSID is to be set on  PC , and in router on  Laptop . 
[image: ]
Figure 7.2 Exercise – Assumptions – Scheme Exercise 7.1.2.pkt Solution: 
  Check the type of network adapters installed in your computers. 
  Replace the installed network adapters with the Linksys-WPC300N (wireless) adapters. 
  Set the SSID parameter on the  PC to the Access-Point and the  Laptop parameter on the router. 
  Set the same settings on computers and laptops respectively. 
  Connect the Access-Point to the Wireless Router using a simple cable (to Ethernet port 1). 
  On PC1 and PC2, set IP addresses from the same address pool from which laptops got the address dynamically. 
  Perform a connection test with any tool (PING, simulation, etc.) [image: ] 
Figure 7.3 Exercise – Solution – Scheme Exercise 7.1.2.pkt 
7.1.3  Connecting Computers That Are At Longer Distance Then 100 Meters Connect computers that are separated from each other at a distance of about  225m - 280m , in such a way that the signal strength is sufficient to carry out the transmission. Due to the low investment outlays, this should be done in an optimal way. It is also not possible to open the device cases, and thus it is not possible to make changes to the current network adapters. 
[image: ] 
Figure 7.4 Exercise – Exercise 7.1.3-Assumptions.pkt 
[image: ] 
Figure 7.5 Exercise – Exercise 7.1.3-Assumptions.pkt 
Solution: 
  Check the type of network adapters installed in both computers (Ethernet adapters). 
  According to the assumption of network standards in this standard, the maximum cable length is 100 m – so use repeaters. 
  Use 2 repeaters. 
  Connect the devices with appropriate wires – computers with repeaters using a simple cable, and the connection between repeaters with a patch cable. 
  Address computers (e.g. PC1 – 172.16.0.1/24, PC2 – 172.16.0.2/24) 
  Perform a connection test with any tool (PING, simulation, etc.) [image: ] 
Figure 7.6 Exercise – Exercise 7.1.3-Solution.pkt 
7.1.4  Using a HUB to Connect Devices Into a Single Local Network Connect  5  computers  into  one  LAN  in  such  a  way  that  all  devices  are  in  one  network segment. Due to technical conditions, hardware changes cannot be made to computers. Be sure to use the simplest solution when doing the exercise. 
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Figure 7.7 Exercise - The technical objectives - Scheme 7.1.4 Solution: 
  Check the type of network adapters installed on all computers (a Fiber Gigabit Ethernet network adapter should be installed on PC4 and PC5 to make the task more difficult). 
  Install the appropriate ports in the hub that are compatible with the network adapters of the computers. 
  Connect devices to each other with cables. 
  Address the devices so that they are all on the 10.0.0.0/8 network. 
  Perform a connection test with any tool (PING, simulation, etc.) 
[image: ]
Figure 7.8 Exercise – Solution – Scheme Exercise 7.1.4.pkt 
7.1.5  Using a Bridge to Limit Packet Collisions on a Local Network In the local network shown in the figure, there are often packet collisions that we definitely do  not  want.  To  fix  this,  use  a  device  called  a  bridge  that  divides  the  network  into  two collision domains. 
[image: ]
Figure 7.9 Exercise - The technical objectives 
Solution: 
  Search for a bridge in the device bar and insert it in the middle of the network – between two HUBs. 
  Wait for the network to synchronize. 
  Address devices so that they are on the 192.168.0.0/24 network 
  Perform a connection test so that two devices simultaneously try to communicate with each other from two different parts of the network . 
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Figure 7.10 Exercise – Solution – Scheme Exercise 7.1.5.pkt 
7.2  Configure 	Services 	on 	 Servers 	
7.2.1  DNS and HTTP Configuration 
You have to create a LAN working with two desktop computers and two servers connected to  the  switch.  One  server  will  serve  as  a  DNS  server  with  a  www.lan.xyz entry that corresponds to the IP address of the other HTTP server. The addressing of this network is based on the address 20.0.0.0/24. 
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Figure 7.11 Exercise – The technical objectives – Scheme Exercise 7.2.1.pkt 
Solution: 
  Address the devices so that they are all on the 20.0.0.0/24 network. 
  Configure the HTTP server by removing unnecessary files from the HTTP service and leaving index.html. In the finished index, change the HTML code so that your name and surname are displayed. 
  Configure the DNS server so that dns contains an HTTP server entry under the name  www.lan.xyz. 
  Perform a DNS and HTTP test from one of the computers by typing the www.lan.xyz address in the browser.  
[image: ]
Figure 7.12 Exercise – Solution – www.lan.xyz - Exercise 7.2.1.pkt 
7.2.2  Configuring DHCP and FTP 
In  this  case,  you  have  to  create  a  network  in  which  all  end  devices  get  addresses dynamically from the pool on the DHCP server (the address pool starts with 172.16.0.10, in  the  network  172.16.0.0/24)  and  have  access  to  FTP  server  resources  (address 
172.16.0.1) by authorizing themselves as  user1 with the password  zaq1@WSX . [image: ] 
Figure 7.13 Exercise – The technical objectives 
Solution: 
  Address both servers statically (FTP server – 172.16.0.1/32, DHCP server – 
172.16.0.2/32) 
  Configure address pools on the DHCP server, which is available to a maximum of three users and starts at 172.16.0.10/24. 
  On the FTP server, create  user1 with the password  zaq1@WSX . 
  Enable dynamic IP address on each of the three devices. 
  Log in to the FTP server from your  Laptop . 
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Figure 7.14 Exercise - Solution – part one 
[image: ]
Figure 7.15 Exercise - Solution – part two 
7.2.3  Mail Server Configuration (SMTP, POP3) 
There  are  two  laptops  in  the  exercise  –  one  is  the  Boss and the other is the  Employee . They use the  email.com server as their mail server. The domain name on the server is the same as its name, and the users are the names of the laptops (passwords the same). You have to configure the devices in such a way that both laptops can communicate with each other via mail. Finally, send an email called  TEST from one to the other. 
[image: ] 
Figure 7.16 Exercise – The technical objectives – Scheme Exercise 7.2.3.pkt 
[image: ]
Figure 7.17 Exercise – Email configuration – Scheme Exercise 7.2.3.pkt Solution: 
  Address all devices in the right way. 
  On the mail server, configure the domain name and two users. 
  On both laptops, set the mail service based on device names and setting 
192.168.0.1 as the mail address. 
  Send an email with the title TEST from one laptop to another. 
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Figure 7.18 Exercise – sending e-mail 
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Figure 7.19 Exercise – receiving e-mail 
 
 
[image: ]
 
8  Configuring Cisco Routers 
This chapter covers the basic theoretical and practical knowledge of configuring simulated routers in the Cisco Packet Tracer. 
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8.1  Exploring 	the 	 Equipment 	 of 	 Cisco 	Routers 	 At the beginning we will focus on the basic models of routers and their equipment that we will be able to install in them. We have twelve different types of routers from  829 to  4321 series. In addition to the standard routers, there are two more called  PT-Router and PT-Empty , which can be modelled and reconfigured in any way. 
[image: ]
Figure 8.1 Router models available in the Cisco Packet Tracer Routers available in the program are equivalents of real models encountered in everyday life, they differ not only in physical appearance, but also in software, as well as equipment. Below we will discuss the most important types of routers available. 
8.1.1  Series 1841 
The first router, we will describe is the 1841 series router, usually dedicated to small and medium-sized  businesses,  in  the  CISCO  IOS  12.4  software  version.  By  default,  it  is equipped  with  two  Fast  Ethernet  ports  with  a  bandwidth  of  10/100Mbps  and  two  free WIC/HWIC slots for installing expansion cards. 
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Figure 8.2 Physical Appearance of Router 1841 
The  router  has  two  free  slots,  to  which  it  will  be  possible  in  the  future  to  mount  the following compatible modules: 
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Figure 8.3 Router 1841 Optional Equipment 
Below are the detailed parameters of the optional equipment of the 1841 series router: 
 [image: ] HWIC-1GE-SFP  – High-bandwidth network 
adapter for WAN connections, 
 [image: ] HWIC-2T - 2 serial interfaces for high-speed 
   HWIC-4ESW - 4 switch interfaces, 
 [image: ] HWIC-8A  - interface enabling connection of up 
to eight console connections in the EIA-232 standard, 
 [image: ] HWIC-AP-AG-B  - wireless interface, 
supporting single (802.11b/g) and dual-band (802.11a/b/g) bands, 
 [image: ] WIC-1AM  - 2 interfaces used for basic telephone 
service connections. One port can be used to connect to a standard telephone line, and the other to a regular analogue phone, 
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bandwidth of 10Mbps for connecting LAN in the 10BASE-T standard, 
 [image: ] WIC-1T - single serial port used for connections 
of remote locations or legacy network devices: SDLC hubs, alarm systems and devices operating via SONET, 
 [image: ] WIC-2AM - two RJ-11 connectors used for basic 
telephone service connections, equipped with modem ports that can provide connections of various data, 
 [image: ] WIC-2T  - Intelligent serial connector supporting 
a wide range of interfaces when using suitable transition cables. It can support various protocols such as: PPP, Frame Relay, 
 [image: ] WIC-Cover -     a cap to protect the router's internal 
electronic components and to ensure adequate airflow during cooling. 
 [image: ]GLC-LH-SMD -  allows you to set up a Gigabit Ethernet connection using single-mode fiber. 
8.1.2  Series 1941 
Another  router  available  in  the  program  is  the  1941  series  router,  which,  like  its predecessor,  is  dedicated  to  small  and  medium-sized  businesses, but has two gigabit Ethernet cards with a bandwidth of 1Gbps and IOS software version 15.1. 
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Figure 8.4 Physical appearance of the 1941 route 
It  has  two  free  slots  to  which  you  can  mount  optional  equipment, which  is  no  longer  as diverse as in the case of the 1841 series. 
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Figure 8.5 Optional Equipment for Router 1941 
Due  to  the  fact  that  the  equipment  coincides  with  the  1841  version, and is even much poorer, we will not describe it again. 
8.1.3  Series 2620XM 
Another router available in the program is the 2620XM series router, by default equipped with  one  Fast  Ethernet  port  with  a  bandwidth  of  10/100  Mbps.  In  addition,  it  has 3 free slots, to which you will be able to install very rich equipment. 
[image: ]
Figure 8.6 Physical Appearance of the 2620XM Router 
Unlike the 1800/1900 series, this type of router, in addition to two WIC/HWIC slots, can be additionally equipped with NM cards, which significantly expand its capabilities: 
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Figure 8.7 Optional equipment for the 2620XM 
 [image: ] NM-1E  - a single Ethernet port that can be 
used for both LAN applications and can support up to six PRI ISDN lines or 24 
 [image: ] NM-1E2W -  a single Ethernet port with the 
same application as the NM-1E, with the difference that it has two additional 
 [image: ] NM-1FE-FX -  single Fast Ethernet port in 
 [image: ] NM-1FE-TX -  single Fast Ethernet port for 
use in typical LANs and VLANs. 
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with the same application as the NM-1FE-TX with the difference that it has two 
 [image: ] NM-2E2W - two Ethernet ports with two 
 [image: ] NM-2FE2W -  two Fast Ethernet ports and 
   NM-2W –  two WIC slots. 
 [image: ] NM-4A/S - four asynchronous/synchronous 
serial modules. Each port can be configured individually in any synchronous or 
   NM-4E - 4 Ethernet ports. 
 [image: ] NM-8A/S -  eight asynchronous/synchronous 
 [image: ] NM-8AM –  network module providing 8 
ports for low-bandwidth analogue telephone lines. The standard of the module sockets is RJ-11, dedicated to connections of integrated analogue modems of telephone lines operating on the public telephone network (PSTN) or private 
 [image: ] NM-Cover . 
The remaining WIC ports were already described in the case of the equipment of the  1841 router . 
 
8.1.4  Series 2621XM 
Another  router  available  in  the  program  is  the  2621XM  series  router.  By  default,  it  is equipped with two Fast Ethernet ports with a bandwidth of 10/100 Mbps, It also has 3 free slots in which you can mount optional equipment. In principle, this router differs from the 2620XM only by the presence of an additional Fast Ethernet port. 
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Figure 8.8 Physical appearance of the 2621XM router 
Two of the free slots can be equipped with WIC modules, while the third slot allows you to mount an NM card, so you can significantly expand the functionality of the router. 
[image: ]
Figure 8.9 Optional Equipment for 2621XM Router 
Due  to  the  fact  that  the  optional  equipment  coincides  completely  with  the  equipment  of the router version of the  2620XM version , we will not describe it again. 
8.1.5  Series 2811 
Another router  available  in  the  program  is  the  2811  series  router.  By  default,  it  has  two Fast Ethernet ports with a bandwidth of 10/100 Mbps, four WIC/HWIC slots for installing expansion cards and one slot for NM modules. 
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Figure 8.10 Physical appearance of Router 2811 
Free router slots allow you to mount the following expansion cards: 
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Figure 8.11 Optional equipment for router 2811 
 Configuring Cisco Routers 
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Other optional equipment has already been described in the case of the 1841 and 2620XM routers. 
8.1.6   Series 2901 
Another router available in the program is the  2901 series router. By default, it is equipped with two Gigabit Ethernet ports with a bandwidth of 10/100/1000 Mbps. It also has four slots for HWIC expansion cards. 
[image: ]
Figure 8.12 Physical appearance of Router 2901 
The optional equipment of the 2901 router includes: 
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Figure 8.13 Optional Equipment for Router 2901 
All these components have already been described in the case of the 1841 router. 
8.1.7  Series 2911 
Another  router  available  in  the  program  is  the  2911XM  series  router.  By  default,  it  has three Gigabit Ethernet ports with a bandwidth of 10/100/1000 Mbps, as well as 4 slots for HWIC expansion cards. 
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Figure 8.14 Physical appearance of Router 2911XM 
Optional equipment on the 2911XM includes: 
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Figure 8.15 Optional Equipment for 2911XM Router 
This equipment coincides completely with the equipment of the 2901 series router, so we will not describe it again. 
8.1.8  IR829 Router 
Another  router  available  in  the  program  is  the  800  series  router.  By  default,  it  has  three Gigabit Ethernet ports with a bandwidth of 10/100/1000 Mbps, as well as 4 slots for HWIC expansion cards. 
The  IR829 (Industrial  Integrated Services  Router)  is  a  model  of  integrated  industrial router  that  simulates  an  800  series  router,  offering  wireless  and  wired  LAN  connection, wireless 4G connection and fiber optic WAN connection.  
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Figure 8.16 Physical appearance of IR829 router 
Designed to work in harsh environments and to communicate with another AP access point or wireless controller of Internet omnipresent.   
The router is equipped with: 
  1 Wireless Access Point ( wlan-ap0 ) 
  1 GigaEthernet0 WLAN interface ( Wlan-GigabitEthernet0 ) 
  2 x 4G LTE network interfaces ( Cellular0, Cellular1 ) 
  4 Gigabit Ethernet LAN interfaces ( GigabitEthernet1 – 4 ) 
  1 free GE0 WAN slot where only the  GLC-T module can be installed. The  GLC-T  module  includes  a  single  Gigabit  Ethernet  port  and  supports  a  Category  5 UTP cable up to 100 m long. 
8.1.9  819IOX Router 
The  Cisco  819IOX  (Integrated  Services  Router)  is  a  model  of  router  simulating  the C819HG-4G-IOX  router  that  supports  M2M  (Machine-to-Machine)  applications  and cellular network services. 
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Figure 8.17 Physical appearance of the 819IOX router 
8.1.10  CGR 1240 Router 
The  CGR  1240 (Connected Grid Router) is a router model that simulates a 1000  series router.  The  main  applications  of  this  series  of  routers  are:  support  for  FAN  (Field  Area Network)  distribution  networks,  integration  of  distributed  solar  farms,  control  of  public lighting. It is shockproof and can be mounted on poles. 
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Figure 8.18 Physical appearance of the CGR 1240 router 
The router is equipped with: 
  1 Gigabit Ethernet interface ( GigabitEthernet0/1 ), 
  1 x 802.11 wireless ( Dot11Radio2/1 ) 
  2 Giga Ethernet LAN interfaces ( GigaEthernet2/1 – 2/2 ) 
  4 Fast Ethernet LAN interfaces  ( FastEthernet2/3 – 2/6 ) 
8.1.11  ISR 4321 Router 
The  ISR4321  router  is  mainly  designed  to  offer  advanced  network  services  in  small corporations.  Its  default  total  bitrate  is  50  bps.  By  default,  it  has  ports  for  management: USB  and  RJ-45,  2  Gigabit  Ethernet  ports  with  a  bandwidth  of  1000  Mbps  for  cable connection, as well as 2 slots for  NIM-ES2-4 or  NIM-2T expansion cards. 
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Figure 8.19 View of ISR4321 available in the program 
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Figure 8.20 USB Console and Console ports on ISR4321 
The router comes standard with: 
  1 USB console interface ( USB Console ) 
  1  RJ-45 console interface ( Console ) 
  2  Gigabit Ethernet LAN interfaces (GigabitEthernet0/0/0 
– GigabitEthernet0/0/1) 
  2 free slots in which you can install only NIM-ES2-4 or NIM-2T modules NIM-ES2-4 or  NIM-2T 
The  NIM-ES2-4 module has 4 Giga Ethernet ports for network switching. 
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Figure 8.21 NIM-ES2-4 module 
The  NIM-2T module has 2 ports for serial synchronous communication. [image: ] 
Figure 8.22 NIM-2T module 
In  addition,  the  GLC-LH-SMD or the  GLC-GE-100FX can be  inserted  in place of  the GigabitEthernet0/0/0 interface. 
The  GLC-LH-SMD module allows you to set up a Gigabit Ethernet connection using a single-mode fiber.   
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Figure 8.23 GLC-LH-SMD module 
The  GLC-GE-100FX allows you to set up a Gigabit Ethernet connection via multimode fiber for distances of up to 2 km . 
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Figure 8.24 GLC-GE-100FX module 
8.1.12  819IOX Router 
The  Cisco  819IOX  (Integrated  Services  Router)  is  a  model  of  router  simulating  the C819HG-4G-IOX  router  that  supports  M2M  (Machine-to-Machine)  applications  and cellular network services. 
[image: ]
Figure 8.25 Physical appearance of the 819IOX router 
The 819IOX comes standard with two antennas and non-replaceable antennas: 
  1 GigabitEthernet0 interface 
  4 FastEthernet0 interfaces – FastEthernet3  
  1   Serial0  serial communication interface 
  1  Ethernet1  interface 
  1 VirtualPortGroup0 port 
  1  Cellular0  cellular network interface 
8.1.13  819HGW Router 
The  Cisco 819HGW (Integrated Services Router) is a variant of the  C819  router model that supports M2M (Machine-to-Machine) applications and cellular network services. 
 Configuring Cisco Routers 
[image: ]
Figure 8.26 Physical appearance of the 819HGW router 
The 819HGW comes standard with five antennas and non-replaceable antennas: 
  1 GigabitEthernet0 interface 
  4 FastEthernet0 interfaces – FastEthernet3 
  1  Serial0  serial communication interface 
  1 Ethernet1 interface 
  1 Gigabit Ethernet Wlan-Gigabitethernet0 
  1  Cellular0  cellular network interface 
  1 internal module acting as an access point wlan-ap0 
8.1.14  Series PT Router 
The last router that we will discuss is the PT series router. We distinguish two such routers – it is a  PT-Router and a  PT-Empty router. The difference between them is only due to the fact that the former has already completed 6 slots for network cards, and the latter is completely empty - it has ten slots in the place of which we can mount the interface of our choice. The first one has two Fast Ethernet ports with a bandwidth of 10/100 Mbps using twisted pair cables, two Fast Ethernet ports with a bandwidth of 10/100 Mbps in the fiber standard and 2 serial interfaces for fast WAN connections. 
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Figure 8.27 Physical appearance of the PT-Empty router 
In free slots we can install the following components: 
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Figure 8.28 Optional equipment of the PT-Empty router 
Below is a detailed description of the individual components: 
[image: ] PT-ROUTER-NM-1AM [image: ] PT-ROUTER-NM-1CE 
Single connector type RJ-11,  Single  Ethernet  port  with  bandwidth 10/100 Mbps 
 
[image: ] PT-ROUTER-NM-1CFE [image: ] PT-ROUTER-NM-1CGE 
Single  10/100Mbps  Fast  Ethernet  Single  Gigabit  Ethernet  port  with port  10/100/1000Mbps bandwidth 
[image: ] PT-ROUTER-NM-1FFE [image: ] PT-ROUTER-NM-1FGE 
Single  10/100Mbps  Fast  Ethernet  Single  10/100/100Mbps  Gigabit port in fiber optic standard  Ethernet port with fiber optic [image: ] PT-ROUTER-NM-1S [image: ] PT-ROUTER-NM-1SS Single  serial  port  used  for  Intelligent serial connector supporting a 
connections  remote  locations  or  wide  range  of  interfaces  when  using older network devices  suitable adapter cables 
8.2  Configure 	Cisco 	 Routers 	 Using 	 the 	 Graphical 	 Interface 	
8.2.1  Interface Configuration 
Router  configurations  in  the  Cisco  Packet  Tracer  will  start  with  configuration  using  the GUI,  i.e.  the  graphical  interface.  Later  we will  go  to  the configuration using  commands (CLI), which gives us much more possibilities, but before that we want to get to know our program  as  best  as  possible  so  we  will  see  the  pros  and  cons  of using the graphical interface. First, let's create a simple topology consisting of one computer and one router (we will use a PT-Router). 
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Figure 8.29 Basic topology for router configuration 
For  the  connection  to  work  properly,  you  must  configure  both  devices. In  this  example, we  will  use  a  network  with  the  address  200.200.200.0  and  a  network  mask  of 
255.255.255.0. The configuration of computers has already been described in detail in the subsection  Basic configuration of devices , so we will not describe it here. 
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Figure 8.30 Addressing a computer 
Now, in order for the connection to start working, you need to configure the interface of the router. To do this, click on the router, and then in the  Config tab select the appropriate interface from the list - what interface has been connected can be determined in two ways. The first way is to remember which interface the cable is inserted into. The second way is shown  in  the  figure  below  and  consists  in  enabling  the  Always  Show  Port  Labels  in Logical Workspace  option in  Options-Preferences so that, as in the picture, you will be able to see device ports in a logical topology. 
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Figure 8.31 First step - displaying interfaces on the logical topology  Configuring Cisco Routers 
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Figure 8.32 The second step - displaying the interfaces on the logical topology Returning to the configuration of interfaces - in the  Config tab in our case, we select the Fast Ethernet 0/0 interface ( Fa0/0 ) and give it an IP address in accordance with previous assumptions. 
[image: ] 
Figure 8.33 Router Interface Configuration - GUI 
As we can see in the figure above, the configuration via GUI is similar to the configuration of  other  devices,  e.g.  PC,  only  in  this  case  at  the bottom we  have  an  additional  window that reflects what we do in the GUI only in the form of commands. If you want it now you can observe what the form of commands looks like, so it will be easier for you to configure routers later using the CLI. 
Now to check if our configuration works correctly, first look at the LEDs - if both are green, it means that the ports are in the  Up state. Next, PING PC1 to the configured router interface. 
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Figure 8.34 Successful PING from workstation to router interface The  connection  is  already  configured  and  working.  However,  if  we stop there and the router is turned off or restarted, its entire configuration will be lost. To prevent this, save the current configuration as a start-up configuration. Thanks to this, if the router is turned off  or  restarted,  we  will  not  lose  its  settings.  To  be  able  to  save  the  configuration  in  the first  place,  we  need  to  open  the  Settings  window  from  the  Config tab, as shown in the figure below. 
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Figure 8.35 Settings tab in the router 
As you can see, in addition to saving, we have several general options at our disposal here. Using the Display Name field, we can change the name of the device  label  displayed  in our topology. The Hostname field allows us to change the name of the router under which it  appears  in  IOS.  It  is  very  important  to  understand  the  important  difference  between Hostname and  Display Name –  Hostnam e is an actual parameter of a network device that is  important  in  many  configurations,  for  example  in  the  PAP  and  CHAP  authentication protocols.  Display Name is just supporting text (the description shown below the device) in a logical topology. 
Further options are already directly related to saving and loading configurations. To save the current configuration as a start-up configuration, click  Save . The  Erase button, in turn, allows us to reset the start-up configuration. Under the line separating the buttons there is an  option  that  allows  us  to  export  ( Export ...)  and  import  ( Load.../Merge ...)  the configuration of the router from a text file on the computer disk. Start-up Config refers to the start-up configuration, while  Running Config refers to the current configuration. In our example, we need to click the  Save  button, saving the current configuration. Now the router configuration will no longer be lost. 
8.2.2  GUI-Configurable Routing Protocols 
As we probably know, the main task of routers is to carry out  routing , i.e. to indicate the way  for  packets  to  the  target  host  (network).  Routers  owe  this  functionality  to  various routing  protocols  –  there  are  many  of  them  and  in  this  book  we  will  discuss  the  most important  of  them,  theoretically  and  practically.  However,  with the help of GUI we are able  to  configure  only  two  types  of  routing  -  static  routing  and  the  simplest  routing protocol, i.e. RIP. 
8.2.2.1  Static Routing 
Using static routing, we have to manually assign a packet route to each network we want to  communicate  with.  This  is  a  good  solution  for  small  networks and the only routing protocol that does not learn routes on its own. In order to present this way of routing, we will create the following topology consisting of 3 routers and 3 computers: 
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Figure 8.36 Test topology 
As you can see, all connections are disabled and you need to use the knowledge described earlier  to  configure  and  run  the  interfaces.  In  this  topology,  there  is  a  serial  connection between  the routers. When  configuring  them,  we must remember  to set the  Clock  Rate on the  DCE device. Select this value from the drop-down list. If you do not know which device is DCE and which is DTE, just look at the connection with the  Always Show Port Labels in Logical Workspace  option enabled. When marking the interface of one of the routers, a clock icon will be shown – it is a DCE device. 
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Figure 8.37 Specify a parent clock 
A properly configured serial interface on a DCE device looks like this: [image: ] 
Figure 8.38 Properly configured DCE serial interface 
In the case of the DTE interface, we do not simply change the Clock Rate value due to the fact that the other side of the link will negotiate this value. The next step after addressing each  router  interface  is  to  address  the  end  devices  as  we  see  in  the  figure  below.  In  the case of connections to computers, we always give the first address from the pool - then we have more order in the network. 
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Figure 8.39 Correct configuration of the end device 
As you can see, this time, we enter the address of the  Default Gateway , that is, the default gateway.  The  default  gateway  is  the  nearest  router  on  the  network,  thanks  to  which  we will be able to communicate with other networks. It is not needed until we communicate with external networks (outside access from the local network). After addressing the devices, we can test our network, how it works.  We will try to send a PING command from one of the devices first to the default gateway and then to another device. 
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Figure 8.40 PING from workstation to default gateway and end device PC1 has no problem communicating with the default gateway, due to the fact that it is in the same network. 
When  we  try  to  communicate  with  a  host  on  another  network,  a  router  without a configured  routing  protocol  will  not  know  where  that  network  is  located  and  returns a packet saying that the destination host is unavailable. 
In order for our router to know where the target network is located, it should be indicated to it in the case of static routing. 
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Figure 8.41 Static Routing Configuration - GUI 
In tab [ Config  Routing  Static ], we can specify the target  network together with the mask and the address of the  Next Hop , i.e. the address of the router to which the packet is to jump to find the way to the  target  network.  In  our  case,  we  have  a  network  of 
192.168.2.0,  which  is  located  "at  the  top"  of  our  topology,  so  we  direct  packets  to  the address 200.0.0.2, which is the address of Router 2. Remember to always determine the way back and forth! Otherwise, routing will not work. 
Now, after pinging other networks, everything works as it should.  Configuring Cisco Routers 
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Figure 8.42  Correct PING to other networks - static routing 
8.2.2.2  RIP Routing Protocol 
Now  that  we  have  learned  the  assumptions  of  routing  protocols and  how  the  router works , we can move on to the first dynamic routing protocol -  RIP  (Routing Information Protocol).  
Dynamic routing, which is one in which routers can exchange topology information with each  other  and  complete  their  routing  tables.  This  solution  is  much  faster  than  manual configuration  of  all  routes,  and  in  the  event  of  a  failure  of  one  of  the  links,  routing  will automatically  redirect  traffic  to  another  (if  available).  Let's  start  with  a  slightly  more elaborate topology: 
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Figure 8.43 Topology with device addressing for RIP 
In the above there are 5 routers and 9 networks. If we wanted to manually assign a route to  each  network,  it  would  take  a  lot  of  time,  but  with  RIP  it  is  much  simpler.  All connections are disabled, so first we need to configure the computers and interfaces of the routers as described earlier. 
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Figure 8.44 Topology after configuration 
After correct configuration, all LEDs should be green, however, we can not communicate with remote networks. 
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Figure 8.45 PING Command Results 
We will now proceed to configure the RIP protocol. To do this, click on the router, enter the  Config tab, and then select from the list on the left side of the  RIP . 
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Figure 8.46 RIP tab 
To configure the RIP protocol, we must enter in the  Network  field  the  address  of  each network  that  is  connected  directly  to  the  router  interface.  For example, in the case of Router 1 , these will be: 192.168.0.0, 200.0.0.0 and 200.0.1.0. Each entry is approved by the  Add button, while using the  Remove button we can delete already existing entries or possibly correct incorrect entries. 
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Figure 8.47 Properly configured protocol on Router 1 
Similarly,  other  routers  should  be  configured.  Once  you  have  configured  them  all, communication between all networks will be possible. 
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Figure 8.48 PING results after correct RIP configuration 
As we can see, the routers themselves determined the route of the packets and delivered them  to  the  destination.  The  RIP  protocol  uses  the  number  of  hops  (routers)  on  a  given route  as  a  metric  when  choosing  a  route,  always  choosing  a  route  with  as  few  hops  as possible. The route of packets can be checked in several ways, for example by using the tracert command or  graphical ping in simulation mode. So let's check the packet route between PC1 and PC2 in the latter way. 
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Figure 8.49 Package route between PC1 and PC2 
As you can see, the packets pass through routers 1, 2 and 3. Now let's see what happens when we turn off  Router 2 . 
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Figure 8.50 Package route between PC1 and PC2 after updating the routes After  a  while,  the  routers  updated  the  routing  tables  and  set  a  new  route.  This  time,  the packets ran through routers 1, 4, 5 and 3, bypassing the disabled router 2. If we were using static routing, the administrator would have to manually update the routing tables. RIP did it automatically. 
8.3  	 Configuring 	 Cisco 	Routers 	 in 	Cisco 	 IOS 	 As we could see earlier, the  Config tab located in the graphical interface for configuring the  router  does  not  have  many  options  to  configure,  so  it  is  recommended  to  configure routers in the Cisco IOS, i.e. using commands. 
8.3.1  Basics 
If you want to start configuring the router in a real environment, you will need to have any computer with a COM port (RS232), a console cable   and, of course, the router. 
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Figure 8.51 Steps to connect a computer to a router using a console cable The  correct  connection  of  the  computer  to  the  router  is  shown  in  the  figure  below. However, it should be remembered that the console cable is used only for the configuration of the device. 
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Figure 8.52 Correct console connection 
Now it's time to try to connect to the router. For this we will need an application on the desktop of the computer called  Terminal . 
[image: ]
Figure 8.53 Terminal 
After starting  Terminal , a configuration window appears in which you should not change any parameters. Leaving, so the default settings, we click on the  OK  button, after which the connection to the router should take place. 
[image: ]
Figure 8.54 Terminal configuration window 
After the correct connection, a window should appear, shown in the figure below. The last line  of  the  console  with  the  text:  Continue  with  configuration  dialog?  [yes/no]: Indicating that the connection was correct and the router's operating system is waiting for the user to make a decision. 
` [image: ]Figure 8.55 Log in to the router correctly 
It may happen that when trying to connect to the router, the console window will be empty, which may mean that there is no connection between the devices, but the most common reason is a disabled router. On the other hand, when we have the terminal window open and  the router has  just  been  turned on,  we  can see  the  progress  of  extracting  the  system image, which can be seen in the figure below: 
[image: ] 
Figure 8.56 Extracting the system image by the router 
Let's move on to the configuration of the router connected by a patch cable to the computer through the CLI console. 
[image: ]
Figure 8.57 Computer connected via patch cable to the router 
8.3.2  Wizard Mode 
In the case of configuring routers from the IOS level, we have two  options:  through  the wizard or without its use. In this chapter, we will discuss the wizard mode. If you want to start the wizard mode, you should answer the first question in the console:  Continue with configuration dialog? [yes/no],  answer  yes and press  Enter . After a while, the console window will change the content to the following form: 
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Figure 8.58 Wizard mode selection - simple or advanced 
8.3.2.1  Simple 	Wizard 	Mode 	
This is a wizard mode in which the simplest router settings are available for configuration without  knowing  any  commands.  To  get  to  it,  you  need  to  answer  the  question:  Would you like to enter basic management setup?  answer  yes . 
After  a  while,  another  command  will  appear  in  the  terminal  window:  Enter  host  name [Router ]:p at which we have to give the name of our router 
Note, however, that this time the hint that the device gives us is unambiguous, because in square brackets there is one word:  [Router], and not as it was previously two:  [yes / no]. This means that it would be enough to press enter and the router would be given the default name, suggested in square brackets. However, in this configuration step, we can  enter a different name, for example  Router123 , as shown in the figure below. 
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Figure 8.59 Naming a router - simple wizard 
After confirming this step, you must enter three passwords, one in turn, which will protect against unauthorized access to the privileged mode of the router (the modes of operation of the router are described in the next chapters of the book). 
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Figure 8.60 Giving passwords to access the router - simple wizard First, we are asked to enter the password for the privileged mode in general. Then we are asked again to enter the password for the privileged mode, which works in older versions of the software. The last password we are asked for is the virtual access password, which secures  the  router  when  someone  tries  to  log  in  to  it  over  the  network  (using  protocols such as Telnet or SSH, which will be described later). 
The next question concerns the  Simple Network Management Protocol (SNMP), which allows  the  exchange  of  control  information  between  network  devices,  but  will  not  be described at the moment, so we answer this question  no . 
[image: ]
Figure 8.61 SNMP configuration question 
After  performing  the  above  actions,  the  router  displays  the  status  of  its  interfaces,  after which  it  asks  us  which  interface  we  want  to  configure.  in  our  case  it  will  be FastEthernet0/0 .  Then  the  router  asks  if  we  want  to  configure  the  IP  address  on  this interface - press  enter or type  yes . The next step is to assign any IP address to the interface, in our case, it can be  192.168.0.1 with a subnet mask of  255.255.255.0 (as the router tells us). 
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Figure 8.62 Configuration of interfaces - simple wizard 
Then the router will display the configuration and we will be able to finish the wizard by selecting one of the options  (Save this configuration to nvram and exit). 
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Figure 8.63 Completion of configuration - simple wizard 
The first option allows us to go to the IOS level without saving the configuration displayed above. The second, in turn, allows us to return to the simple wizard  also without saving the configuration. The last option saves the configuration to  startup-config , i.e. the one that will be loaded after the router reset, and exits the configuration window. We are interested in the latter option, which is why we choose it. Now it remains for us to address our Laptop and conduct a connection test using the  PING command. 
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Figure 8.64 Test the connection between the laptop and the router 
8.3.2.2  Advanced 	Wizard 	Mode 	
Advanced mode is not very different from simple mode. After the first start of the router, we  will  be  asked  if  we  want  to  enter  the  wizard  mode  (as  we  described  in  the  previous subsection)  and  this  time  we  also  answer  in  the  affirmative.  The  second  question  is  the same as in discussing the previous mode, but now we answer negatively so that we go to the advanced wizard mode. 
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Figure 8.65 Enter the advanced wizard mode 
First, we are asked if we want to display the current state of the interfaces - this is an option that  better  allows  us  to  illustrate  the  current  situation  on  the  network.  We  answer  in  the affirmative. 
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Figure 8.66 Current status of interfaces - advanced wizard The next steps are similar to those in a simple wizard, as we have already discussed them, we will configure them the same as before: 
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Figure 8.67 Router Name, Passwords and SNMP Configuration - Advanced Wizard The  next  question  is  about  the  configuration  of  the  interfaces,  but  this  time  we  do  not choose which interface specifically we want to configure, since we will be asked in turn about each. In our case, we will only configure  FastEthernet0/0 in the same way as before ( 192.168.0.1/24 ), and the rest of the interfaces will be omitted. 
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Figure 8.68 Interface configuration - advanced wizard 
Just  like  in  the  simple  wizard,  the  last  step  is  to  view  the  current  configuration  and  the same three steps. As before, we select the last option and save the configuration. Now let's address the computer and see if it can send PING to the FastEthernet0/0 interface of the router. 
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Figure 8.69 Saving the current configuration - advanced wizard  Configuring Cisco Routers 
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Figure 8.70 Test the connection between the laptop and the router We have the same situation as before - the configuration is correct. 
8.3.3  Basic Router Configuration Modes 
The modes of working with the router in wizard mode described above allow only for its basic configuration, which does not satisfy us, due to the fact that the options that interest us  are  definitely  more  advanced.  Therefore,  we  will  now  describe  the  individual  steps leading to the configuration of the equipment using the manual method. 
8.3.3.1  Console 	Mode 	Support 	
In this section we will describe how the so-called "modes of operation" can be used. Each of  these  modes  will  serve  for  something  different.  Most  often,  after  switching  on  the router,  the  console  screen  will  show  the  process  of  loading  and  decompressing  the  IOS image, and then the router will ask us if we want to use the wizard, the operation of which we described above. After answering the question in the negative, we will be transferred to  the  user  mode ,  which  is  used  for  typical  tasks  related  to  checking  the  status  of  the router, but you can not make any changes in the configuration here. To easily recognize modes  and  distinguish  them  from  each  other,  each  mode  has  a  different  "prompt"  after which the user will enter commands. In user mode, the prompt is:  Router>. The following figure  shows  the  basic  modes  of  operation  of  the  router  and  the commands for moving between them. 
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Figure 8.71  Navigating between basic router modes 
According to the graph above, let's now try to move to the next mode of operation of the router –  Privileged Exec Mode , a mode used both to display the status of the configuration of the hardware, memory, operating system, but also to issue simple diagnostic commands, e.g.  PING,  TELNET,  TRACERT ,  etc.  We enter  this mode  with  the  enable command, and the router's prompt changes to  Router#. 
The third mode, which is described in this subsection, is the  Global Configuration Mode , used both to configure various elements of the router, and from this mode we will move to  the  next  configuration  modes,  in  which  we  will  define  almost  all  components  of  the equipment  and  its  equipment.  You  can  only  enter  the  global  configuration  mode  from privileged  mode  by  typing  the  command:  configure  terminal ,  after  which  the  router greets us with the  Router(config#) prompt. 
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Figure 8.72 Navigating between basic router modes 
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Figure 8.73 Router splash screen 
8.3.3.2  Using 	Help 	
Very often, when working with operating systems from the command line, administrators use  help  to  check  the  syntax  or  application  of  a  given  command.  The  situation  is  also similar in the IOS system of CISCO routers. Therefore, we will now describe how we can use it. As we mentioned earlier, each of the router modes has a different use, which is why it will contain different commands that can be used in each of them separately. To call up a list of commands available in a given mode, type a question mark: ?, and then press  Enter . 
[image: ]
Figure 8.74 List of commands in user mode 
We  will  not  describe  the  meaning  of  all  commands.  We  will  show  their  application  in specific situations. When we call in the same way help in privileged mode, sometimes we can  notice  that  there  are  many  more  commands,  and  they  may  not  even  fit  all  in  one console window, and at its bottom you may see the inscription:  --More--. If you want to call further commands, you can best use two keys:  spacebar – displays the next line, while the  Enter key – displays another screen. 
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Figure 8.75 List of commands in privileged mode 
Another  very useful feature of  the IOS  system help  is  to suggest  further  syntax  of  more complex  commands  or  their  automatic  completion.  We  will  use  for  this  purpose  an example in which we deliberately simulate a certain error that very often happens when working with the command line. We will go to the privileged mode and try to call help for this mode by typing the command:  help . After a while, it turns out that the console displays the  message:  Translating  "help"...domain  server  (255.255.255.255)  and  we  can  not type anything.  To avoid this inscription, press  Ctrl+Shift+6 and then release all key. Please do not be afraid, after a while we will regain access to the router, and this is because there is no such command as  help (calling help is possible only by using the sign: ?). At the moment of mistyped command, the router begins to search for the names of some host with the specified name or a computer with this address. When, of course, it does not find anything,  it  will  display  the  second  part  of  the  message:  % Unknown  command  or computer name, or unable to find computer address , and immediately returns to our control over the router.   
 Configuring Cisco Routers 
[image: ]
Figure 8.76 The result of typing an incorrect command 
For  those  who  are  impatient,  we  provide  a very useful  keyboard  shortcut  that  causes  an immediate return to the command line level. This is  Ctrl+Shift+6 . Let's assume that we now select the privileged mode and the clock command to show how else we can use the help and hints of the IOS system. Probably everyone knows what this command  will  be  used  for,  and  its  name  is  also  not  alien  to  anyone, but let's assume a situation in which we forgot its name, we only know what letter it began with.   It  is  enough  to  write  this  letter  and  immediately  after  it  press  the  question  mark  (?),  as shown  in  the  figure  below.  The  router  will  then  display  all  commands  starting  with  the indicated letter and available in a given mode. Of course, you can enter the first few letters and  press  the  question  mark,  but  we  must  remember  that  there  is  no  space  between  the questioner and the letters you type. 
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Figure 8.77 Display commands that begin with a letter 
There may also be an event in which, after typing the correct command, you receive the error message:  % Incomplete command ., which means that the entered command is not complete and most likely you need to finish its phrase. 
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Figure 8.78 Enter an incomplete command 
Therefore,  if  you  want  to  check  what  is  its  further  syntax,  you  should  use  the  question mark again after entering an incomplete command. However, it should be separated by a space,  as  shown  in  the  next  figure.  Then,  on  the  next  line,  you  will  see  a  hint  about  the further syntax of the command and its explanation. 
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Figure 8.79 View further command syntax 
With this method, acting in an analogous way, we can learn the full syntax of this basically simple  but  complex  command,  in  which  the  time  and  date  separators  are  important,  as shown in the figure below. 
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Figure 8.80 Type the full command after using help 
Another  important  feature  that  makes  life  easier  is  using  the  Tab  key  to  automatically complete  typing  commands  from  the  keyboard.  That  is,  when  we  type  an  incomplete command, for example  clo and  press the  Tab key, it will be filled automatically for the user, obtaining the effect:  clock . 
It is also worth remembering that through the arrow keys ↑ ↓ you can view the history of entered commands and using these keys, you can call previously entered commands. There  may  be  a  situation  in  which  we  make  a  mistake  in  the  syntax  of  a  command consisting of several members, as an example we use the command:  configure terminal and intentionally simulate the so-called letter error, consisting in the fact that in the syntax of the second part of the command instead of the letter " n " we enter " d ". Then  the  router  will  point  out  that  we  made  a  mistake  by  displaying  the  message: % Invalid input detected at '^' marker . and the sign:  ^ will indicate its location. This situation  is  shown  in  the  figure  below.  This  is  very  helpful,  because  sometimes  it  is difficult to notice the location of the error, and in this situation it is very easy. 
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Figure 8.81 Error message in command syntax 
It is also worth knowing that working a little longer with the IOS system, and wanting to speed up the hardware configuration process a bit, administrators very often use shortcuts of known commands. Shortcuts are simply the first few letters of IOS commands that can be used at any time, but remember not to shorten the commands too much. That is, if we shorten the command to such an extent that the string we entered will be the equivalent of two or more commands, then the router will not know what command is in question and will  return  us  an  error  message:%  Ambiguous  command:  "dis",  and  an incomprehensible  string  will  be  marked  in  quotation  marks.  The  use  of  shortcuts  and a possible error message is shown in the next figure. 
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Figure 8.82 Use shortcuts 
8.3.3.3  View 	the 	Status 	of 	the 	Router 	
Before  or  during  the  configuration,  and  very  often  when  solving  various  problems  with routers, you will need to view the status of the device, preview the configuration, etc. For this purpose, we will use the  show command, which we will now present. This command is used in privileged mode, and its use is very rich. However, we will not present all its capabilities, we will only show what it is for, and its use will be known to everyone  during  everyday  work  with  the  router.  In  order  to  check  the  enormity  of  the possibilities  of  this  command,  let's  call  the  help,  the  command  show ?,  as  shown  in  the figure below. 
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Figure 8.83 Help for the show command is displayed 
The first of the commands of this type will be:  show version – through it we can check the version of the IOS system, the location of the system image file and its name .  
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Figure 8.84 Show version command  
Another very useful command is  show ip interface brief , a command with which we can display the status of all router interfaces and assigned IP addresses, as shown in the figure below.  
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Figure 8.85 Show ip interface brief command 
The  show running-config command is the most commonly used command by people who verify the configuration of the router or want to solve existing problems with the hardware configuration  itself.  However,  we  must  remember  that  with  its  help,  we  display  a temporary configuration, saved in RAM. To display the status of the configuration stored in non-volatile memory (NVRAM), we use  show startup-config command. 
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Figure 8.86 Show running-config command 
Through  the  show  flash  command,  we  can  display  information  about  the  amount  of occupied flash memory of the router, through all the files placed inside it.  
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Figure 8.87 Show flash command 
Through the  show ip route command, we can display the status of the routing array.  
[image: ]
Figure 8.88 Show ip route command 
8.3.4  Configure Router Name, Passwords, and Message Of The Day (MOTD) Another basic configuration  step  is  to define  the name  of  the router,  which  will  make  it easier  to  identify  it  in  complex  and  extensive  networks.  The  name  of  the  router  is configured in the global configuration mode, for this purpose it is not required to go to a specific  configuration  mode.  If  the  name  is  not  configured,  IOS  displays  a  prompt  that precedes the default device name,  Router . 
We must remember that it is often not enough to place the description ( Display name ) of devices in the designed logical topology, although this action is very important. In addition to the above-mentioned fact, it is advisable to give the device a name ( Host name ) in the IOS system itself. 
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Figure 8.89 Display name in logical topology 
If you want to enter a device name ( Host name ), use the command: hostname, and after the space you enter a new name. For example:  hostname ITSTART . When you do this, the prompt changes as shown in the figure below. 
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Figure 8.90 Define a router name (Host name) 
Each router should be properly protected against unauthorized access by third parties. For this purpose, passwords are used to protect both the entrance to the router from the console and virtual terminals (Telnet, SSH), as well as the transition from  user mode to  privileged mode .  Describing  the  protection  of  the  router  with  passwords  will  begin  with  the  latter, because we will present two previous cases in the subsections devoted to the configuration of consoles and virtual terminals. 
The  password  for  the  privileged  mode,  like  the  name  of  the  device,  is  entered  from  the global  configuration  with  the  enable  password  command  (then  we  enter  the  password, which will be saved in  running-config in an explicit form) or  enable secret (the password that we will give will be in encrypted form) and after the space we enter the password we are interested in (for example: "admin" and "admin1"). 
After the above actions have been performed correctly, we will check the correctness of our  actions,  so  we  will  go  to  privileged  mode ,  and  then  to  user  mode  to  re-enter privileged mode . We note that the router now requires us to enter the password that we have previously defined. As enable secret is safer, it will be the priority and we will have to give it. 
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Figure 8.91 Define a privileged mode password  
When you view the current configuration, you may notice that the first password is plaintext and the second is encrypted. 
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Figure 8.92 Unencrypted and encrypted passwords in the current configuration To  encrypt  all  passwords  that  exist  on  the  router,  execute  the  service  password-encryption command presented below. When you view the current configuration again, you can see that both passwords are encrypted.  
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Figure 8.93 Encrypt passwords on your router  
Now  we  will  present  the  possibility  of  displaying  the  welcome  text on the console, i.e. a banner  (the  so-called  Message  of  the  day),  which  can  be  a  greeting  for  users  who will  connect  to  the  router.  To  do  this,  in  the  global  configuration  mode,  execute  the command:  banner motd (and after a space press the character that will be the beginning for the text you are entering, similarly typing the same character a second time will mean the  end of  the text  string).  In the figure below we  have  an example  configuration of  the message of the day.  
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Figure 8.94 Message Setup of the Day 
In order to check whether the message will be displayed correctly after entering the router, type  exit ,  disable , and  exit again to see the message informing us about entering the router.   
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Figure 8.95 Router welcome window 
We are now in the console window that informs us of the correct connection to the router. When you press  Enter , a welcome message will be displayed. 
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Figure 8.96 Message Of The Day (MOTD) 
8.3.5  Other Modes of Operation of the Router 
In  order  to  start  configuring  CISCO  routers,  in  addition  to  knowing the basic modes of operation previously learned, we need to know several new ones, with the help of which we will be able to fully set the basic parameters of the router. All the modes listed below are switched from the  global configuration mode, which is the initial mode from which we must start working. 
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Figure 8.97 Other  router modes 
8.3.5.1  Console 	Port 	Configuration 	
Above we have described how to partially protect our router against unauthorized access. Now  we  will  focus  on  how  to  configure  and  also  secure  access  to the router from the console and virtual terminals. We go from the  global configuration  mode to the  console configuration  mode with the  line  console  0  command,  then  enter  the  command:  login, which  will  force  the  user  authorization  and  define  the  password after the  password command (in our case, let it be:  console ). Finally, finishing the configuration, we can leave the mode with the  exit command. 
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Figure 8.98 Console port configuration 
Before we test the console port configured just now, and more precisely its protection via a password, we will show that in addition to the previously set so-called  message of the day , you can set a  welcome message , which will be additionally displayed when logging in to the router through this port. For this purpose, the  banner login   command is used, the text entry is done in the same way as in the case of the  banner motd command . The whole procedure is illustrated in the figure below. 
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Figure 8.99 Set up a welcome message 
To check the correctness of our actions, let's go to the splash screen, then press  Enter and after a while both messages will appear on the screen and two-step authorization is active as shown in the figure below. 
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Figure 8.100 Message Of The Day and welcome message and user authorization  
8.3.5.2  Configuration 	of 	Virtual 	Terminals 	(Telnet, 	SSH) 	 We  have  just  learned  how  to  configure  and  secure  the  entrance  to  the  router  from  the console from the computer, which is most likely located near the router (most often in the same  room).  However,  it  rarely  happens  that  our  router  would  not  be  connected  to  any network, which is why it is possible to configure it remotely via LAN or even WAN.  We  will  use  an  example  in  which  our  router  is  configured  to  work in a LAN to which desktop computers are connected, as in the figure below. 
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Figure 8.101 Topology for router configuration using a virtual terminal - Example 
8.3.5.2a.pkt 
Entering  the  virtual  terminal  configuration  mode  is  very  similar  to  the  console,  in  the global configuration we enter  line vty 0 4  (the range between the first and second number is the number of channels that can be used by several people working remotely on the router at the same time – in our case, the range from 0 to 4 means 5 users at the same time).  Then  execute  the  login  and  password commands (in the same way as in the case of the console port), as shown in the figure below. 
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Figure 8.102 Basic configuration of the virtual terminal 
The maximum range of channels to configure can be 16 (that is, from 0 to 15). It should also be remembered that for different ranges we can define different passwords. We will not describe it, we leave it to the reader for their own exercises. However, we will now try to check the correctness of our previous actions, i.e. connect to the router remotely We  run  the  command  line  from  any  LAN  computer,  using  the  Command  Prompt application,  available  on  the  computer's  desktop.  After  starting  the  command  line,  type telnet 20.0.0.1  (where the IP address is the address of the router interface). After a while, we  get  a  connection  to  the  router,  we  authorize  ourselves  according  to  the  configured passwords.  We  can  go  into  global  configuration  mode  and  start  managing  the  router remotely. 
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Figure 8.103 Access to the router via Telnet protocol 
It  is  also  worth  remembering  that  from  the  router  itself  you  can  also  call  a  TELNET connection  to another  router.  For  this, we will  now demonstrate a  situation  in which we log  in  from  the  computer  to  the  intermediate  router,  and  from  it  to  the  next  router.  An example  of  a  topology  is  shown  in  the  figure  below.  We  assume  that  the  Internet Provider router has been password protected with the password   ’hardpassword’ .  Configuring Cisco Routers 
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Figure 8.104 Topology to configure a telnet router from another router First,  we  run  the  command  line  of  any  computer,  and  then  connect  to  the  Internet Provider router by executing  telnet 20.0.0.1 , and entering the  hardpassword password. After correct authorization, we can execute the  telnet 10.0.0.1 command from user mode to connect to the ITSTART router. The whole procedure is shown in the figure below. 
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Figure 8.105 Indirect connection to the router via Telnet  
Later in this section, you will describe the basic Telnet configuration of  SSH . It is a much more secure cousin of the Telnet protocol. SSH uses only encrypted  connections,  and Telnet transmits all data as unencrypted. 
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Figure 8.106 Topology for configuring SSH connections 
To configure SSH access, on the router to which you want to have access, you must first create a user to whose account you will be able to log in. In our example, it will be  admin with  admin .  Then  we  can  choose  on  which  channels  we  will  connect  the  SSH  protocol with the router (e.g. 5 and 6) and on them you need to specify two things:  login local  l or log  in  to  the  router  you  can  only  on  the  user  created  on  this  router  and  transport  input ssh so that you can use the SSH protocol. 
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Figure 8.107 Adaptation of the virtual terminal to SSH connections The next step is to specify the domain name ( ip domain-name ) that is needed to identify the  keys  and  generate  this  key  pair,  which  will  be  used  to  encrypt  the  information  sent between the user and the router. (details about connection encryption and network security are not included in the scope of the information described in this book.)  
[image: ]
Figure 8.108 Domain name and RSA key generation 
From this point on, you can connect to the router using an encrypted SSH connection. In order  to  connect  to  the  router  with  the  address  20.0.0.1  to  the admin account, type the command  ssh  -l  admin  20.0.0.1 .  in  the  Command  Prompt  command  line.  Successful connection and login to the router is shown in the figure below.  
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Figure 8.109 Successful SSH connection to router 
8.3.5.3  Interface 	Configuration 	
One  of  the  most  important  activities  when  setting  up  CISCO  routers  is  the  ability  to prepare  router  interfaces  for  everyday  work.  Knowing  the  specifics  of  routers  from  the initial  chapters  of  the  book,  we  know  that  we  can  deal  with  interfaces:  Ethernet,  Fast Ethernet, Gigabit Ethernet  (using copper or fiber optic media) or with serial interfaces. Let's  start  with  the  configuration  of  the  Ethernet  interface.  For  this  purpose,  we  will connect the router with any computer with a  Fast Ethernet interface in copper technology. A patch wire will be required for this type of connection. 
After connecting the router to the computer with the appropriate cable, the topology should look as shown in the figure below. It is a good idea to determine the IP addressing in the topology at the beginning of the configuration. 
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Figure 8.110 Topology for Configuring Fast Ethernet Interface In the first place, we can set a static IP address on the computer, according to the figure above it will be 50.0.0.2/24. After performing the above action, the LEDs at the interfaces still remain red, because the connection is still not fully functional. To start connecting to the router, you must configure the interface on the router. The easiest way is to enable the Always show port labels in Logical Workspace  option in Preferences to see which ports we have connected devices to.  
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Figure 8.111 View of interface numbers in a logical topology At  this  point,  you  can  go  to  the  IOS  system  of  the  router  to  make  the  necessary configuration changes. To do this, switch to  global configuration mode to go from it to Fast Ethernet configuration mode. 
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Figure 8.112 Switch to interface configuration mode  
Then you need to define the IP address, according to the previous assumptions, it will be 
50.0.0.1/24 . To do this, type the command: ip address  50.0.0.1 255.255.255.0 , press  Enter and in order to enable the network adapter, type  :  no shutdown . After a while, we notice that two messages are displayed on the screen: 
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up. 
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up. 
The messages mean that both the network adapter and the protocol  itself  have  changed their state from " down " to " up ", which means that the  Fast Ethernet  network adapter has been enabled and configured correctly. 
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Figure 8.113 Address the interface and enable 
As we can see in the diagram, the diodes lit up green and we are able to carry out the test with the PING command. 
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Figure 8.114 Correct configuration and PING test 
You  can  also  use  the  connection  test  on  the  other  hand,  which  is  to  send  ping  from  the router to the PC. To do this, enter privileged mode and type  ping 50.0.0.2 .  As we note in the figure below, the packets have reached their destination 100%, however, the display of the PING response in IOS is slightly different than in the command line of the computer.  
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Figure 8.115 PING command from router to computer 
The configuration of the other Ethernet ports in CISCO routers is almost identical, so we will not discuss them in detail. The configuration of serial interfaces deserves a bit more attention, which we will present below. 
Let's assume that we modernize our existing topology with another router (also in version 
1841) which we connect to the second one via a serial cable. Note that none of the routers we have used has a suitable network card by default, which is why we need to install the appropriate equipment on their panels. First, turn off the devices, and then drag to the free slots one WIC-1T module for each device. 
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Figure 8.116 Serial module WIC-1T 
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Figure 8.117 Router 1841 with WIC-1T module installed 
Then we select any of the wires:  Serial DCE [image: ] or  Serial DTE [image: ] , after which we make a connection between the routers. An example of a topology is shown in the figure below. 
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Figure 8.118 Topology for serial connection configuration 
We can now proceed to the configuration. Differences in serial cabling can be noticed only in the fact that only with one device, there is a clock icon (in our case it is visible at the bottom router). Here it should be remembered that each serial cable has the same plugs on two sides, but marked in a different way: one of them is  DCE , and the other  DTE . The difference  is  that  the  router  to  which  the  DCE  plug  is  connected  will  broadcast  the  so-called  Clock Rate , and the second of them will adapt to this frequency. There will also be a small difference when configuring the DCE interface. 
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Figure 8.119 DTE and DCE serial interface 
So,  let's  start  with  the  configuration  of  the  top  router.  After  entering  the  global configuration  mode ,  type  the  command:  interface  serial  0/0/0    (to  enter  the  serial interface  configuration  mode ),  then  define  its  IP  address  and  mask:  ip  address ip address 50.0.1.2 255.255.255.252  and finally turn on the interface with the command: no shutdown (or using the abbreviation  no shut as shown in the figure below). However, we note that the interface has changed its state (it is still in the " down " state) %LINK-5-CHANGED: Interface Serial0/0, changed state to down .  Only  after  configuring  the  serial  interface  in  the  second  router  will  it  change  its  state  to " up ". The last action that we have to do, but only on the router to which the  DCE plug is inserted, is to set the previously mentioned  Clock Rate parameter. For example, we will enter  clock rate 1000000 , which will be equivalent to a speed of 1 Mbps.  Configuring Cisco Routers 
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Figure 8.120 Configuration of serial interfaces 
To check the correctness, we execute the  PING  command, for example from the top router to  the  bottom  router.  If  the  test  passes  correctly,  it  means  that  the  configuration  went without reservations. 
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Figure 8.121 PING command from top router to bottom router When  addressing  routers,  we  must  pay  attention  to  one  very  important  issue,  namely remembering that on each interface of the router there is a different pool of IP addresses, or a different subnet, if a subnet is used. If we happen to have an error in such addressing of devices as shown in the figure below, then the router will display error messages in the configuration, which is shown in the next figure. 
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Figure 8.122 Logical topology with incorrect addressing 
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Figure 8.123 Consequences of poor addressing of interfaces You  have  to  reckon  with  the  fact  that  sometimes  the  router  will  not  display  a  message about the wrong addressing of the device and then the error is more complex because in the  future  with  more  complicated  configurations  it  will  be  very  difficult  to  find  such a small error. Therefore, you need to be very careful when addressing devices. 
8.3.5.4  Configuration 	of 	Sub ‐ Interfaces 	
The use of so-called sub-interfaces is a feature of the CISCO device, which allows you to divide  one  physical  interface  into  many  logical  (virtual)  sub-interfaces .  Sub-interfaces can be configured on CISCO routers in the same way as physical interfaces. This function is useful, for example, when configuring the so-called  router on a stick . In this case, no IP address is configured on the physical interface. You only need to enable it, and set the IP addresses on the sub-interfaces as shown in the figure below. 
[image: ]
Figure 8.124 Configure the sub-interface on the router 
You switch to a sub-interface by using the command  interface <main interface> .  In  this  example  this  is  a  command:  interface  FastEthernet0/0.10 . When you enter the sub-interface configuration mode, the prompt changes to  Router(config-subif)#.  However, when you try to address a sub-interface, you will receive a notification that the IP  configuration  is  only  available  if  you  configure  the  sub-interface  as  part  of  the IEEE802.10 , IEEE802.1Q , or VLAN protocol. Currently, nothing comes of it, but it will be explained when describing the configuration of the switches. 
8.3.6  DHCP Configuration 
DHCP  configuration  is  also  possible  on  the  router  and  is  described  in  this  section.  Let's build a simple topology consisting of two routers, one switch, and three computers. 
[image: ]
Figure 8.125 Topology for configuring DHCP on the router In  our  example,  we  will  configure  the  DHCP  service  on  the DHCP  router.  We  start  by addressing the connection between the  Router and  DHCP devices. Next, let's address the second interface of the  Router device, since this device will act as the default gateway for end  users  who  retrieve  IP  addresses  dynamically.  Let's  also  use  a  simple  command  that will  show  the  DHCP router where the 10.0.1.0 network is located. The  router does not broadcast the networks to which it is connected, so the other router does not know anything about them. Routing protocols will be discussed later, but the  ip route 10.0.1.0 
255.255.255.0 gig0/0  command, which defines a static route in the DHCP router, is needed to perform the task correctly. 
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Figure 8.126 Indication of the way to the network 10.0.1.0 
The next step is to configure the address pool on the  DHCP router that is available through the command shown below. 
[image: ]
Figure 8.127 Define an address pool 
The pool name is  DHCP and the network whose addresses will be assigned dynamically is  10.0.1.0/24 . Now  you need  to  specify  the rest of  the  information for  this DHCP pool, that is: default gateway, DNS server (optional, not applicable to this example, but we will show the command) and IP domain (also not applicable to this example, but we will show the command): 
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Figure 8.128 Define the default gateway, DNS server, and domain Now you need to configure IP addresses that should not be assigned automatically (e.g. to be reserved as statically reserved addresses for servers). In this command we provide a list of addresses (in our case it is a range from 10.0.1.10 to 10.0.1.20 inclusive): 
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Figure 8.129 Exclude addresses from the pool 
If we now connected any device with a configured network adapter to dynamically receive an IP address, it would be assigned, provided that the router adapter is configured to the default  gateway  address  of  this  pool.  In  this  example,  you  notice  that  no  end  device  is directly connected to the DHCP router that serves as the DHCP server. The router does not know what to do with it after receiving a  DHCP query because it does not know where the DHCP server is located. 
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Figure 8.130 DHCP server information is missing 
In order for the router to know where to send the DHCP query, a command indicating the address of the DHCP server should be configured on the interface where it receives DHCP queries. 
[image: ]
Figure 8.131 Provide DHCP server information 
From  the  router' s  perspective,  the  DHCP  server  address  is  10.0.0.2,  which  is  why  we provide this address. When we now try to ask for a dynamic IP address, the  router will send this command further, i.e. to the address 10.0.0.2. 
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Figure 8.132 Positive result of a dynamic address query from the DHCP server 
8.3.7  Static Routing Configuration 
Static  routing  is  a  manual  indication  of  the  way  to  a  different  network  on  each  router separately. Since this is not dynamic routing, if there is any change in the network, it will not be noted on any other router except the one on which the change occurred.  In  this  example,  static  routing  will  be  configured  manually  and as in the case of configuration through the graphical interface it was possible to indicate only  Next hop or the address of the next jump, so in this case you will be able to enter either  Next hop IP address or the  output interface from which the packets are to be routed.  An example of a static routing configuration will be discussed on the following topology, consisting of five routers through which PC1 and PC2 will send information to each other. 
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Figure 8.133 Topology for static routing configuration 
In  accordance  with  the  assumptions  and  the  topology  designed  by  us,  we  will  now configure the route with which the packets will be transmitted. Let's assume that network traffic  starts  from  PC1  and  leads  along  the  shortest  route,  through  routers: Router1→Router2→Router4 → Router 5 , up to PC2. This route is marked in red in the figure  below.  Of  course,  before  configuring  static  routing,  we  need  to  configure  all interfaces, i.e. assign them IP addresses and enable them (or define the appropriate  Clock Rate  value). Static routing is configured in global configuration mode via the following command. 
ip route [destination network address][target network mask][name of the output interface through which data or IP address of the intermediate router will be sent] In the case of the way back (from PC2 to PC1) it will be the way through routers:  Router 5 → Router 4 → Router 3 → Router 2 → Router 1  as shown in the figure below in blue. 
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Figure 8.134 Direction of movement of packets 
We  start by  configuring  static  routing  on  Router1 and  Router2 as shown in the figures below. 
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Figure 8.135 Static Routing Entry - Router 1 
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Figure 8.136 Static Routing Entry - Router 2 
[image: ] 
Figure 8.137 Static Routing Entry - Router 4 
Figure 8.138 Static Routing Entry - Router 5 
We do not need to configure two entries on  Router1 and  Router5 , because these routers know where their local networks are  located.  After  PING  checking  the  communication between computers, we should see on the simulation where the packets are going. 
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Figure 8.139 Positive PING from PC2 to PC1 
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Figure 8.140 The route of the packages 
As  we  can  conclude  from  the  packet  run,  the  configuration  agrees  with  our  assumption and in this way we have configured static routing. However, static routing is not the best idea for implementing network configuration, because it requires a very large amount of work from the network administrator and does not adapt to changes in the network and is prone  to  administrator  errors.  Dynamic  routing  protocols,  on  the  other  hand,  when properly selected and configured, are characterized by greater flexibility. In addition, one important piece of information. It is worth having one static entry on the router, which is called the default route or literally referred to as a phrase translated from English ( Gateway of last resort ). It is used when the packet does not find the destination network in the routing table.   
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Figure 8.141 Gate of last chance - static entry  
The last chance gateway determines to which interface or IP address (depending on which entry we make) all packets whose target network is not in the routing table entries of a given router will be directed. To execute this entry, use the command: ip route 0.0.0.0 0.0.0.0 <interface number >  or  <IP address> 
8.3.8  RIP Routing Protocol Configuration 
The configuration of the interfaces on the routers alone is not enough for them to be able to transmit information from one network to another, for this purpose it will be necessary to  configure  one  of  the  routing  protocols.  In  our  case,  we  will  get  to  know  the  simplest one,  i.e.  RIP,  and  then EIGRP  and  OSPF. The following figure  shows  the  topology  that you will need to learn how to configure a routing protocol. 
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Figure 8.142 Topology for RIP routing protocol configuration After completing the topology, you can proceed to configure the IP addresses of the router interfaces. After  configuring IP  addressing and  enabling  all  interfaces,  the  LEDs should light up green, however, the network still does not work. To do this, we must inform each router  about  the  network  addresses  bordering  it.  Each  router  borders  three  different networks, for example,  Router2 with networks:  10.0.0.0; 30.0.0.0 ; and  40.0.0.0. 
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Figure 8.143 Initial configuration of interfaces before implementing RIP To  access  the  protocol  configuration,  from  the  global  configuration,  go  to  the  RIP configuration level using the  RIP  router  command, as shown in the figure below.  The first  version 2   command is a command that was not available in the GUI and that activates the second version of  RIP . The difference between the first and second versions is that the first version only takes into account class addresses and could not be used in the above topology due to the fact that we have created different networks there that have non-class addresses and the router could not broadcast these individual networks. For example, Router 2, instead of broadcasting three networks:  10.0.0.0, 10.0.0.4 and  10.0.0.8 ,  would broadcast  only  one  network:  10.0.0.0 ,  which  would  not  allow  the  network  to  work properly. Therefore, it is recommended that you always use the second version of the RIP routing  protocol  (each  subsequent  newer  version  of  the  routing  protocol  already automatically distinguishes between network addresses).  
The next  no auto-summary command is a command that does not allow the router to sum up  networks  and  broadcast  rasterized  networks.  An  example  would  also  be  Router  2, which  instead  of  broadcasting  networks  10.0.0.0,  10.0.0.4 and  10.0.0.8 would only announce  that  a  10.0.0.0  network  is  available  through  its  interfaces.  Further  commands are already known and they apply to neighboring networks.  
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Figure 8.144 RIP Configuration - Router 1 
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Figure 8.145 RIP Configuration - Router 2 
Similarly,  we  configure  the  remaining  routers  and  after  some  time  (you  have  to  wait  a while so that the routers have time to broadcast their networks) and check, for example, on  Router 4 what its routing table looks like. 
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Figure 8.146 Routing Table - Router 2 
All networks have been properly advertised and we can find a way to each network in our topology. Let's check which way the packets will travel between computers. 
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Figure 8.147 RIP - route from PC1 to PC0 
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Figure 8.148 RIP - RIP - route from PC1 to PC2 
The RIP protocol works as it should - it chooses the route with the least number of jumps to the destination 
8.3.9  EIGRP Routing Protocol Configuration 
The second dynamic routing protocol is  EIGRP ( Enhanced Interior Gateway Routing Protocol ) is a Cisco-designed, enhanced version of IGRP. This is the first routing protocol that  works  according  to  the  link  state,  and  not  as  in  the  case  of RIP - using a distance vector. The difference is that EIGRP takes cost into account from source to goal – it has a more  complicated  metric.  The  most  important  thing  you  need  to  know  now  is  that  the metric consists of the bandwidth of links along the way and the delay that will be imposed on the packets. The advantage of this protocol is that EIGRP does  not  send  periodic updates. Instead, it refreshes neighborhood relationships with nearby  routers  by  sending small packets and sends partial updates when it detects changes in the network topology. Therefore, it consumes far less time and bandwidth than distance vector (RIP) protocols. The topology used to configure EIGRP will be similar to the previous one, but in this case we will increase the bandwidth of serial links (4Mbps). 
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Figure 8.149 Topology for EIGRP routing protocol configuration We start EIGRP protocol configurations in a similar way (provided that we have already addressed all interfaces) using the  router eigrp <AS> ,  command, where we enter the autonomous system number instead. An autonomous system is a collection of devices that  are  under  common  administrative  control,  in  which  a  consistent  routing  scheme  is maintained.  This  protocol  provides  for  the  creation  of  from  1 to  65535  different autonomous  systems  connected  to  each  other.  In  the  example,  it will  be  an  autonomous system 1. 
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Figure 8.150 Entry into EIGRP 1 configuration mode 
In the case of EIGRP, we do not choose any version of this protocol, but we can immediately enter networks adjacent to the router. After specifying the network address, specify the inverted network mask as shown in the figure below. 
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Figure 8.151 Configuring EIGRP 1 on Router A 
An additional command that can be used is  no auto-summary , which we discussed earlier and it is worth using them so that no misunderstandings happen.  
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Figure 8.152 Configuring EIGRP1 on Router B 
After configuring the neighbouring router to the one we configured at the very beginning, we will  get  a  notification  Neighbor 10.0.0.1 is up: new adjacency .   This is a message that  the  EIGRP  on  both  routers  has  been  properly  configured  and  they  could  set  up  a connection with each other - exchange information about routes. Similarly, let's configure the other routers and try to display the routing tables on Router C. [image: ] 
Figure 8.153 Routing Table - Router C  
We see that all routes have been well advertised and the router has calculated the fastest route to each network. In square brackets in red is marked an example of a metric that the router calculated for a given network - the smaller the better the route to the destination. Let's run the connection test again. Let's start with the command  PING from PC1 to PC0, and then from PC1 to PC2. 
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Figure 8.154 PING from PC1 to PC0 
[image: ]
Figure 8.155 PING from PC1 to PC2 
8.3.10  OSPF Routing Protocol Configuration 
OSPF  (Open  Shortest  Path  First)  is  the  third  and  final  dynamic  routing  protocol  to  be described.  It  is  also  a  link  state  protocol,  that  is,  it  does  not choose the path to the destination  based  on  the  smallest  number  of  jumps  but  on  the  basis  of  complex mathematical calculations. 
Routing  using  OSPF  is  based  on  autonomous  systems  (AS)  in  the  same  way  as  EIGRP, but  with  the  difference  that  in  the  OSPF  protocol  autonomous  systems  are  still  divided into  areas  (so-called  areas).  The  specificity  of  the  OSPF  algorithm  and  the  amount  of resources  it  consumes  mean  that  the group  should not have  more than  50  routers  in  one area.  In  networks  where  there  are  regular  link  failures,  frequent  recalculations  are necessary – in such networks small areas should 
The maximum number of  AS (i.e. the number of so-called  OSFP processes ) is 65535, and area numbers can be defined theoretically in the range from 0 to 4294967295. We will start the configuration based on the same topology that you created in the previous section so that you can see the differences in the different routing protocols. 
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Figure 8.156 Topology for OSPF routing protocol configuration After you configure IP addresses and interfaces, you must configure the routing protocol. Again, our autonomous  AS system will be equal to  1 , and the area (which must be taken into account when entering neighbouring networks) will have the number  0 . In the case of OSPF  configuration,  it  is  worth  giving  each  router  its  own  router-id number, which facilitates communication between routers and building the OSPF database. 
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Figure 8.157 Configuring OSPF1 - ROUTER 1 
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Figure 8.158 Configuring OSPF1 - ROUTER 2 
As  in  the  case  of  EIGRP,  OSPF  displays  a  message  stating  that  two  routers  have communicated with each other and replaced their routing tables and set up a connection, but in this case it is not the IP address of the neighbor router, but its  router-id. After the analogous  configuration  of  the  rest  of  the  network  devices,  we  can  go  to  the  commands verifying the correctness of the configuration. 
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Figure 8.159 Command  show ip ospf neighbor 
The  command  to  verify  the  correctness  of  the  configuration  is  show  ip  ospf  neighbor , which shows us neighbouring routers that are also involved in broadcasting routes using the OSPF protocol. In the first column ( Neighbor ID ) there are IDs of routers that have been assigned by us (if we did not give it, the router would choose the  router-id , which would usually be equal to the smallest IP address on its interfaces).   The  third  column  ( State )  shows  the  current  status  of  the  neighbouring  router.  The inscription  FULL  means  that  the  router  has  finished  the  initial  communication,  has exchanged networks  and  is ready  to  work. In  the fourth  column ( Dead Time )  there  is  a time left to exchange subsequent packets, which will be counted down every 1 second. If this  time  passes  and  these  packets  are  not  exchanged  between  the  two  neighbours,  the connection will cease to exist and the routers will no longer be able to communicate with each other using  OSPF . The last two items refer to the nearest IP addresses and interfaces from which adjacent routers are accessible. 
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Figure 8.160 Command  show ip route - OSPF 
The  show  ip  route  command  displays  the  current  routing  table  of  the  router.  The designation  for  routes  obtained  through  the  OSPF  protocol  is  the  letter  O placed in the first  column.  In  square  brackets,  a  pair  of  values  [ administrative  distance/metric ]  is placed. The administrative distance for OSPF is always 110 as standard, while the metric is  calculated  using  a  special  algorithm  and  its  value  depends  on  the  current  state  of  the entire network. You can now perform the test using the PING command from PC1 to PC0 and from PC1 to PC2.  
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Figure 8.161 PING from PC1 to PC0 
[image: ]
Figure 8.162 PING from PC1 to PC2 
Based  on  the  test  performed,  the  route  chosen  by  the  OSPF  protocol  is  the  route  going from the source (PC1) to the destination (PC0), through routers:  ROUTER1, ROUTER2, ROUTER6,  ROUTER7 ,  but  if  the  network  changes  parameters  such  as  link  bitrate, overstatement or underestimation of the contractual cost of the link, then the route set by OSPF may be different. 
Final remark. OSPF is widely used in WANs, but RIP is not. On the other hand, the RIP protocol,  due  to  its  limitations  (the  maximum  number  of  jumps  is  15,  it  heavily  loads network resources and routers, and thus slows down the operation of the network) can be optionally used in very small local networks and most often, only for educational purposes (its advantage is the simplicity of configuration). 
8.3.11  Local Definition of Router Names 
When the network is working properly, i.e. the IP addresses of the  devices  have  been properly  configured  and  the  routing  protocol  has  been  selected  and  configured,  and  all devices  can  communicate  via  IP  addresses,  we  will  describe  how  to  introduce  the possibility of communicating via names instead of IP addresses. Assumed that the devices are connected as follows, as shown in the figure below. 
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Figure 8.163 Topology to show the operation of the ip host command The three routers were named as follows:  ALFA, BETA, GAMMA , which, however, will not  affect  the  operation  of  the  network  itself,  but  will  only  introduce  some  order  in  the topology. 
In order to allow routers to communicate with each other using a name system, enter the names of the routers and all their IP addresses assigned to the  interfaces  into  the configuration. You can not forget to enter this type of information also about neighbouring routers. 
For each router, enter three configuration lines in global configuration mode, starting with the  ip host command, then specifying its name and all IP addresses that are assigned to the router, as shown in the following drawings. 
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Figure 8.164 ALFA router configuration - ip host 
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Figure 8.165 BETA router configuration - ip host 
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Figure 8.166  GAMMA router configuration - ip host 
In order to test the performed configuration, you need to PING the  ALFA  router  to  the BETA router (this should be done from the privileged mode), but instead of the IP address of  the  destination  host,  you  must  specify  its name –  in  this case  it  will  be:  ping  BETA .  After a while, we will receive a response confirming the success of PING packet delivery, as shown in the figure below.  
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Figure 8.167 Attempt to send PING from ALFA router to BETA router In the event that the  IP HOST configuration went incorrectly, then when you try to refer to  the  destination  host  by  its  name,  you  receive  the  following  message,  shown  in  the following figure. 
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Figure 8.168 No response to the PING command using the host name 
8.3.12  Save the Current Configuration 
When working with hardware (real and simulated in the Cisco Packet Tracer), experience teaches us how easy it is to lose configurations that took us many minutes and sometimes many hours to create, all you need to do is turn off the power of the device, or other events such as hanging or failure of the Cisco Packet Tracer program. Therefore, at the beginning of each chapter there is a warning informing that during the performance of exercises or control tasks / project / periodically save the state of the file (keyboard shortcut  Ctrl + S ). This  section  describes  how  you  can  protect  your  router  configuration  from  accidental power  off.  By  default,  the  configuration  is  saved  in  RAM,  which  is  volatile  memory. Therefore,  it  is  worth  remembering  about  the  possibility  of  saving  it  in  NVRAM ( non-volatile random-access memory ), which is a non-volatile memory. Once  the  device  is  fully  configured  and  has  passed  the  necessary  performance  tests,  we can proceed to save the configuration. For this purpose, we will use the topology, which is illustrated in the figure below. 
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Figure 8.169 Sample topology showing how to save the current configuration The  contents  of  the  current  configuration  are  displayed  through the command:  show running-config ,    which  must  be  typed  in  privileged  mode.  A  fragment  of  the  router configuration from the described topology is shown in the figure below.  
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Figure 8.170 Fragment running-config  
This configuration is not saved permanently, it is valid as long as the device is turned on, i.e. until the power is turned off in the device. Therefore, the configuration should be stored in  NVRAM non-volatile memory. 
To  check  what  has  been  saved  in  the  NVRAM  memory  of  the  router,  just  run  the command:  show  startup-config  (also  in  privileged  mode).  When  we  have  a  router  in which nothing has ever been saved in NVRAM before or its contents have been cleared, then the router will display a message:  
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Figure 8.171 Effect of trying to display a non-existent config If you want to copy the current configuration to the startup configuration, just execute the command (in privileged mode):  copy running-config startup-config ,  after pressing the  Enter key, you will be asked in which file it should be saved. By default, this is the  startup-config file, which is confirmed again by pressing the Enter key. The following message will then be displayed:   Configuring Cisco Routers 
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Figure 8.172 Copy the current configuration to the startup configuration Note for Advanced Cisco Packet Tracer Users .  
In  most  routers,  instead  of  the  copy running-config startup-config command, you can use another command, e.g.  write or shortcut  w , but  this remark does not  apply  to  real  CISCO  devices .  On  the  other  hand,  in  multilayer  switches  or  ASA devices, instead of the  copy running-config startup-config command, you can use the  write memory command or the shortcut  w m .. The above method allows you to significantly shorten the time of testing and performing device configuration. After you copy the current configuration to the startup configuration, you can turn off the power to the router because the configuration has been properly secured. In the event that incorrect information has been saved in the startup configuration and it is required to delete it,  you  can  delete  the  startup  configuration  at  any  time  using  the  command:  erase startup-config . After entering the command, it is required to confirm the decision using the  Enter key. 
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Figure 8.173 Delete a startup configuration 
8.3.13  Securing Your Configuration 
Often,  when  working  with  CISCO  devices,  it  happens  that  you  need  to  test  some  new configuration  or  implement  other  settings.  You  do  not  need  to  perform  many  manual configurations, but you can use the configuration that we previously saved on the Trivial File Transfer Protocol ( TFTP ) server.  TFTP is a simple protocol used to transfer files that cannot display directories or authenticate users, and its only purpose is to transfer files to or from a computer. TFTP is a simplified version of FTP service. A TFTP transmission begins with a request to read or write a file, which also requests a connection. The file is sent in blocks from 0 to 512 bytes in length. A data packet of less than 512 bytes indicates the end of the transfer. 
To illustrate this possibility, we will use the topology shown in the figure below. 
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Figure 8.174 Topology for device configuration security 
The  LAN  (20.0.0.0 )  that  is  connected  to  the  router  hosts  a  server  on  which  you  can configure the TFTP service, which will be used to store the router configuration. To do this, go to the server, open the  Services tab, and then enter the  TFTP section. Due to  the  fact  that  the  TFTP  service  is  a  simplified  version  of  FTP,  you  do  not  need  to configure  anything  here,  you  just  need  to  make  sure  that  it  is  attached,  as  shown  in  the figure below. In the  File window, there are already files that are on the server, these are images of IOS systems that will not bother us. Therefore, after switching on the service, we can leave the server configuration and return to the router. 
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Figure 8.175 Configure the TFTP service on the server 
Copying the configuration to the TFTP server is done in privileged mode using the  copy running-config tftp command. After some time, you will be asked for the server address. This is the IP address of the TFTP server. In our case, it will be  20.0.0.2 . The next question concerns the name under which the file should be stored on the TFTP server. The router suggests the name  Main_router-confg , if we agree to it, press  Enter or type a new file name. After the configuration is saved correctly,  you  should  see  the message as in the figure below. 
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Figure 8.176 Successful attempt to copy the configuration to the server You can check if the file with the saved configuration exists on the TFTP server. 
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Figure 8.177 Copied file on TFTP server 
How can i restore a saved configuration, i.e. copy it from the  TFTP server to the startup configuration? To do this, execute the  copy tftp startup-config command. You will be asked for the server address and file name to copy. 
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Figure 8.178 Steps to copy a configuration from a TFTP server to a startup configuration 
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9  Configuring Cisco Switches 
The  chapter  covers  basic  theoretical  and  practical  knowledge  of  configuring  simulated switches in the Cisco Packet Tracer. 
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9.1  Exploring 	the 	 Equipment 	 of 	 Cisco 	 Switches 	 Another type of devices available in the program are  switches .  We have at our disposal three  basic  switches  that  are  equivalent  to  real  models  from  the  2950 to  2960 series, models called  PT-Switch and  PT-Empty , which can be modified in any way, as well as third layer switches 3560 ,  3650 and  IE 2000 . 
[image: ]
Figure 9.1 Switch models available in the Cisco Packet Tracer Unlike  routers,  each  of  which  had  the  ability  to  install  optional  modules,  in  the  case  of switches, only  PT models allow the replacement of modules. Other devices do not allow you to change their equipment. 
9.1.1  Switch 2950 
The  first  switch  we  will  discuss  is  the  2950  series  switch.  It  is  a  manageable  device dedicated to small and medium-sized networks. It has 24 Fast Ethernet interfaces with a bandwidth of 10/100 Mbps. 
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Figure 9.2 Physical appearance of the 2950 series switch 
The 2950 Series Switch does not support any optional equipment. 
9.1.2  Switch 2950T 
Another  switch  available  in  the  program  is  the  2950T  series  switch.  This  switch  is  a managed device dedicated to a medium-sized network. It has 24 Fast Ethernet interfaces with  a  bandwidth  of  10/100  Mbps,  as  well  as  two  Gigabit  Ethernet  interfaces  with  a bandwidth of 10/100/1000 Mbps. 
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Figure 9.3 Physical appearance of the 2950T series switch 
The 2950T Series Switch does not support any optional equipment. 
9.1.3  Switch 2960 
Another  switch  available  in  the  program  is  the  2960  series  model. It is a manageable device  dedicated  to  medium-sized  networks.  It  has  24  Fast  Ethernet  interfaces  with  a bandwidth of 10/100 Mbps, as well as two Gigabit Ethernet interfaces with a bandwidth of 10/100/1000 Mbps similar to the switch version 2950. 
[image: ]
Figure 9.4 Physical appearance of the 2960 series switch 
The 2960  Series Switch does not support any optional equipment. 
9.1.4  PT-Switch  and PT-Empty Switch 
The next switches available in the program are the two PT series  switches,  which  are devices only found in the PT program, but allow you to create many  different  hardware configurations.  They  have  ten  slots,  in  the  place  of  which  we  can  mount  the  selected interface. When adding this switch to the topology, there are two versions to choose from: PT-Switch and  PT-Empty . These switches also have power switches. The first of them by default has four Fast Ethernet ports with a bandwidth of 10/100 Mbps, using  twisted  pair  cables  and  two  Fast  Ethernet  interfaces  with  a  bandwidth  of  10/100 Mbps in the fiber optic standard and two free slots. The second  is  a  completely  empty version, without mounted modules. 
[image: ]
Figure 9.5 Physical appearance of the PT-Empty switch 
In free slots we can install the following components: 
[image: ]
Figure 9.6 PT Switch Optional Equipment 
Below is a detailed description of the individual components: 
 [image: ] PT-SWITCH-NM-1CE - a single Ethernet port with a 
bandwidth of 10 Mbps, 
 [image: ] PT-SWITCH-NM-1CFE - single Fast Ethernet port with a bandwidth of 10/100 Mbps, 
 [image: ] PT-SWITCH-NM-1CGE  - single Gigabit Ethernet port with 10/100/1000 Mbps bandwidth, 
 [image: ] PT-SWITCH-NM-1FFE - single Fast Ethernet port with a bandwidth of 10/100 Mbps in the fiber optic standard, 
[image: ]
Ethernet port in fiber optic standard. 
 [image: ] PT-SWITCH-NM-COVER -  module for protecting the inside of the switch 
9.1.5  Series 3560 
Another switch available in the program is the 3560 series switch. It is a so-called multi-layer  switch,  which  means  that  it  has  wider  possibilities  compared  to  other  switches, because it works not only in the second ISO / OSI layer, but also in the third layer (in the same as routers). It has 24 Fast Ethernet interfaces with a bandwidth of 10/100 Mbps, as well as two Gigabit Ethernet interfaces with a bandwidth of 10/100/1000 Mbps. 
[image: ] 
Figure 9.7 Physical appearance of the 3560 series switch 
The 3560 Series Switch does not support any optional equipment. 
9.1.6  Series IE 2000 
The  IE 2000 ( Industrial Ethernet 2000 Series ) switch is an industrial switch that simulates a  2000  series  switch  model.  The  switch  is  running  IOS  IE2000  Software  (IE2000-UNIVERSALK9-M),  version  15.2(1)EY .  The  switch  meets  the  requirements  of industrial networks for speed of convergence and security. 
[image: ]
Figure 9.8 Physical appearance of the IE 2000 series switch The  switch  has  8  Fast  Ethernet  interfaces  and  2  Gigabit  Ehternet  interfaces.  Supports Resilient Ethernet Protocol ( REP ). 
9.2  Configure 	Cisco 	 Switches 	 Using 	 the 	 Graphical 	 Interface 	
9.2.1  Interface Configuration 
At the beginning we will create a simple topology consisting of four computers and one switch. 
[image: ]
Figure 9.9 Topology for switch configuration 
As we already know, when we address these computers now (for example, so that they are in the network 192.168.0.0/24), they will be able to communicate with each other without any problem as shown in the figure below – despite the fact that the configuration of the switch remained the default. 
[image: ]
Figure 9.10 PING between devices 
Now  that  we  are  sure  that with  the  default  configuration our network works seamlessly, we can go to the  Config tab on the switch and see what options the configuration offers us using the GUI. 
[image: ]
Figure 9.11 Switch Config tab 
As you can see, we do not have too many options to choose from - configuration of basic settings such as the name of the switch or saving the current configuration, then there is Algorithm  Settings  -  not  the  option  we  are  interested  in,  VLAN  database and configuration of the interfaces themselves. Let's take a look at the interface configuration at the beginning. 
[image: ]
Figure 9.12 Switch Interface Configuration - GUI 
We have at our disposal enabling / disabling the interface, with what bandwidth a given port works, what duplex it supports and what VLAN belongs to and in what mode the port is located (we have a choice of  Access  or  Trunk mode, as in the figure below). 
[image: ]
Figure 9.13 Selecting the port mode 
The difference in the operation of these modes is described below: 
  Access -  if the port is in this mode, the switch usually accepts all untagged frames from this port and gives them a predefined tag - depends on which VLAN the port is located in. If data is to be sent to a port that is in this mode, the tag is removed. Most often, access mode is used on ports to which end users are attached, e.g. desktops, laptops, printers. 
  Trunk -  a port through which information from all VLANs can be sent by default. In this port pass frames that are tamed and usually ports of this type connect two switches, or a switch to the router.  
Tagging  frames  involves  adding  an  additional  field  (VLAN  tag)  containing  the  VLAN number to them. In this example, the ports work in the default Access mode. 
9.2.2  Configuring Virtual LANs (VLANs) 
What is a  VLAN (Virtual LAN) and how do I configure it? This is one of the most useful functions of switches that we can configure, so it is worth getting to know this issue and mastering it as much as possible. 
As  the  name  suggests,  these  are  LANs,  but  separated  from  each  other  virtually,  not physically.  For  example  –  in  a  residential  building  we  have  many  LANs,  as  a  standard each apartment is a separate LAN, and in the case of VLANs we can virtually divide one apartment  into  smaller  LANs  that  cannot  communicate  with  each  other  without  the participation of a router. 
To illustrate the division of LANs into VLANs, we will use the same topology that was presented a moment ago, but we will divide it in the diagram into two separate VLANs: VLAN10 and  VLAN20 . 
[image: ]
Figure 9.14 Topology for VLAN configuration (Example 9.2.2a.pkt) Now  you  need  to  configure  VLANs  on  the  switch.  In  the  Config tab, go to the  VLAN Database . There we need to add two VLANs that interest us: number  10 and number  20 with the names  VLAN10 and  VLAN20 .  respectively.  
VLAN number 1 is the default VLAN and includes all ports before the switch is configured. 
  [image: ]Figure 9.15 Adding new VLANs using the GUI 
The next and last step is to configure the ports in such a way that they work in Access mode and belong to the appropriate VLANs. 
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Figure 9.16 Assigning VLAN to the appropriate interface - VLAN10 
[image: ]
Figure 9.17 Assigning VLAN to the appropriate interface - VLAN20 Similarly, we assign the other two interfaces to the respective ports. We can now test whether we are able to communicate in the area of one VLAN and whether we are able to connect to a computer located in another VLAN. 
[image: ]
Figure 9.18 Test of communication in VLAN and between VLANs As we might have expected - communication in the area of one VLAN  is  possible  as  if nothing has changed since the previous attempt, but communication between VLANs is blocked. 
To illustrate how the port that is in  Trunk mode works, we will add to our topology one more switch, connected to the first via optical fiber, and two additional computers located in  VLAN10 and  VLAN30 . 
[image: ]
Figure 9.19 Topology with two switches to configure trunk connection (Example 
9.2.2b.pkt) 
After  properly  addressing  two  additional  computers,  we  will  configure  the  Trunk connection on the Switch  1 . 
[image: ]
Figure 9.20 Trunk - Switch Connection Configuration 1 
When you select trunk on the appropriate interface, all existing VLANs on the switch are automatically assigned to this port. We proceed to the configuration of  Switch 2 . We first create  a  database  of  VLANs  -  VLAN10  and  VLAN30 ,  and  then  assign  them  to  ports operating in  Access  mode. 
[image: ]
Figure 9.21 Port assignment to the corresponding VLAN - VLAN30 The second port leading to PC6, but assigned to VLAN10, should look similar. Now let's deal  with  the  connection  to  The  Switch  1 .  Let's  set  this  port  as  a  Trunk  port  and  try  to achieve communication between PC6 and PC1. 
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Figure 9.22 Trunk Connection Configuration - Switch 2 
[image: ]
Figure 9.23 Communication between PC6 and PC1 
Everything works as it should, but when we try to communicate between VLANs again, we will not achieve a positive result, because we have not configured any router that would allow it. 
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Figure 9.24 Communication between VLANs 
9.2.3  Enabling Communication Between VLANs 
To  enable  communication  between  different  virtual  networks  that  have  been  created  on switches, you need to add a router to our topology and connect it to one of the switches, for example the  Switch 2 , and configure the router with a function that we have already discussed – the so-called sub-interfaces. If we did not do this, we would have to create one connection between  the switch  and  the router  for  each  existing VLAN, which  is neither practical nor simpler. 
The  topology  that  we  will  use  to  show  how  routing  between  VLANs  works  will  look similar to the previous ones, but we will attach the router to the  Switch 2 and change the network  addressing.  Now  each  VLAN  will  have  its  own  part  of  the  192.168.0.0/16 network due to the fact that you have to specify different default gateways on computers. The  first  available  network  address  will  be  the  default  gateway address, e.g. for the 
192.168.10.0/24 network it will be  192.168.10.1. 
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Figure 9.25 Topology for configuring Router on a stick (Example 9.2.3.pkt) The first step to configure routing between virtual networks is to configure the switches themselves  – you need  to  agree  on  vlan databases  so  that both  switches have  the  same VLANs. This will be needed later due to the fact that on  trunk links on both sides must be configured permission to move the same VLANs. 
[image: ]
Figure 9.26 VLAN Database - Switch 1 and Switch 2 
When the VLAN base agrees on both switches,  Trunk  connections should also be allowed to  move  the  same  VLANs  from  two  sides  (on  Switch  1 and on  Switch  2 ).  It's  time  to switch to Switch 2 and set up one more  Trunk connection – between the switch and the router.   
[image: ]
Figure 9.27 Setting up another Trunk - Switch 2 connection We can now configure the Interface of the Fa0/0 router using commands  to  create  three sub-interfaces – one for each existing VLAN. The next step is to execute the appropriate command on each  encapsulation dot1q <VLAN number > (thanks to which the  router  will  know  how  to  mark,  i.e.  tag  each  frame  from  a  given  sub-interface)  and assign the appropriate IP addresses for each sub-interface as shown in the figure below. 
[image: ] 
Figure 9.28 Configuring Router-on-a-stick 
It  remained  for  us  to  carry  out  tests  of  communication  between  VLANs.  Through  the configuration  process,  we  could  already  understand  how  the  idea of  Router  on  a  stick works, in which the router is the default gateway for each VLAN and it is he who performs routing  between  VLANs.  Until  this  router  is  included  in  the  network,  VLANs  cannot communicate with each other. 
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Figure 9.29 Traffic from VLAN10 to VLAN30 
The  figure  above  shows  how  the  communication  between  VLANs  looks  like.  Using  the PING commands, you can confirm the path traveled by the packet, which is shown in the figure below. 
[image: ] 
Figure 9.30 PING between VLAN10 and VLAN30 
[image: ]
Figure 9.31 PING between VLAN20 and VLAN10 
9.3  	 Configuring 	 Cisco 	 Switches 	 in 	 the 	 IOS 	
9.3.1  Basic Information 
In order to start configuring the switch in a real environment, you will need to have any computer with a COM port ( RS232 ), a  console cable and, of course, the switch itself. We connect the computer to the switch in the same way as in the case of a router, so we will not describe it here again. 
[image: ] 
Figure 9.32 Correct console connection 
The connection to the switch is established in the same way as in the case of a router, using the  Terminal  application.  In  the  configuration  window  that  appears  after  starting Terminal , do not change any parameters and click OK . 
[image: ]
Figure 9.33 Correctly log into the switch 
9.3.2  Basic Switch Configuration Modes 
Unlike  routers,  switches  do  not  have  a  wizard  mode,  so  they  must  be  configured  only manually. Basic functions such as navigating the console, using help, and even checking the status of the device look analogous to routers, so they will not be described again. 
9.3.3  Interface Configuration 
The configuration of a given interface is analogous to the configuration of the interface in a  router.  First,  we  go  into  the  global  configuration  mode,  and  then  using  the  interface command   interface <type><number>  we configure the interface. You can change the port bandwidth using the command  speed <bandwidth of Mb/s> . 
[image: ]
Figure 9.34 Change interface bandwidth 
Another interface parameter that we can configure is duplex mode. The mode is set with the command  duplex <mode> , where the available modes are:  full, half  and  auto . 
[image: ]
Figure 9.35 Changing the duplex mode of the interface 
Another  option  is  to  configure  the  interface  to  use  VLANs.  If  the interface is to be in Access  mode  and  only  one  VLAN  is  to  belong  to  it,  we  use  the  switchport mode access command to set the interface mode to  access , and then assign the interface to a specific VLAN with the switchport access VLAN command  switchport access vlan  [number] . On the other hand, if the interface is to work in  trunk mode, instead of the two previous commands, enter  switchport mode trunk . How to use these commands is described in the chapter on VLAN configuration. To assign  VLANs to the Trunk port we use the switchport trunk allowed vlan command switchport trunk allowed vlan [all or VLAN number] ,, of course the default option is  all. 
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Figure 9.36 Changing the mode of operation of ports and assigning VLANs 
9.3.4  VLAN Configuration 
We  will  start  by  creating  the  following  topology,  on  the  example of which we will configure VLANs: 
[image: ]
Figure 9.37 Topology for switch configuration (Example 9.3.4.pkt) As you can see, the topology predicts the existence of three VLANs – VLAN 10, VLAN 20 and VLAN 30. So we'll start by creating them on the switches. To create a VLAN, we must  first  enter  the  global  configuration  mode  and  use  the  command  with  the  syntax: vlan [number] .. We can then name the virtual network by using the  name command. We  return  to  the  global  configuration mode with the  exit  command,  and  then  create the second necessary VLAN and the third. Repeat on the second switch as well. 
[image: ]
Figure 9.38 Create VLANs on the switch 
If we do not give VLAN a name, it will get the default name, in the above case it would be VLAN0010. VLANs can also be deleted, we do this by typing the command  no vlan [number]  in the  global  configuration  mode.  Now  let's  check  if  the  corresponding VLANs  have  been  created  correctly.  To  do  this,  we  need  to  enter  privileged  mode  and then use the  show vlan command. 
[image: ]
Figure 9.39 Show vlan command on a switch 
We  can  find  here  information  about  VLANs  that  were  created  on  the  switch  and  what ports  are  assigned  to  the  VLAN  data.  We  will  start  by  assigning  those  interfaces  that connect computers to the switch. So we enter the  global  configuration  mode,  and  then the  interface,  in  the  way  already  described  above.  These  interfaces  belong  to  individual VLANs and connect to end devices, so they will work in  Access  mode. 
[image: ]
Figure 9.40 Changing the operating modes on the switch interfaces Similarly, it should look on the second switch with the corresponding change of interfaces. Next, proceed to change the operating mode of the interface, connecting both switches. It connects two network devices and will transmit data from several VLANs, so it will work in  Trunk mode.  
[image: ]
Figure 9.41 Change the interface mode to Trunk 
To  perform  connection  tests  between  once  whether  computers  in  the  same  VLANs  can communicate with each other. 
[image: ] 
Figure 9.42 PING between VLANs 
9.3.5  Configuration of Virtual Terminals (Telnet, SSH) 
In the case of switches, as for routers, they can be configured remotely from LAN or even VAN via virtual terminals such as  Telnet or  SSH . Now let's create the following topology. 
[image: ]
Figure 9.43 Topology to configure remote configuration 
T o  co nf igu r e  a s w itc h  to  con ne c t to  it v ia  T e ln e t or  S SH , you  must first give it an IP address so  that  it  is  visible  on  the  network.  Configure  the  VLAN1  interface  and  give  it  an  IP address, e.g.   192.168.0.254/24 . 
[image: ]
Figure 9.44 Giving an IP address for VLAN 1 
After such a configuration, computers in the topology will be able to communicate with the switch, e.g. using the PING command, however, if we try to connect to it using Telnet, we  will  receive  the  message  Connection to 192.168.0.254 closed by foreign host , as you can see in the figure below. 
[image: ] 
Figure 9.45 Attempt to communicate with a switch 
To  connect  to  the  switch,  we  must  enable  the  ability  to  remotely  connect  via  Telnet,  as well as enable authorization by setting a password. We do it in the same way as on a router. 
[image: ]
Figure 9.46 Activating switch access using virtual terminals Now we are able to connect to the switch using the  Telnet  protocol: 
[image: ]
Figure 9.47 Positive attempt to access the switch using the Telnet protocol Once we have access via Telnet, we can configure a more secure connection – a connection using  the  SSH  protocol.  To  do  this,  you  need  to  rename  the  switch (due to the fact that Switch  is  the  default  name  of  the  switch  and  SSH  is  a  secured  protocol,  so  it  does  not allow default values for names, among other things). After that, configure the IP domain and  generate  RSA  keys,  which  are  already  described  in  the  section  on  configuring  SSH access to the router. 
[image: ]
Figure 9.48 Configure SSH switch access 
You must also create a user (login and password) to which you will be able to log in. 
Figure 9.49 Create a user on a switch 
Next, you need to perform permission on the switch for SSH connections. 
[image: ]
Figure 9.50 Permission for internal SSH connections 
Now you need to perform a login test (access using SSH) from the computer to the switch. [image: ] 
Figure 9.51 SSH access to the switch 
9.3.6  REP Protocol 
Cisco RESILIENT Ethernet Protocol ( Cisco REP ) is a Cisco protocol used in networks known  as  Carrier  Ethernet .  Carrier  Ethernet  is  a  technology used  to build  large  WAN structures  based  on  the  Ethernet  standard.  This  technology  allows  ISR  providers  and operators  to  build  large-area,  multi-branch  corporate  networks  to  provide  standardized services.  The  primary  goals  of  Carrier  Ethernet  are  standardization,  scalability, management, reliability, and quality of service. 
The main features of the REP protocol are: 
  the protocol is owned by Cisco, 
  it is mainly used in Metro Ethernet networks based on ring topology, 
  it allows you to prevent the formation of a second layer loop, 
  it is faster than the STP protocol, it can provide short network convergence times (about 50 mS – 150 mS). 
9.3.6.1  Purpose 	of 	REP 	
The main purpose of REP is to prevent Layer 2 loops in physical and logical topologies of the following types: 
  point-to-point, 
  star,  
  bus,  
  ring. 
9.3.6.2  Basic 	Concepts 	of 	REP 	
REP  segment –  a  chain of ports  connected  to  each other and  marked (configured)  with one and the same identifier, the so-called  segment ID . The ID segment is an integer from 1 d o1024. 
A  REP edge switch  is  a  switch  located  at  the  edge  of  a  REP  segment.  Edge  port  of the REP segment (edge port) – a  port of the edge switch , located inside the REP segment. 
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Figure 9.52 An example of a REP segment in a point-to-point topology. 
[image: ]
Figure 9.53 An example of a REP segment in a point-to-point topology. 
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Figure 9.54 Sample REP segment in Ring topology 
Setting up a REP segment is very simple. On each of the ports inside the  REP  segment, use the following commands: 
SW1 (config-if)# sw mod trunk 
SW1 (config-if)# rep segment N 
where  N  is  an  integer  between  1  and  1024 ,  denoting  the  segment  ID.  On  each  switch, execute the following commands. 
en 
conf t 
interface fa1/1 
sw mod trunk  
rep segment 1 
interface fa1/2 
sw mod trunk 
rep segment 1 
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   physical topology in the Cisco Packet Tracer. 
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Physical  topologies  are  used  to  illustrate  how  network  equipment  has  been  deployed  in rooms,  buildings,  housing  estates,  etc.  It  shows  the  actual  wiring  process,  taking  into account,  among  others,  such  factors  as:  distance  between  devices,  wireless  network coverage  or  length  of  cables  connecting  given  devices.  Before  you  describe  physical topologies  in  detail,  you  must  create  a  logical  topology,  along  with  a  description  of  the buildings.  In  this  example,  this  is  the  following  logical  topology,  which  will  be  used further as the basis for creating a physical topology. 
[image: ]
Figure 10.1 Example logical topology 
The assumptions necessary to create a  physical topology are: 
  Buildings 1 to 4 are located in city A, while building 5 is located in city B.   
  Connections between buildings will use optical fibres. 
To create a physical topology, start by switching the program to Physical mode.   To do this, click the icon in the upper-left corner of the workspace. In the same place, you can  return  to  logical  topology  design  mode  at  any  time.  You  can  also  use  the  keyboard shortcuts  Shift + P for physical topology and  Shift + L for logical topology. 
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Figure 10.2 Switch to physical view 
When you switch to  Physical  mode, the physical topology design mode appears. We have four types of locations at our disposal where we can place devices. These are:  Intercity (the  largest  area,  covering  the  entire  working  area), City  (city),  Building  (building), Wiring  Closet  (rack  cabinet  with  equipment,  i.e.  e.g.  the  main  distribution  point  or intermediate distribution point). 
It is not a tool for advanced structural network designers, but it is suitable for teaching the basics  of  network  design,  for  example,  for  creating  basic  network designs (mainly for educational purposes). An example of a physical network project is described in a separate chapter. Physical devices form a kind of hierarchy – the main area contains cities, cities contain  buildings,  buildings  contain  devices,  etc.  However,  it  is  not  necessary  to  accept this hierarchy as binding, it is possible to place a given device, for example, directly in the city. 
By default, each topology contains one city, one building in it, and as many stations in the building as needed to accommodate all the equipment. 
 
 Physical Topology in the Cisco Packet Tracer 
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Figure 10.3 Program window in Physical mode 
You can zoom in and out of the physical topology view as you see fit using the magnifying glass icons in the top bar. In physical topology, you can move in two ways. The first is to click the mouse on the location of the object in question, which can be opened. To return one level higher, use the  Back button on the navigation bar at the top. 
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Figure 10.4 Navigation bar 
The navigation bar shows the name of the location that is currently open. The second way to  navigate  the  physical  topology  is  to  click  the  NAVIGATION  button.  A  list  of  all existing locations opens. 
[image: ]
Figure 10.5 Intercity locations 
 
 Physical Topology in the Cisco Packet Tracer 
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Figure 10.6 Window with a list of existing locations 
The list is presented in the form of a table. On the left there are the names of the locations along with their location in the hierarchy. We can also collapse specific fragments. On the right,  however,  you  can  see  the  types  of  locations  –  City ,  Building ,  Device ,  Wardrobe ( Wiring Closet ). To move to any of them, click on it, and then on the  Jump to Selected Location button. 
The appearance of the stations with the equipment is significantly different from the view of the city or building, because it shows the physical appearance of the equipment, along with such elements as diodes and interfaces. The equipment can be located in rack cabinets (devices such as routers, switches, access points or servers) or on tables (devices such as computers, laptops or tablets). 
Each  station  can  contain  a  maximum  of  three  cabinets  or  tables,  which  means  that  the number of devices it can accommodate is limited. 
 Physical Topology in the Cisco Packet Tracer 
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Figure 10.7 The appearance of rack cabinets with devices 
We begin to create a physical topology. It provides for two cities – city A and city B. One city  is  always  created  by  default,  its  name  should  be  changed  to  "City  A".  To  do  this, click on its old name, and then type a new one. If this is successful, enable options  Options  Preferences   Interface   Show Device Name Labels (Ctrl+R) in PT. Then,  add  another  city  to  the  workspace.  To  add  a  site,  use  the buttons  at the  top of  the workspace. 
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Figure 10.8 Buttons for adding city, buildings 
The  New City button adds a new city,  new Building a new building, and  New Closet adds a new station with equipment. In this case, click New City, and then the new city should appear  in  the  workspace.  By  default,  new  objects  appear  in  the  upper-left  corner  of  the area, so drag them to a different location so that cities don't obscure each other. Then, as in the case of the first city, change its name. 
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Figure 10.9 Two Cities in the Cisco Packet Tracer 
Next, you need to create all the buildings you need. To do this, the location  City A should be opened. A total of four buildings will be located in this city. Since the first, one default building is already in this city, you should add only three buildings (Building 2, 3, 4) in a manner analogous to adding cities using the  New Building  button, and then rename them to: 
Building 1 ,  Building 2 ,  Building 3 ,  Building 4 . 
 
 Physical Topology in the Cisco Packet Tracer 
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Figure 10.10 Created buildings 
The  next  step  is  to  create  equipment  stations  in  the  buildings.  Positions  with  equipment are created in the same way as cities or buildings. Enter the building where the appropriate cabinets are to be created (installed) (using the New Closet  button). 
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Figure 10.11 For example, arranged desks and rack cabinets All  cities,  buildings,  and  positions  (except  for  one  named  Intercity ,  which  includes  all newly  added  devices  by  default)  can  be  removed  by  clicking  the  cross  symbol  in  the toolbar and then on the object that needs to be removed. After creating the stations in the same way in other buildings, you can proceed to the next stage, i.e. placing devices in the topology. 
10.1  Arranging 	 Devices 	
To  move  a  device  to  a  location,  you  must  first  open  its  current  location  by  any  means. Then click the  Move Object button, click on the device you want to move, and select its new location from the list. The device will be moved. In the same way, you can also move positions, buildings, and cities (but keep in mind that you can't move a larger object to a smaller object, such as a city to a building). 
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Figure 10.12 Changing the position of the device 
10.2  Physical 	 Cable 	 Lengths 	 and 	 Distances 	 In physical topologies, the actual distance between devices is taken into account (measured as the length of the physical cable in meters or feet). The unit of measurement of length is set using the  Options   Preferences   Interface   Use Metric System .  The length of the cable can be checked by guiding the mouse cursor over the cable. The actual distance between the devices determines whether communication will be possible. For connection by UTP or STP copper wire, the maximum distance is 100 m, with a longer connection, the devices will not be able to communicate. If devices more than 100 m apart are combined with each other, a device must be placed between them to amplify the signal, e.g. a repeater, which will amplify the signal, or, as in the case of our topology, use optical fibres. 
 
 Physical Topology in the Cisco Packet Tracer 
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Figure 10.13 Checking the length of the cable 
Distance  is  also  important  in  wireless  networks.  The  range  of  the  wireless  network  is marked with a circle as in the picture below. Only devices inside the circle are within the network coverage. 
To make it easier to orient yourself in distances, you can enable the coordinate grid. To do  this,  click  on  the  Grid  button  in  the  bar  above  the  workspace.  In  the  window  that appears, you can select the appropriate grids to decide in which  areas  ( Intercity,  City, Building ) the grid should be turned on, as well as the distances to be measured (in meters). Grid-X refers to the horizontal axis, while  Grid-Y refers to the vertical axis. You can also choose the colour of the drawn grid. 
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Figure 10.14 Grid tab 
This example enables a grid in cities that measures 200 meters horizontally and 100 meters vertically. 
[image: ]
Figure 10.15 Distance grid and cities 
10.3  Cable 	 Management 	
The  program  allows  us  in  physical  topologies  to  have  more  control  over  the  course  of wiring.  The  first  thing  we  can  do  is  to  create  bend  points  ( Bend  Points ), which are the points through which a given cable will pass. 
[image: ]
Figure 10.16 Create a point 
To  create  such  a  point,  click  the  left  mouse  button  on  the  cable,  and  then  select  Create Bend Point. The point you create is in the form of a red dot. Then we can freely drag the created point to get the desired effect. However, it should be remembered that the way the cable is routed affects its length. 
[image: ]
Figure 10.17 Cable guided using BendPoint 
Another function present in the program is the grouping of cables. Several grouped cables are routed together as if they were a single cable. To group several cables, you must first create Bend Points on them in the places where you want to group them. Then you just need  to  drag  the  point  of  one  cable  to  the  point  of  another.  In  this  way,  we  will  create Group  Point ,  which  is  a  point  that  groups  cables.  The  red  dot  will  change  to  a  yellow square. 
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Figure 10.18 Created Group Point 
In order for several cables to be routed as a single cable, they must be grouped at least two points. 
[image: ]
Figure 10.19 Several cables routed as a single 
In  addition, you  can change  the colour of the cables. To do this,  click on  the  cable with the left mouse button, and then select the Color Cable option. In the window that appears, select the colour of the cable. 
 Physical Topology in the Cisco Packet Tracer 
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Figure 10.20 Cable colouring panel 
The  acres  of  available  colours  is  very  similar  to  the  colours  used  in  MS-Paint.  You  can change  the  colour  of  all  individual  cables,  but  you  cannot  change  the  colour  of  cable groups. 
[image: ]
Figure 10.21 Coloured cables 
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11  Skill Exercises – Part II   
This chapter contains checking exercises for beginners users, testing their skills. 
[image: ]
11.1  Configure 	Devices 	 Using 	 the 	 Graphical 	Interface 	
11.1.1  Interface configuration, static routing 
Create  the  topology  shown  in  the  figure  below,  and  then  use  the  graphical  interface  to configure the routers so that  NETWORK 1 can communicate with  NETWORK 2 . Use static routing. 
[image: ]
Figure 11.1 Exercise’s topology 
Solution: 
  Create a topology as in the picture, connect the devices to each other using appropriate cables - if the device does not have the appropriate module, add it. 
  Address and enable interfaces as in the diagram  (Config tab → [appropriate interface]). 
  PING connectivity to the two default gateways within  NETWORK 1 and then within  NETWORK 2 . 
  Configure static routing in both directions  (Config tab → Static). 
  Use the tracert command to verify that  NETWORK 1 can communicate with NETWORK 2. 
11.1.2  Switch Modes, VLANs Configuration 
Start  by  creating  a  topology as  in  the  figure  below.  Address  the end devices in the right way  and  create  a  database  of  three  VLANs  on  both  VLAN10,  VLAN20 and VLAN30 switches. Assign these VLANs in such a way that only devices from a given VLAN can communicate with each other. 
[image: ]
Figure 11.2 Exercise’s topology 
Solution: 
  Create a topology as in the picture, connect the devices to each other using the appropriate cables. 
  Address the end devices so that they are on the main network (192.168.0.0/28). 
  Create a VLAN database on both switches so that the names and numbers match (VLAN10, VLAN20 and VLAN30). 
  On the  Class 1 switch on the appropriate ports, change the operating modes and assign the appropriate VLANs. 
  Repeat the same action on the  Class 2 switch. 
  Using the PING command, test communications within one VLAN, e.g. from Stand 1 to  Laptop Stand 1 , and then test communication from VLAN10 to VLAN20 (it should fail). 
 
 
11.2  Routing 	 Protocols, 	Remote 	 Management 	
11.2.1  RIPv2 and Configuration Using Telnet, Local Name Definition Create a topology consisting of four routers and several end devices and two switches, as shown below. Use fiber optic connections between routers  Split, Makarska, Dubrovnik . Then  address  the  devices  according  to  the  topology  scheme.  Each router is to be distinguished by other routers by its name (local definition of names). Also configure the dynamic  routing  protocol  –  RIP  v2,  so  that  Zagreb  can  exchange  information  with Dubrovnik , in which  Laptop Admin is to have access to the configuration of each router using  the  Telnet  protocol  (password  is  the  name  of  the  router,  e.g.  " dubrovnik "  for  the Dubrovnik router). 
[image: ]
Figure 11.3 Exercise topology 
Solution: 
  Create a topology as in the picture, connect the devices to each other using the appropriate cables. 
  Address and enable the interfaces of network devices and end devices according to the scheme. 
  Configure local name definitions on routers. 
  Configure the Dynamic Routing Protocol - RIPv2 on each router, and then test the connection between  Server and  Computer Workstation . 
  Set the configuration of the routers so that they can be accessed remotely using the Telnet protocol and then check if there is access from  Laptop Admin to Zagreb . 
11.2.2  RIPv2 and Configuration Using Telnet, Local Name Definition In the figure below, there is a topology that must be created and configured in such a way that the OSPF dynamic routing protocol ( AS 10 ) operates on the network, and each router in addition to its own ID in OSPF is to be accessible via a virtual Telnet terminal. On the SERVER HTTP device, create a web page that displays your name in green, you  want every user of the network to have access to this page. 
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Figure 11.4 Exercise topology 
Solution: 
  Create a topology as in the picture, connect the devices to each other using the appropriate cables. 
  Address and enable the interfaces of network devices and endpoints according to the topology scheme. 
  Configure the OSPF dynamic routing protocol with an AS number of  10 and a area of  0 . Each router is to have a unique defined identifier.  
  Set the routers so that they can be configured remotely using telnet and then try to access  Router 2 from  PC3 . 
  Configure index.html on the  HTTP Server device as intended. 
  Try to access the website with the address  200.10.0.2 from  PC1 . 
  Test the connectivity between  PC3 and  PC2  with the  tracert command. 
11.2.3  EIGRP and Configuration via SSH, HTTP and DNS The  required  topology  is  shown  in  the  figure  below.  Address  it  correctly  and  enable network interfaces according to the schema and configure the Dynamic Routing Protocol (EIGRP) ( AS 5 ). Also configure the routers in such a way that they can be accessed using the  SSH protocol. An IP domain is  eigrp.com . The SSH protocol is to be available on two channels:  0  and  1.  When  you  have  completed  these  steps,  edit  the  HTML  page  on  the HTTP Server so that the page displays any inscription in the middle. This page is to be available at  www.anyname.com . 
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Figure 11.5 Exercise topology 
Solution: 
  Create a topology as in the picture, connect the devices to each other using the appropriate cables. 
  Address and enable the interfaces of network devices and endpoints according to the topology scheme. 
  Configure the EIGRP dynamic routing protocol with an AS number of 5. 
  Position  the  routers  so  that  they  can  be  configured  remotely  using  the  SSH protocol. Create an admin account with admin password, use  modulus 1024 and eigrp.com domain. Set the privileged mode password to  enable . 
  Configure index.html on the  HTTP Server as intended. 
  Add an entry on the DNS server so that the  HTTP Server is available under the www.anyname.com. 
  Test the connection by using the PING command between  Personal Computer and  Server DNS . 
  Try displaying the  www.anyname.com from Personal Computer page. 
11.3  VLANs, 	Router 	 on 	 a 	Stick, 	 Remote 	Management 	
11.3.1  Switch Modes, VLAN Configuration 
Create a topology that consists of three offices connected to each other by three switches. You  have  to  configure  the  switches  in  the  right  way  so  that  the  end  devices  can  only communicate within their offices. 
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Figure 11.6 Exercise topology 
Solution: 
  Create a topology as in the picture, connect the devices to each other using the appropriate cables. 
  Address endpoint interfaces according to the topology scheme. 
  Configure the switches correctly, configure the VLAN database: three VLANs on each switch vlan10 -  OFFICE1 , vlan20 -  OFFICE2 , vlan30 -  OFFICE3 . 
  Change the modes of operation of the ports on the switches accordingly so that they match the assumptions.  
  Check if you can communicate between offices – the result should be negative. 
11.3.2  VLAN Configuration, Routing Between VLANs 
In a logical topology, there should be four switches and one router in this exercise. Create a VLAN database that will include:  VLAN11 ,  VLAN22 and  VLAN33 . According to the topology  scheme,  assign  VLANs  to  ports  and  configure  the  router in such a way that VLANs can communicate with each other. There is an additional emergency connection between  Switch 1 and  Switch 2 . 
[image: ] 
Figure 11.7 Exercise topology 
 
 
Solution: 
  Create a logical topology as in the figure, connect the devices to each other using the appropriate cables. 
  Address endpoint interfaces according to the schema. 
  Go to the switches and configure the VLAN database - three VLANs on each switch: 11 -  VLAN11, 22 -  VLAN22 , 33 -  VLAN33 . 
  Change the modes of operation of the ports on the switches accordingly so that they match the assumptions.  
  Check if you can communicate between VLANs – the result should be negative. 
  Configure the router interface and sub-interfaces to route traffic between VLANs. 
  Try to send an ICMP packet between  VLAN11 and  VLAN33. 
  The result should be positive . 
11.3.3  Remote Switch Management 
Build a simple topology that includes one wireless router, two switches, and one  Admin mobile device. Configure the switches so that the  S1 is configurable remotely using Telnet. The password is  zaq1 , the login account is  admin , and the privileged mode password is @WSX.  
In turn, the  S2 switch is to be remotely accessible using the  SSHv2 protocol – logging in is to be performed only to the  admin user account with the  admin password, while access to  the  privileged  mode  is  to  be  protected  by  a  qwerty password. An IP domain is a switch.com . 
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Figure 11.8 Exercise’s topology 
Solution: 
  Create a topology according to the drawing, connect the devices to each other using the appropriate cables. 
  Address the interfaces of network devices according to the topology drawing. 
  Make sure that the  Admin computer gets a dynamic IP address. 
  Configure  S1 so that network access can be possible using a virtual terminal and  Telnet . Use the  admin user, the password for privileged mode  @WSX , and the password for the  zaq1 terminal. 
  Configure  S2 so that network access can be possible using a virtual terminal and the  SSHv2  protocol. Use the  admin user, the privileged mode password qwerty , and the IP domain  switch.com . 
  Perform an access check using  Telnet from the  Admin smartphone to  S1 and using  SSH to  S2 . 
11.3.4  Protocol REP in Switches 
Perform REP configuration in the following point-to-point topology. 
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Figure 11.9 REP Segment Topology 
Solution: 
  Create a topology according to the figure shown. 
  Configure addressing of SALEM, PORTLAND, SAN FRANCISCO, DENVER, LINCOLN, ATLANTA, computers in the local network (next addresses: 10.0.0.1/8, 10.0.0.2/8, 10.0.0.3/8, 10.0.0.4/8, 10.0.0.5/8, 
10.0.0.6/8) 
  Make connections of SALEM, PORTLAND, SAN FRANCISCO, DENVER, LINCOLN, ATLANTA computers with appropriate switches: OREGON, MAINE, CALIFORNIA, COLORADO, NEBRASKA, GEORGIA, using Fast Ethernet 1/1 interfaces. 
  Connect the switches to each other using patch cables in TRUNK mode: 
  Fa1/2 LINCOLN  - Fa1/2 ATLANTA 
  Gi1/1 OREGON -  Gi1/1 MAINE 
  Gi1/2 MAINE  -  Gi1/2 NEBRASKA 
  Gi1/1 NEBRASKA  -  Gi1/1 COLORADO 
  Gi1/2 COLORADO  -  Gi1/2 CALIFORNIA 
  Configure the  REP  segment  number 1 in each switch using the commands: 
interface <interface name> 
switchport mode trunk 
rep segment 1
[image: ]
 
12  Working with Large Topologies 
This chapter describes the use of clouds and the basics of Multiuser mode and is intended for intermediate users. 
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12.1  Introduction 	 to 	 Device 	 Grouping 	
What is the use of device grouping? Very often, the person responsible for the design of the  network,  before  implementing  it  into  practical  operation,  creates  a  network  model using simulation programs. 
When  creating  complex  networks  that  contain  multiple  subnets,  each  with  a  different purpose and a different area of operation, network design becomes increasingly complex. Therefore, it becomes very useful for the network designer to be able to divide the network into subnets also in a graphical form. 
The main purpose of grouping devices when creating more complex networks is the need to  group  them  so  that  the  final  logical  scheme  of  the  network  with  a  high  degree  of complexity  contains  fewer  graphic  elements  depicted  on  the  screen.  Device  grouping (according  to  the  original  Cisco  Systems  Clustering  devices  nomenclature)  does  not affect the logical configuration of the network (addressing) and its functioning. The original English name in the Cisco Packet Tracer for grouped devices (as originally named by Cisco Systems) is  Cluster . The book uses the name  Cloud,  because according to the subjective opinion of the authors, this Polish equivalent most closely matches the icon representing a group of devices. 
The  Cisco  Packet  Tracer  also  allows  you  to  move  individual  devices  or  their  groups between clouds and create a hierarchical structure of clouds (sub cloud in the clouds). 
12.2  Device 	 Grouping 	 – 	Description 	of 	Tool 	 Buttons 	 At the top of the Cisco Packet Tracer is the main menu and the toolbar. On the left (under the toolbar) is a switch between the logical and physical modes of the network. In order to perform the basic operations describ e d  in  th is  s ub s e c tio n,  we  w ill set this switch to  Logical mode. 
Figure 12.1 Logical topology area 
In  the  Logical  view,  the  blue  bar  contains  the  following  buttons:  [ Root ],  Go  back  one level, New Cluster, Move Object, Set Tiled Background, Environment.  To  perform actions related to clouds, we will use the following buttons. 
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Figure 12.2 Buttons in logical topology view 
After starting the program in the logical topology view, all devices are placed at the main level  ([Root] ).  To  familiarize  yourself  with  the  program's  capabilities  regarding  the grouping of devices in the clouds, we will follow the steps described in the next subsection. 
12.3  Device 	 Grouping 	 – 	 Step ‐ By ‐ Step 	 Algorithm 	 We start by creating a simple network, consisting of a router, a switch and five computers. [image: ] 
Figure 12.3 Example topology   
To group devices into one graphic object, select a group of devices (using the  Select tool). 
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Figure 12.4 Selecting tool, located at the top left 
 Working with Large Topologies 
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Figure 12.5 Devices selected with the Select tool 
After selecting the device group, click the  New Cluster button.  [image: ] 
Figure 12.6 Create a new cloud 
We  have  created  a  new  graphic  object.  In  the  area  of  logical  topology,  a  cloud  called Cluster0 appeared. We did a simple grouping of devices in the cloud. 
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Figure 12.7 A new cloud called Cluster0 
To enter the cloud, we click on the cloud with the left mouse button. 
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Figure 12.8 Cluster0 cloud content view 
To exit the cloud, use the  Back  button.  In  this  way,  the  main  logical  topology  level  is returned. 
[image: ]
Figure 12.9 Exiting the Cluster0 cloud 
12.4  Move 	 a 	 Single 	 Device 	 From 	 the 	 Cloud 	 to 	 the 	 Root 	 Level 	 In the example below, we will continue cloud operations, that is, we will move the router from the  Cluster0 cloud to the main topology level. To move the router out of the cloud, click  Move Object , and then select the router. 
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Figure 12.10 Select a Cluster0 cloud router 
To move the router to the  Root level, we select the  Move to Root option. The router will be removed from the cloud, while the cable connection will remain, as shown in the figure below. After exiting the cloud, the router will appear at the main level. 
[image: ]
Figure 12.11 Cluster0 Cloud Topology 
At the main level, a router will appear and as you can see in the figure, the router is located outside the  Cluster0 cloud. 
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Figure 12.12 Root level topology 
12.5  Move 	 a 	 Single 	 Device 	 from 	 the 	 Root 	Level 	 to 	 the 	Cloud 	 In the following example, we will move the router from the main topology to the  Cluster0 cloud. To move the router from the  Root level to the cloud called  Cluster0 , we must first click the  Move Object button, and then select the router. 
[image: ]
Figure 12.13 Root level topology before moving the router 
After performing this option, we will notice that the router will disappear from the main level,  but  will  appear  at  the  Cluster0  cloud  level.  To  check  this,  we  need  to  go  to  the Cluster0 cloud. 
To go to the cloud we click on it. The contents of the Cluster0 cloud will appear, where you can see that the router is still properly connected to the other devices. The  Cluster0 cloud topology is shown in the figure. 
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Figure 12.14 Cloud-level topology after router transfer 
12.6  Purpose 	 of 	 the 	 Set 	 Tiled 	 Background 	 Button 	 In the Cisco Packet Tracer, you can change the icons that represent devices and configure the topology background. The example shown in this section is provided for informational purposes only. 
To take advantage of this capability, you must first create icon files that represent devices and backgrounds. They should be created using any external program that can save images in  PNG  or  JPG  format.  The  recommended  resolution  for  an  icon  file  is:  45  pixels  x  31 pixels .  Note: Higher resolutions will be automatically scaled to lower resolutions . Use the  Set Tiled Background button on the blue bar to configure the background image for the current logical topology. To change the default background of the logical topology, click the  Set Tiled Background button. 
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Figure 12.15 Set Tiled Background button 
 
At the bottom of the window, set the  Display Tiled Background Image option. Then we select the background image file using the Browse button. 
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Figure 12.16 Select a file for the background and set background display options An example of how the logical topology looks like  as  bellow showed, when you change the default values of  Background Image. 
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Figure 12.17 Topology after background change 
The  second  example  of  the  logical  topology  in  the  Cluster0 cloud after changing the default values of  Background Image and  Cluster Icon. 
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Figure 12.18 Cluster icon after changing the icon 
[image: ]
Figure 12.19 Example Topology after background change for Cluster0 
12.7  Rename 	 a 	 Cloud 	
Changing the name of the cloud can be freely carried out provided that the names of the clouds  differ  from  each  other.  This  operation  is  very  simple,  because  you  only  need  to click on the name under the cloud symbol and edit the appropriate text. Remember, however, that it is a good habit to use cloud names according to their purpose or area of application, e.g.  "Internet", "ISP", "Cellular network", "ALABAMA". It is not recommended to leave the default generated names of type "Cluster0", because in the  case  of  more  complex  networks,  they  will  not  inform  us  about  the  nature of  a  given subnet. 
12.8  Multiuser 	Mode 	
Multiuser, i.e. communication with many users, allows you to create point-to-point (peer) connections  between  many  Cisco  Packet  Tracer  instances.  What  is  an  instance?  An instance  is  the  launch  of  a  given  application  (in  this  case  the  Cisco  Packet  Tracer)  as  a separate process in an operating system, e.g. Windows. 
By enabling communication between the Cisco Packet Tracer instances, the door opens to new  types  of  tasks  and  variety  of  work  in  groups.  Communication between different Packet Tracer stations is via TCP and uses port  38000 by default. The default password is cisco. 
To  start  working  in  two  different  instances,  first  run  the  Cisco  Packet  Tracer  in  two windows and execute the two basic networks. In the first one there will be a computer and a  router,  and  in  the  second  one  there  will  be  a  router  and  a  laptop.  The  devices  are addressed as shown in the diagram below. 
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Figure 12.20 Topology to configure Mutliuser - instance 1 
[image: ] 
Figure 12.21 Topology to configure multiuser - instance 2 
After  configuring  two  networks  in  two  separate  instances,  select  the  Extensions →Multiuser →Port Visibility tab in the tabs at the top of the program to set which ports are visible in the second instance of the program. On both instances, select one port of the Router. 
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Figure 12.22 Multiuser configuration options 
[image: ]   [image: ]
Figure 12.23 Enable port visibility in another instance 
Once  you  know  which  ports  will  be  visible  in  another  instance,  set  a  default  password ( cisco )  for  connections  and  change  the  listening  so  that  all  connections  are  activated  as shown in the figure below. 
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Figure 12.24 Change your password and listening options 
This should be done in the same way in the case of the second instance. Now you need to add a new device to one of our instances (no matter which one you choose - in our example it is  Instance 1 ). This device is called  Remote Network and is named as  Multiuser . 
[image: ]
Figure 12.25  Remote Network device 
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Figure 12.26 Appearance of the topology when you add a new device According to which port we have chosen before, in order to be visible, you should pull the connection to  Peer1 and choose to create a new connection. 
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Figure 12.27 Connection to  Peer1 
We are left with the configuration of the  Peer1  cloud  so  that  it  connects  to  the  second instance, which is enabled at all times. Select the  Outgoing connection type and enter the appropriate password that you have previously set. 
[image: ]
Figure 12.28 Connection to the second instance 
If everything is well configured, then after clicking the  Connect  button, a new device with a yellowish colour should appear in  Instance 2 (number two).  Working with Large Topologies 
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Figure 12.29 New cloud Peer2 in Instance 2 
We  select  the  patch  cable  and  from  the  appropriate  interface  Router  -  Instance  2 we connect to the router, which is located in another instance. 
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Figure 12.30 Connect to a router in another instance 
To test our connection, we will address the interfaces between the routers so that they are in  the  10.10.0.0/30  network  and  on  each  router  we  will  configure  the  simplest  dynamic routing protocol –  RIPv2 . 
[image: ]
Figure 12.31 Instance 1 - ready example 
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Figure 12.32 Instance 2 - ready example 
After conducting a simple PING command from PC to Laptop, we get  a  positive result, which proves that our network between instances works in the correct way. 
[image: ]
Figure 12.33 Successful PING from PC to Laptop 
This  is  just  a  simple  example  to  show  you  how  to  configure  the  simplest  connection between instances. Of course, the possibilities are endless and you can use this function in a very interesting way, so we encourage you to experiment.
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13  DHCP Protocol for IPV4 
This chapter describes DHCP for IPv4. 
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13.1  Introduction 	 to 	 DHCP 	
13.1.1  DHCP Basics 
The  DHCP  service  is  very  widely  used  in  large  networks  that  we  encounter  every  day. This chapter describes this topic in more detail compared to what has already been written in the previous sections. For the record and consolidation, we'll discuss what DHCP is all about from the beginning: 
Unlike static IP configuration of network devices, Dynamic Host Configuration Protocol (DHCP)  provides  dynamic  configuration  for  network  devices  (hosts).  Network  device after receiving the following information: 
  IP address 
  Netmask 
  Default gateway 
  and optional DNS server address 
can communicate with other devices. Dynamic host configuration requires that there be  at least one properly functioning  DHCP server on the network. 
A DHCP server can be a computer with a network operating system installed (e.g., Linux, Windows Server, or another) or any router running a DHCP service (e.g., a Cisco or other router,  MikroTik,  a  wireless  ISR  router).  The  most  important  configuration  information obtained from the DHCP server is: 
  Assigned host IP address, 
  Assigned host subnet mask, 
  Assigned default gateway address, 
  DNS server address 
  Lease time, i.e. the time for which a given configuration applies to us The principle of the DHCP service (the dynamic process of obtaining configuration data from a DHCP server) consists of four phases, shown in the following figure. 
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Figure 13.1 How the DHCP service (process) works 
13.1.2  DHCP Phases 
Phase 1: Searching for a DHCP server 
The client ( PC ) sends a DHCPDISCOVER message to the entire network to get feedback on whether a DHCP server exists on the network. In general, there can be three situations: 
  there is no DHCP server on the network, or the network is corrupted and the client does not have access to the DHCP server,  
  There are multiple DHCP servers on the network,  
  there is only one DHCP server on the network. 
Let's answer the following question:  What happens if a client does not have access to DHCP? If for any reason the client cannot receive a response from the DHCP server, by default it receives a random IP address from the  169.254.0.0/16 subnet. In this case, the customer will receive an address from the range of: 
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The above address range is intentionally designed to avoid accidental conflicts with other host  addresses  on  the  network.  This  range  is  officially  recognized  as  a  reserved  pool  of part of the Class B addresses, only for DHCP failure to obtain dynamic IP (see  RFC 3927 ). Examples illustrating this situation can be found in the figures below. 
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Figure 13.2 The network is working properly and there is no DHCP server configured 
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Figure 13.3 The network is corrupted and there is no access to the DHCP server Let's answer the next question:  What happens when we have multiple DHCP servers on our network? 
If  we have multiple  DHCP servers  in  the network offering IP  address configuration, the client will choose the offer that will be  the first to be received from any DHCP server (i.e. the client will choose the DHCP server that first reported). The remaining servers will not be supported. Below we see a situation in which there are two running DHCP servers on the network (for example, one of them offers configuration on the  192.168.0./24 subnet, and the other on the  10.0.0.0/8 subnet). 
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Figure 13.4 The network is working properly and contains two DHCP servers In the presented example, a PC can get the following configuration: 
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Figure 13.5 PC configuration obtained with Router 
or configuration: 
[image: ]
Figure 13.6 PC Configuration obtained from DHCP Server Next, let's answer the next question. 
What happens if we have one DHCP server on the network? If  we have only one  DHCP  server  in  the  network,  this  is  the simplest  situation,  because the offered configuration of IP addresses will always be sent from only one server. After completing  Phase  1,  the  DHCP  server  found  responds  to  the  client  with  a  message containing an addressing offer (the server moves to perform Phase 2). Phase 2: Send a DHCP server proposal to all DHCP clients The  DHCP  server  sends  a  DHCPOFFER  message  to  all  DHCP  clients  (DHCP  hosts) containing  the  proposed  address  parameters.  The  main  transmitted  parameters  are contained in the DHCPOFFER message fields: 
  YIADDR (ang.  your IP address ) – the proposed IP address of the host, 
  Subnet Mask – subnet mask, 
  Source Address – source address (IP address of the DHCP server), 
  Destination Address – broadcast destination address (255.255.255.255), In  this  way,  clients  receive  information  about  which  server  reported  first  ( Source Address ) and which address it offers to the client ( YIADDR ). 
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Figure 13.7 Send a DHCPOFFER response from the DHCP Server Phase 3: Send a request for approval of a proposal to the DHCP server The DHCP server waits for  DHCPREQUEST  messages  from  clients.  The  rule  applies "the  customer  who  confirmed  the  offer  first  is  the  first ".  For  example,  PC  1 .  PC  1 sends  a  DHCPREQUEST  message  to  the  DHCP  server  requesting  that  the  offered address configuration be assigned. 
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Figure 13.8 Send a DHCPREQUEST request to the DHCP server Phase 4: DHCP server approval of the addressing proposal After completing Phase 3, the DHCP server sends a  DHCPACK message confirming the DHCP client's request and assigns address parameters (and their validity time, i.e.  lease time ).  The  default  lease  time  varies  and  depends  on  the  operating  system  that  offers DHCP. The process of dynamically configuring client addressing is completed. 
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Figure 13.9 Send DHCPACK confirmation to DHCP client - Configuration completes 
PC 1 has been assigned an address configuration and is therefore ready to communicate with the network. 
13.2  Configuring 	 DHCP 	on 	 the 	 Server 	
Before configuring the DHCP server service, we will configure its server network adapter, i.e. we will assign the following address data to it: 
  IP address of the server, 
   subnet mask, 
  default gateway (optional) 
As it has often been reworked, we will let go of showing how to do it and go straight to the configuration of the service. 
13.2.1  Configuring the DHCP Server Service 
Setting  up DHCP  on  the  server  is  very  easy.  To do  this,  activate  the  DHCP  service  and enter the appropriate values into the following fields in the  Services   DHCP : 
  Pool Name – name of the IP address pool, 
  Default Gateway – default gateway address, 
  DNS Server – the address of the default DNS server, 
  Start IP Address – the initial (first) address in the IP address pool, 
  Subnet Mask – subnet mask, 
  Maximum number of Users – the maximum number of IP addresses in the pool. To configure DHCP on the server, follow these steps: 
Step 1. We choose a service 
Select  DHCP Server , go to the Services tab, and then select the  DHCP service. Step 2. We activate the DHCP service 
Select the  On option for DHCP. 
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Figure 13.10 Activate DHCP on the server 
Step 3. Configure DHCP service parameters 
We fill in the appropriate fields for the service: 
  Pool Name – name of the IP address pool, 
  Default Gateway – default gateway address, 
  DNS Server – the address of the default DNS server, 
  Start IP Address – the initial (first) address in the IP address pool, 
  Subnet Mask – subnet mask, 
  Maximum number of Users – the maximum number of IP addresses in the pool, 
[image: ] 
Figure 13.11 Configure DHCP parameters on the server 
Step 4. We approve DHCP parameters 
To confirm and save DHCP parameters, click  save . 
 DHCP Protocol for IPV4 
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Figure 13.12 Saving DHCP parameters to the server 
Step 5. We check the operation of the DHCP service 
PC1,  PC2,  PC3  received  IPv4  configuration  from  Server1.  We  can  check  this  without using the command line or configuration windows. To check the current configuration of IP addresses for a given device, we move the mouse pointer to the appropriate computer icon.  A  small  information  frame  in  grey  will  be  displayed,  which  will  show  us  the configuration data of a given computer: the current IP address, subnet prefix, DNS server address. 
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Figure 13.13 Check IPv4 addresses on PC1 
 
We can also check whether the computers are communicating with the server. We use the single envelope symbol and ping from  PC 1 and  PC 2 to the  DHCP Server. 
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Figure 13.14 Check the communication of computers with the server 
13.2.2  Erasing DHCP on the Server 
The term "Erasing DHCP on the server" is understood to mean disabling the DHCP service or deleting the address pool in the DHCP service.  
13.2.3  Disabling DHCP on the Server 
Select a DHCP server. In the  Services  DHCP tab, select the  Off  option.  
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Figure 13.15 DHCP server is disabled 
13.2.4  Deleting DHCP Address Pool on the Server 
You  can  only  remove  an  address  pool  from  the  DHCP  server  service  if  you  have  more than one pool. When we have only one pool defined, it must remain (it cannot be deleted). Suppose you have two address pools defined: 
  serverPool (5 addresses in subnet 10.0.0.0/24) – pool one, default, 
  secondPool (50 addresses on the 192.168.1.0/24 subnet) – second pool. 
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Figure 13.16 Defined DHCP address pools 
To  delete  the  pool  called  secondPool ,  go  to  the  Services  DHCP  tab,  select  the secondPool pool, and then click the  Remove button. 
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Figure 13.17 Delete a DHCP address pool 
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Figure 13.18 DHCP address pool has been removed 
13.3  Configuring 	 DHCP 	on 	 Your 	 Router 	
In this example, we will configure the DHCP service as intended in the following table. 
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Table 13.1 DHCP configuration data 
We will use the above configuration data for the topology shown in the figure. 
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Figure 13.19 Network topology with DHCP server router and DHCP clients Before  configuring  the  DHCP  service  on  the  router,  we  need  to  make  sure  that  the configurations of the router interfaces have been performed correctly. The interface should have the address 192.168.0.1 with a subnet mask /24. 
If  the  configurations  of  the  router  interfaces  are  correct,  then  we  proceed  to  the configuration of the DHCP server router. 
Configuration of the  Router (DHCP server) will be performed in the following stages: 
  configuring the Fa0/0 interface (default gateway) of the DHCP server,  
  configure the address pool on the router,  
   displaying an array of assigned addresses, 
  checking the operation of the service and the communication of computers with the router. 
Configuring the Router Interface (DHCP Server) 
We perform the configuration of the default gateway (Fa0/0 interface) of the Router router using the CLI command line. 
We go to the global configuration mode and address the interface in the appropriate way and enable it. 
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Figure 13.20 Configure the Router's Fa0/0 interface as the default gateway 
13.3.1  Configure the Router (DHCP Server) Address Pool 
After  configuring  the  default  gateway,  we  proceed  to  the  proper  configuration  of  the DHCP service on the router. 
Practical note: after each change of DHCP configuration, we must renew the addressing lease on computers (DHCP clients) using the  ipconfig /renew command. 
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Figure 13.21 Renew your addressing lease on PC1 
Our  first  task  will  be  to  inform  the  router  that  its  own  address  cannot  be  assigned  to computers (DHCP clients). 
If we do not do this, there may be an address conflict on the network (so-called  duplicate IP addresses may occur on the network). 
To  do  this,  use  the  ip  dhcp  excluded-address  command  in  the  router's  global configuration mode to indicate to the router a range of addresses that will not be allocated to DHCP clients.  
In our case, the command will have the following form: 
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Figure 13.22 Router line with a command to exclude one address from the DHCP pool 
Now we move from the global configuration mode to the address pool configuration mode on the DHCP router-server. The command used for this is  ip dhcp pool <name> 
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Figure 13.23 Router line after entering DHCP pool configuration mode Now  we  can  configure  the  DHCP  pool  (according  to  the  data  at  the  beginning  of  this subsection). For this purpose, we will use the following commands, described below: default-router <IP address>  - specify the default gateway dns-server <IP address>  - DNS server determination network <IP address> <netmask>  - the network from which addresses will be assigned 
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Figure 13.24 Router line with commands to configure the DHCP pool. We use the  show running–config command to check the DHCP configuration. 
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Figure 13.25 A portion of the configuration of the current router with DHCP configuration commands. 
13.3.2  Viewing the Assigned IP Address Array in DHCP 
To display the array of assigned IP addresses on the router (DHCP server), we execute, in privileged mode, the command  show ip dhcp binding . 
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Figure 13.26 An array of assigned IP addresses by DHCP. 
The following displayed columns contain the following information: 
  IP address -  assigned IPv4 address to the end device, 
  Client ID/Hardware address -  MAC address of the device's network card, 
  Lease expiration -  IP address lease validity (unspecified here – the Cisco Packet Tracer does not support this option), 
  Type -  how to assign an IPv4 address to the end device. 
13.3.3  Verifying the DHCP Service Is Working on the Router After  completing  the  configuration  of  the  router,  we  check  whether  the  computers  have received  the  correct  addressing.  The  best  and  surest  way  is  to  renew  the  IP  lease  on  all computers using the  ipconfig /renew . 
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Figure 13.27 Renewed addressing lease on PC1 and PC2. 
Next, we can check the communication of computers with the router. To do this, we will use the  ping command or the symbol of a single envelope. As you can see in the figure, the ping response is correct.  
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Figure 13.28 Example of checking communication between PC 1 and a router with the address 10.0.0.1 
We  can  also  check  the  communication  between  computers,  for  example,  between  PC  1 and  PC 2 . 
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Figure 13.29 Example of checking communication between PC1 and PC2 
13.3.4  Deleting the DHCP Configuration on the Router (DHCP Server) In order to remove the current DHCP configuration on the server (Server2 router), we will use the previously learned commands and the keyword no, adding it at the beginning of the configuration commands: 
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Figure 13.30 Commands that remove the current DHCP configuration from the Server2 router. 
13.3.5  Deleting DHCP Configurations on Computers (DHCP Clients) To  remove  the  current  DHCP  configuration  on  clients  (PC1,  PC2),  we  will  use  the ipconfig command with the  /release  option.  The  command  must  be  executed  on  all computers.  
[image: ]
Figure 13.31 Command to remove the current DHCP configuration from PC 1 
13.4  DHCP 	on 	a 	 Network 	 with 	Multiple 	Routers 	 When dealing with networks composed of many routers, it becomes a bit more difficult to configure  DHCP.  By  default,  each  router  divides  the  network  into  separate  broadcast domains and therefore they cannot forward DHCP messages between routers. However, this is possible provided that we configure the so-called  intermediary routers to forward DHCP requests ( broadcast messages ) to the correct DHCP server. We will apply the topology shown in the figure below. 
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Figure 13.32 Network topology with multiple intermediary routers We assume that the routers have been configured correctly - they have been addressed as in the diagram and the RIPv2 routing protocol between connections has been configured. In this example, we will configure DHCP on a network consisting of multiple intermediary routers and a router acting as a DHCP server, as intended in the following table. 
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Table 13.2 DHCP Configuration Parameters 
Configuration of  a network  consisting of multiple  intermediary routers and a router that acts as a DHCP server will be performed in three steps. 
13.4.1  Set Up an Intermediary Router 
To configure an intermediary router, we select the nearest router connected to the subnet of computers. In this example, the intermediary router closest to the subnet of PC1, PC2, and Laptop is Router1. 
To configure it for the role of message forwarding to the DHCP service running on router Router3, we need to execute the command 
ip helper-address <adres serwera DHCP> 
and we perform them on the interface to which queries for a dynamic IP address come. 
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Figure 13.33 Router1 router line with commands to configure DHCP server address 
Router1  can  now  forward  DHCP  messages  from  computers  to  routers  with  the  address 
200.0.0.6. Similarly,  Router2 should be configured. 
13.4.2  Start DHCP and Configure the Address Pool 
In order to start and configure the address pool  DHCP_Server of the router   Router3 , we need to set the following parameters 
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Figure 13.34 Router3 router line with DHCP Server configuration commands After  configuring  the  address  pool  of  the  R3  main  router,  we  can  check  what  addresses have  been  assigned  to  the  computers.  Computers  PC1...  PC4  obtained  IPv4  addresses using the automatic DHCP service. 
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Figure 13.35 Obtained IP address on Laptop 
13.4.3  Check the Array of Assigned IP Addresses on the Router To  display  the  array  of  assigned  IP  addresses  on  the  router  ( DHCP  server ),  we  use  (in privileged mode) on the router the command 
show ip dhcp binding 
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Figure 13.36 Current router table with DHCP address quotas 
13.5  Configuring 	 DHCP 	on 	 the 	Wireless 	 Router 	
13.5.1  Configuring DHCP on the WRT300N 
In  this  example,  we  will  configure  DHCP  on  the  ISRWRT300N  wireless  router,  as intended in the following table. 
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Table 13.3 Configuring Wireless DHCP on the WRT300N 
We will use the above configuration data for the topology shown in the figure.  DHCP Protocol for IPV4 
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Figure 13.37 Network topology with WRT300N router and wireless clients In  the  local  wireless  network  we  will  place  three  devices  equipped  with  Wi-Fi  network adapters  (DHCP  clients):  PC, Laptop and Smartphone ,  and  the  WRT300N  wireless router  acting  as  a  DHCP  server  and  default  gateway.  In  addition,  we  will  connect  the Internet interface of the  WRT300N router, with an external cable network consisting of a switch:  Switch0 , router  R1 and  DNS server with the address 10.0.0.6. If you want to configure DHCP so that endpoints are randomly assigned IP addresses from a specific address pool on the 192.168.0.0/24 subnet, follow these steps: Step 1. Connect Laptop (ADMIN) to WRT300N 
We connect the  Laptop (ADMIN) to  Ethernet port 1 of the  WRT300N  router, using an Ethernet cable (simple). 
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Figure 13.38 Connecting Laptop (ADMIN) to WRT300N to configure the router Step 2. Configure Laptop (ADMIN) 
We configure a static IP address and subnet mask for the Ethernet  Laptop(ADMIN) network  adapter  (any  address  except  192.168.0.1,  since  it  is  the  default  configuration address of the WRT300N router). Configuration can be done using the  IP Configuration applet in the  Desktop tab. 
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Figure 13.39 Configuring the Static IP Address of the Laptop(ADMIN) Device Step 3. Launch a Web Browser on Laptop (ADMIN) 
On  laptop  (ADMIN)  we  run  a  web  browser.  To  do  this,  select  the  Laptop  computer (ADMIN), the Desktop tab, and then the  Web Browser applet. 
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Figure 13.40 Applet Web Browser 
Step 4. Enter the default configuration address of the WRT300N router In  the  Web  Browser ,  in  the  URL  field,  enter  the  default  configuration  address  of  the router  192.168.0.1 and click the  Go button. 
[image: ]
Figure 13.41 Default configuration address for WRT300N 
Step 5. Log into the WRT300N router 
In the browser, the  Authorization window will appear, in which we must enter the login and password for the router. By default, these are:  admin, admin . 
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Figure 13.42 Authorizing access to the WRT300N router 
 
Step 6. Enable DHCP Server service 
The window of the  WRT30N router configuration program will appear, in which we must go to the  Setup menu and the  Network Setup option. 
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Figure 13.43 Network Setup menu and Network Setup option We need to set the following fields:  IP  Address  to  192.168.0.1  and  Subnet  Mask to 
255.255.255.0. You must also select DHCP Server:  Enabled . 
Step 7. Configure the address pool in DHCP 
In the Network Setup option there is a section called DHCP Server Settings that we need to configure. In this section, we set the following required DHCP parameters described in the assumptions: 
  Start IP Address  - the first available IP address (in our example 192.168.0.11) 
  Maximum number  - the maximum number of users dynamically getting IP addresses (in our example, four users) 
  Static DNS 1  - DNS server address (in our example 10.0.0.6) Note:  The  field  named  IP  Address  Range  contains  a  range  of  dynamically  assigned  IP addresses. It  is  automatically generated  after  the  configuration  is  approved based on  the values provided in the fields:  Start IP Address, Maximum number . 
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Figure 13.44 DHCP Server Settings section 
Step 8. Save the configuration of the WRT300N router 
Once  the  configuration  of  the  DHCP  address  pool  is  complete,  we  must  save  it  so  that when the router is restarted, the configuration that we have just done  is  loaded.  To  save the configuration, go to the bottom of the screen of the current window and click the  Save Settings  button. 
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Figure 13.45 Button to save the current configuration of the WRT300N router We  receive  a  message  confirming  that  the  settings  have  been  saved and click on the "Continue" link. 
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Figure 13.46 A message confirming that the settings of the WRT300N router have been saved. 
Step 9. Perform final activities 
After  saving  the  router  configuration,  we  check  whether  the  end  devices  are  turned  on, connected  to  the  wireless  network  and  whether  they  have  received  the  appropriate  IP addresses from the DHCP service. 
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Figure 13.47 Dynamically obtain the right IP address 
13.5.2  Configuring DHCP Based on MAC Addresses 
This example is a modification of the previous one (addressing and topology are the same). Now we will assign  IP addresses based on the  MAC  addresses of the end devices. This technique  is  referred  to  as  MAC  Reservation .  It  works  by  assigning  only  a  specific  IP address to a specific physical MAC address. 
To configure the DHCP service based on MAC addresses, we must first create a table of MAC  addresses  and  corresponding  IP  addresses,  which  will  facilitate  our  subsequent configuration. The subnet addressing in our example is listed in the following table. 
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Table 13.4 Assignment of MAC addresses to IP addresses for end devices. Step 1. Log into the WRT300N router from a Laptop (ADMIN) 
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Figure 13.48 Logging in to the WRT300N 
Step 2. Configure MAC address assignments 
We  perform  DHCP  configuration  using  IP  addresses  based  on  MAC  addresses.  The window of the  WRT30N router configuration program will appear, in which we must go to the  Setup menu and the  Network Setup option. Click the  DHCP Reservation button. A dialog box appears that contains the following sections: 
  Select Clients from DHCP Tables - selection of clients from the DHCP table, 
  Manually Adding Client -  manual adding of DHCP client, 
  Client Already Reserved -  list of reserved DHCP clients 
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Figure 13.49 Manually Adding Client section 
 
Now we add the names of the end devices, the IP addresses to be assigned and the MAC addresses, thanks to which the server will know to whom to assign which IP address. Step 3. Save the configuration of reserved MAC addresses 
To save the added configurations of MAC address ranges to IP addresses, we need to go to the  Clients Already Reserved section and click on the  Save Settings button. 
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Figure 13.50 Saving settings in the Clients Already Reserved section Step 4.  Perform final activities 
After  saving  the  router  configuration,  check  whether  the  end  devices  are  turned  on, disconnect the  Laptop (ADMIN) device from the  Wireless Router and proceed to check the DHCP server configuration with address reservation. 
Step 5. Verify the operation of DHCP based on MAC addresses Having saved the configuration of the router, we can see that all wireless connections have been broken for a while and then compiled again, only this time the IP addresses that have been  assigned  to  the  end  devices  match  their  MAC  addresses.  We  can  test  it  on  a  PC device by checking what address the device has. 
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Figure 13.51 Checking the IP address of a PC device  
As we can see, the address matches the one that was reserved on the DHCP server for a given MAC address. Now, no other device will receive this IP address. 
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This chapter contains skill exercises for advanced users to test their skills. 
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14.1  Grouping 	 Devices 	 and 	 Combine 	 Two 	 Instances 	 of 	 the 	 Program 	
14.1.1  Grouping Devices 
Create the topology shown in the figure below. Then, address the network and end devices appropriately and configure the EIGRP routing protocol (AS 50) so that the two networks can communicate with each other. Then, group devices so that  Network 1 is one device group with the same name, and  Network 2 is the second device group with the same name. 
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Figure 14.1 Exercise’s topology 
Solution: 
  Create a topology as in the picture, connect the devices to each other using the appropriate cables. 
  Address network and end devices according to the scheme and enable interfaces. 
  Configure  the dynamic routing  protocol - EIGRP  (AS 50)  on  all  routers  taking into account each adjacent network.  
  Create  a  DNS  entry  on  the  DNS  Server  for  the  address  200.0.0.10  available  at www.http.com , and create an HTTP page on the HTTP Server on which it will display text "HTTP Page". 
  Group devices from  Network 1 into  Area 1 and  Network 2 into  Area 2 . 
  Test  the  connection  using  the  PING  command  between  two  groups  of  devices and try to get the site  www.http.com , from  PC 2 . 
14.1.2  Device Grouping and Multiuser Function 
Create a topology as in the figure below. You will need the Cisco Packet Tracer running twice - one time for each area. Once you've created the topology, address device interfaces appropriately and enable them. Configure the OSPF Dynamic Routing Protocol (AS 10) on the routers. Group your devices into two areas:  Area 1 and  Area 2 . Then connect the two instances together using the multiuser function using the  multiuser password and the corresponding router interfaces. 
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Figure 14.2 Area Topology 1 
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Figure 14.3 Area Topology 2 
 
Solution: 
  Following the examples of the two figures above, create a topology in two separate Cisco Packet Tracer windows. 
  Address and enable device interfaces appropriately. 
  Configure the OSPF routing protocol (AS 10) on the routers. Use router-id to recognize each router. 
  Group devices into two areas -  Area 1 and  Area 2 . 
   Connect two grouped areas together using the multiuser function. Use the multiuser password and the interfaces shown in the diagram. 
  Test the connection between  PC and  Server using any available tool. 
14.2  DHCP 	 for 	IPv4 	
14.2.1  Configuring DHCP on the Server 
In  the  logical  topology,  this  exercise  will  have  four  computer  workstations,  one  switch, and one  server  that  will  act  as  a  DHCP  server.  The  addresses  that  the  computer  stations will  receive  will  be  in  the  range  of  192.168.10.10-192.168.10.13  and  users  who  can receive  addresses  are  limited  to  four.  The  default  gateway  address  is  a  fictitious  router address: 192.168.10.254, while the DNS server address and TFTP server address are the address of our server. 
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Figure 14.4 Exercise’s topology 
Solution: 
  Create a topology as in the figure above. 
   Address the  DHCP Server device interface. 
  Enable the DHCP service on the server. 
  Configure DHCP to allocate four addresses in the range 192.168.10.10-
192.168.10.13. The default gateway is 192.168.10.254, the server address is the DNS server address, and the TFTP server address. 
  On four computer stations, switch IP addressing to dynamic and check that the stations have received the correct addresses. 
  If your positions have received the appropriate address, try using the PING command to communicate with the  DHCP server . 
14.2.2  Configuring DHCP on the Router 
Create a logical topology that consists of one router, one switch, and five end users. In this exercise, the router will serve us as a DHCP server with a pool called  POOL and addresses  
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Figure 14.5 Exercise’s topology 
Solution: 
  Transfer the configuration from the figure above to your logical topology. 
  Enter the router using the console on  Laptop (ADMIN) and address the appropriate interface and enable it. 
  Create a DHCP address pool called POOL with addresses from the 9.0.0.0/24 network, the default gateway that is this router, and the DNS server that is available at 9.0.0.254. 
  Reserve addresses in the range 9.0.0.1-9.0.0.10. 
  Switch to end devices and assign dynamic addressing to them. 
  Test the connection between the hosts and between the end devices and the Router device using any tool. 
14.2.3  Configuring DHCP on the Wireless Router 
In the Cisco Packet Tracer, create a topology such as the one shown in the figure below. The wireless network settings remain the default. Configure the router's Ethernet address to 50.0.0.1/24. The  DNS server obtains the address dynamically from the DHCP service on  the  Wireless  Router,  but  it  has  a  reservation  of  the  address  50.0.0.254  to  its  MAC address. In turn, two wireless devices randomly get addresses from the 50.0.0.0/24 pool, which  starts giving  away  addresses from  the  address 50.0.0.100. The maximum number of users is 10. 
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Figure 14.6 Exercise’s topology 
Solution: 
  Create a topology like the one shown in the figure above. 
  Configure the Ethernet port on the  Wireless Router to be assigned the address 
50.0.0.1. 
  Reserve the address 50.0.0.254 for the MAC address of the  DNS Server device. 
  Configure DHCP on the  Wireless Router to distribute addresses from the 
50.0.0.0/24 network starting at 50.0.0.100 and limited to a maximum of 10 end users. 
  From a mobile device -  Smartphone try to use the  tracert 50.0.0.254 command to perform a connection test with the  DNS Server . 
14.2.4  DHCP Configuration on a Server That Is on a Remote Network The logical topology for this exercise is shown in the figure below. As we can see, we can distinguish four routers ( Up, Left, Right, Down ), a DHCP server at the very bottom and six  end  users,  so-called  Hosts .  Address  all  devices  as  shown,  and  then  configure  the EIGRP Dynamic Routing Protocol (AS 66) between the routers. On  the  DHCP  Server  device,  configure  the  DHCP  service  to  have  three  separate  pools, named PULA1, PULA2, and PULA3. Each concerns one network - e.g. PULA1 is a pool of  addresses  at  the  Left  router.  The  default  gateways  are  the  corresponding  router addresses, and the DNS and TFTP server addresses are the  DHCP Server device address. Then indicate to the routers on the appropriate interfaces what IP address the device that acts as the DHCP server has. 
[image: ]
Figure 14.7 Exercise’s topology 
Solution: 
  Create the logical topology shown in the figure above. 
  Address and enable the device interfaces accordingly, as shown in the diagram. 
  Configure the dynamic routing protocol - EIGRP (AS 66) between routers taking into account each adjacent network. 
  On the  DHCP Server device, configure the three address pools as intended. 
  Indicate on the appropriate router interfaces where the DHCP server is located. 
  Try to get dynamically IP addresses on each end device -  Hosts . 
  Use the PING command to communicate from each network to the Down device. 
  
[image: ]
 
15  Mistakes 	Made 	 During 	 Network 	 Configuration 	 The  chapter  contains  descriptions  of  the  symptoms  and  causes  of the most common mistakes when designing and configuring computer networks as well as ways to fix them. 
15.1  Wiring 	or 	Port 	 Errors 	
The figure below shows the incorrect use of cables and connecting the correct cable, but to  the  wrong  port,  for  example,  an  Ethernet  cable  was  connected  to  the  RS232  console port. 
Causes: a simple cable was used between the switches, the computer and router devices were connected to the switch using a patch cable, the computer was connected to the router using a straight cable. 
[image: ]
Figure 15.1 Wrong cabling 
Repair: switches should be connected using a patch cable, computer and router devices should be connected to the switch using a simple cable, the computer should be connected to the router using a patch cable. 
[image: ]
Figure 15.2 Wiring condition after repair 
Symptoms: The laptop cannot communicate with the router. 
Cause:  The  correct  cable  is  connected  but  to  the  wrong  port,  i.e.  the  Ethernet  cable  is connected to the RS232 console port. 
[image: ]
Figure 15.3. Wrong port 
Repair:  remove  the  cable  from  the  RS232  port,  connect  the  cable  again  but  to  the  Fast Ethernet port. 
[image: ] 
Figure 15.4. Condition after repair 
15.2  Device 	Related 	 Errors 	
PC0 is connected to the  Switch0  switch.  Switch0 is connected to  Router0 . Why are the interface states on the  Switch0 – Router0 connection disabled (red)? 
[image: ]
Figure 15.5 Disabled port on router 
Symptoms : PC0 cannot communicate with the router. 
Cause:  The  Gig0/0  interface on  the router  is  not  enabled. Remember  that  interfaces  are enabled  by  default  on  computers  and  switches,  and  disabled  on  routers.  Therefore,  you must manually enable the correct interfaces on your router. 
Repair: Enable the Gig0/0 port on Router0. 
[image: ]
Figure 15.6 Enabled port on the router 
15.3  IP 	 Addressing 	 Errors 	
The figure below and the verbal description show incorrect IP addressing. [image: ] 
Figure 15.7 Wrong IP configuration on PC1 
Symptoms: PC1 cannot communicate with the servers. 
PC0  can  ping  any  computer,  and  PC1  can  only  ping  PC0.  Why?  The  reason  should  be sought in the addressing of PC1- it can be the wrong IP address, the wrong default gateway or the wrong subnet mask, or for example the computer has been turned off. Cause: In this example, the error is caused by an incorrect  default gateway setting. It is set to 10.0.0.2 and this is the address of the PC0. 
[image: ]
Figure 15.8 Check your IP configuration 
Repair: On PC1, set the gateway address to  10.0.0.3 (the interface address of the router to which the Switch0 is connected. 
[image: ]
Figure 15.9 Topology fragment with correctly assigned the Default Gateway The  next  example  shows  incorrect  IP  addressing  as  well  as  the  lack  of  a  properly configured DNS service. 
Symptoms: A request to view a page  www.name.com from PC1's browser does not end with an error, the page does not appear. 
[image: ]
Figure 15.10 Page request www.name.com ends with error When a PC1 user enters 20.0.0.2 into the browser, a page from  Server1 is displayed. 
[image: ]
Figure 15.11 Checking the page by IP address 
However, when the PC1 user enters the address of the  www.name.com the message "Host Name Unresolved" will be displayed. 
[image: ]
Figure 15.12 Check a page using an HTTP address 
The IP configuration is correct because all computers can communicate with each other, which is checked by ping.  Server1 contains a website called  www.name.com . The server address is 20.0.0.2. This server also acts as a DNS server. 
[image: ]
Figure 15.13 Server1 IP Configuration 
The IP addressing configuration for Server1 is correct. 
Cause: PC1 does not know the DNS server address, or the DNS service is not enabled and configured correctly on Server1. 
[image: ]
Figure 15.14 No DNS address for PC1  
[image: ]
Figure 15.15 DNS address for PC1 set correctly 
Fixed: After setting the correct DNS address (the correct address is  20.0.0.2 ) on PC1, the error  described  above  still  occurs.  You  must  now  check  the  DNS  configuration  on  the server. 
[image: ]
Figure 15.16 DNS status before repair 
Fixed: To fix the error, enable DNS in Server1 and add an A-type record that contains the www.name.com name and the IP address assigned to that name  20.0.0.2 . 
[image: ]
Figure 15.17 DNS status after repair 
Then, on PC1, enter the address:  www.name.com into the browser to check if the error has been fixed. 
[image: ]
Figure 15.18 Check a page using an HTTP address 
Symptoms:  Communication  between  PC0,  PC1  and  Servver0,  Server1  servers  is  not possible despite the correct configuration of the routing protocol. The following drawing and verbal description shows the incorrect IP addressing in the router interface. 
[image: ]
Figure 15.19 Computers between two subnets cannot communicate The network works  in  the  OSPF protocol  in  area 0. The configuration of  the  computers and OSPF has been validated and is correct. PC0, PC1 computers can communicate with each  other.  Server0,  Server1  computers  can  communicate  with  each  other.  Computers from different subnets cannot communicate, e.g. PC1 cannot connect to Server1. Cause:  In  the  example  presented,  the  cause  of  the  error  is  the  incorrect  setting  of  the interface address ( Gi0/1 ) on the  RC router. It is set to 172.0.0.5 and this address is already used for the interface ( Gi0/0 ) in the  RB router. 
Fixed: To fix the error, set the correct address to  172.0.0.6 in the RC router for the Gi0/1 interface. 
[image: ] 
Figure 15.20 Topology after repair 
[image: ]
 
16  List of the Samples and Skill Exercise’s Solutions  This  chapter  contains  a  list  of  sample  files  and  exercise  solutions  as  an  addition  to  the manual. 
16.1  The 	 Sample 	 Solution 	 Files 	
[image: ]
[image: ]
Table 16.1 List of the Sample Files 
16.2  The 	 Skill 	Exercise’s 	 Solutions 	
[image: ]
Table 16.2 List of the Skill Exercise’s Solution Files 
media/image73.jpg





media/image72.jpg





media/image75.jpg





media/image74.jpg





media/image71.jpg





media/image80.jpg
ol






media/image77.jpg





media/image76.jpg





media/image79.jpg





media/image78.jpg






media/image84.jpg





media/image83.jpg





media/image86.jpg
[

-
[ep—

[






media/image85.jpg
—vmmg

SLIEEL

EE R L






media/image82.jpg





media/image81.jpg





media/image88.jpg
w

Laptop-PT
Laptop0.






media/image87.jpg





media/image90.jpg





media/image89.jpg
23]
'i
H






media/image51.jpg
Cpupor
Liptioo






media/image293.jpg
ot

Pisical  Corfig Pogranming






media/image292.jpg
C:\oping 10.0.0.3

Pinging 10.0.0.1 vith 32 byses of dae

Beply from  bytessa timesine TTLriZE
Beply from " byvesea timecine TTLAL
Bepiy from byteseai timecims TTLei30

Reply trom brvesea simecine AL






media/image53.jpg





media/image295.jpg
= EEES
e E
e S . =
= e e

= 0 =5 T =






book_toc.xhtml
Table of Contents

 




media/image52.jpg





media/image294.jpg
@ P






media/image291.jpg





media/image59.jpg





media/image58.jpg





media/image300.jpg





media/image60.jpg





media/image55.jpg





media/image297.jpg
Swtca 1

SwiehT-Enoty
Swicnz






media/image54.jpg





media/image296.jpg
SKILL EXERCISES
- PARTI






media/image57.jpg





media/image299.jpg





media/image56.jpg





media/image298.jpg
Note - Warning: Remember to periodically save the file state during exercises
(keyboard shortcut CTRLS)






media/image62.jpg





media/image61.jpg





media/image64.jpg
HBEIEEERY






media/image63.jpg
i






media/image70.jpg





media/image69.jpg





media/image66.jpg
ed 1T






media/image65.jpg
if///:-fffaf///ﬂ
|
1

o Automaticaly Choose Connection Type






media/image68.jpg
5.





media/image67.jpg





media/image30.jpg





media/image29.jpg
Downloads.

oa

a1 Vot o ot o ith P






media/image271.jpg
= 1L
P 4
- e
-
el A s s
2 e Awat £ 104






media/image31.jpg
Select the additons tasks you would ke Setup to perform whi instaling Cisco Packet
Tracer 8.2.0 648t then cick Next.

‘Addtional shortauts:
Create a desktop shortcut
Create 3 Quick Launch shortaut






media/image273.jpg
o [C—






media/image272.jpg





media/image37.jpg
o






media/image279.jpg





media/image36.jpg
GETTING STARTED
WITH THE CISCO
PACKET TRACER






media/image278.jpg
[ 6 .

Welcome 0 ITSTART s.

P R p—






media/image39.jpg
imulation,

Area containing buttons for working in clouds and for the IoT simulation window.

‘The workspace where you create your network, configure devices, and simulate network
operation.

1941

260207
Swicn

The area containing the current working time and buttons:  [Power Cycle Devices].

The [Power Cycle Devices] button is used to delete the configuration of all devices
without any means, and after this operation, all routers and switches will have the default

[Fast Forward Time]

configuration (unless you first exceute the copy running-config startup-config
command). Therefore, it should be used with caution.

‘The [Fast Forward Time] button is used to speed up network convergence, which is
very useful for large netwarks (convergence ime can be reduced from many minutes to
seconds).






media/image38.jpg
Description of the Area

‘The menu bar contains commands: File, Edit, Options, Extensions, Help. Here you
can perform, among others, operations: Open, Save, Save as, Print.

 Cisco Packet Tracer

Fle E6t Optons Vew Tos Extensons Heb

‘The toolbar contains icons for perfoming the following operations, among other things:
New, Open, Save, Print, Copy, Paste, Unda, Redo, Zoom In, Zoom Reset, Zoom
Out, Drawing.

AEWAOCradParY QAQAADEEFE

General purpose toolbar: Select, Move Layout, Place Note, Delete, Inspect Resize
Shape, Add Simple PDU, and Add Complex PDU.

D@l f/rmeg 59\

Logical/Physical - a tool that allows you to switch between the view of the logical and
physical topology of the network.

A switch that allows the program to work in real-time mode and network simulation
mode. The simulation mode is used to observe the transmission of frames and packets






media/image280.jpg
‘Sending mailto Marek@postpl, with subject  Hedo . Mai Server: www post i
DNS resolving. Resolving name: www.post ol by querying to ONS Server:
150.150.0.5 DNS resolved p address: 150.150.0.4

Send Success.






media/image33.jpg
Cisco Packet Tracer

Sign in using one of the following options:

=®Keep me logged in
Not recommended for pubic or shared computers






media/image275.jpg
Phy; config ko> Programming  Aftrbutes

fcommana promet

Cisco Packet Tracer C Command Line 1.0
R ——1

Pinging 150.150.0.4 with 32 byses of data

Reply from 150.150 “ime<lms TTL-128
Reply from 150150 “ime<lms TTL-128
Reply from 150150 “ime<lms TTL-128
Reply from 150150 “ime<lms TTL-128

Ping stavisties for 150.150.0.4
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Bpprosimate round trip vimes in milli-seconds

Minimum = Oms, Maximm = Oms, Average = oms






media/image32.jpg
Setup wil Geate the program's shortauts in the folowing Start Menu folder.

To continue, cick Next. If you wouid ke to select a different folder, cck Browse,

Browse.






media/image274.jpg
®rct

s conte

attop | Mrogrammig  Atbuss

etartace
P Soviguraior
@oree
Stonetvasc
Detast Seewar

oHS Sener

Feetenamato

O s






media/image35.jpg
¢° Cisco Packet Tracer

Collaborate and compete with
multiple users






media/image277.jpg
(=

=





media/image34.jpg
® Packet Tracer »

0 ‘Would you ke 10 run multi-user when application starts?

=0 % |






media/image276.jpg
e

2o

D






media/image40.jpg
Teon
appearance

ion (operation)






media/image282.jpg





media/image281.jpg





media/image42.jpg
New - Create anew file

Open - Opena file

Save - savea file

Print — Print a file

Network Information  Displaying the window “Network
Description”

User Profile ~  Displaying the "User Profile” window
(containing the fields: Name, E-Mail, Additional Info)

User Profile - Displaying the "User Profile” window
(containing the fields: Name, E-Mail, Additional Info)

® |
Paste
Undo






media/image284.jpg





media/image41.jpg
An area that allows you to choose network componenis: netwark devices and cables.

ELEL

et

[ [T

Anarea that allows you to select the type of network device or cable.

Anarea that allows you o select a specific network device or a specific cable.

ErerEerrenreeE

Anarea used o observe packets during simulation.

© [amers] | Getme S D Tpe Con T Pewdc tm £






media/image283.jpg
‘Wildcard mask - a string of binary zeros and ones used to filter individual IP addresses or
their groups. Zeros indicate the IP address bits to be maiched, and the ones indicate the
bits o ignore. For example, the inverse mask for 255.285.255.0 i 0.0.0.255, which means.
matching the first 24 bits of the IP address. The inverse mask t0 the 255.0.0.0 mask is
0.255.255.255, which means matching the first 8 bits of the IP address.






media/image48.jpg
Garton -
g0






media/image290.jpg





media/image47.jpg
PopT

ZaptopeoT
Cptopo.






media/image289.jpg
- @ Trasm gl






media/image50.jpg





media/image49.jpg
Note - Warning: Remember to periodically save the file state during exercises
(keyboard shorteut CTRL+S)






media/image44.jpg
mearance | Teondesription (operation) Key
= Select e
Q Inspect ;
a Delete e
= R o L D el D |y
5 Place Note %
s Draw Line i
- Draw Rectangle N
- Draw Ellpse .






media/image286.jpg
Remote P
Remote Port

|






media/image43.jpg
Redo

Q Zoom In
Q Zoom Reset
Zoom Out

Show Workspace List (Show window containing a list of
devices) The window contains data: name, device model,
location eoordinates, connection satus

View Command Log

Custom Devices Dialog (Dialog box for creating new devices) -
based on existing devices (Dialog hox for creating new devices)
~ based on existing devices

Cluster Associations Dialog (logical topology structure mapping
dialog box to physical topology structure)






media/image285.jpg
Rercte dcard s

cup
Locwport o






media/image46.jpg
BASICS OF WORKING
WITH THE CISCO
PACKET TRACER






media/image288.jpg
s oy s s






media/image45.jpg
Draw Freeform

Add Simple PDU

Add Complex PDU






media/image287.jpg
®pci

Physical  Config _Desiiop _ Progran

il ]w Ennv://mnw

Request Timeout






media/image8.jpg





media/image250.jpg
[
Ows D

==
3

Bl






media/image7.jpg
iTSt re’





media/image249.jpg
Welcome to ITSTART s.c

A publishing house tailored to your necds






media/image10.jpg
INTRODUCTION






media/image9.jpg





media/image491.jpg
Router_l (config)$ip route 192.1€8.1.0 285.255.255.0 se0/0/0 |






media/image251.jpg





media/image493.jpg
Cvent Lt
P

Tosa
oeor
oo
oior
oios
vios
oen

Lastevice
Fouker 3
Fouker>
Foutr 1
Foutr 1
Fouter 1

sivese
2
e
fodes
o
e
s

e
e
e

e

e

e
Wer

Wew
e






media/image492.jpg





media/image15.jpg





media/image257.jpg
€:\>#ep 150.150.0.3
Teying o connect...160.150.0.3
Connected to 160.150.0.3

220- Weicome to 4T Tep server
[re—

331 Username ok, need password
Pasenora

230- Logged sn

(passive mode On)

e0p rename asa842-k8 bin asa.con

enaming
ep>

(0K Banamed £ile successtully from as
eepoasc

-0 bin

ez

bin to asa.com)

Liseing /t5p directory trom 180.180.0.3:
o ¢ ses.cem ss71504






media/image499.jpg
[Router_2 (config) $router rip

[Router_2 (config-router) sversion 2
Router_2 (config-router) $no auto-summary
Router_2 (config-router) snetwork 10.0.0.0
Router_2 (conig-router) snetwork 10.0.0.
Router_2 (config-router) snetwork 10.0.0.
[Router 2 (config-router)gexit






media/image14.jpg





media/image256.jpg





media/image498.jpg





media/image17.jpg





media/image259.jpg
Password

Post Domain

George

Georgel 23

Tistart pl

Marco

Marcod56

Testartpl






media/image16.jpg





media/image258.jpg





media/image500.jpg
Router_l(config) $router rip

Router_1 (contig-router) sversion 2
Roucer_1(config-router) sno auto-summary
Router_1 (config-router) snetwork 152.168.0.0
Router_1(config-router) snetwork 10.0.0.0

[ outer 1 (conig-router) Senit






media/image11.jpg





media/image253.jpg
®Lowp






media/image495.jpg
mfig)$ip route 15





media/image252.jpg





media/image494.jpg
Birging 197 167 € 3 won 33 wyres of asn






media/image13.jpg
DOWNLOADING
AND INSTALLING
CISCO PACKET TRACER






media/image255.jpg





media/image497.jpg





media/image12.jpg
Cisco Packet Tracer

Sign in using one of the following options.

=®Keep me logged in (7
ot recommendied for public or shared computers






media/image254.jpg
zepo|






media/image496.jpg
Bober_ {contiaiio souse 0.0.0.0 0.C.0.0 2cC/07)
Rodtes - (et

Bt isiun o e

5 192.165.3.0/28 if dicecely commected, Sex-ald/c/0






media/image19.jpg





media/image18.jpg
Getting Started with Gisce Packet Tracer

i P e, e e 1 A €18






media/image260.jpg





media/image20.jpg
Gisco Packet Tracer

=






media/image262.jpg





media/image261.jpg
mnﬁp






media/image26.jpg
Welcome!

[ —

H






media/image268.jpg





media/image25.jpg
[EET——
Pkt Tuace Riseunces
Market a3 Frearan Rescure
20 Resognon Program
st rnng Locstor
e Gl s e W |

Fid Ay

Domibea Packet





media/image267.jpg





media/image28.jpg
Plesse read the folowng License Agresment. You must accest e terms of ths.

race: ot 009, I YOU DONOT AGREE TO AL OF THE TERMS OF M EULA
SELLA, THEN CISCO SYSTEMS, INC. (TISCO) IS UNWILLING TO LICENSE THE






media/image270.jpg





media/image27.jpg
To continue, cick Next. IF you would ke to select a different folder, cick Browse.

] [ erowse.






media/image269.jpg
®oc: B

[ ]

EYrre—

o incog s






media/image22.jpg
—
Your course language will be English.

Please rote this selection will ke set es default language for
the course.






media/image264.jpg
e [l






media/image21.jpg





media/image263.jpg
[r—

e 9






media/image24.jpg
Sign Up

sz youse

ssescaumy






media/image266.jpg





media/image23.jpg
Sign Up

o QD






media/image265.jpg
‘Sending mailtc George@istart I, wih subect : Sample message
Mal Server 150.150.0.4
Send Success.








media/image95.jpg





media/image94.jpg
\ipesntiy sail

-

H
i

i
14}






media/image97.jpg






media/image96.jpg
| e






media/image91.jpg
s






media/image93.jpg
Guteway ot s
oS Sarver ot et
e Nombar. <ot st

Prysicel Location: tercity, Home Ciy, Corporate Office.

AC Adaress
o080 ors1 4sto
o0£08004£008






media/image92.jpg





media/image99.jpg





media/image98.jpg





media/image100.jpg





media/image507.jpg
[Router_Cosh ip zo
Codes: C - connected, § - static, 1 - 1538,
= I - EIRP external, O
W1 - OSPE WSS external type 1, N2 - OSFF
Ei - OSFF external type i, I3 - OSPF external type 3, - 07
4 - 18-18, L - I5-I8 level-l, 13 - 1515 level-3, ia - IS-IS inter ares
* - candidate defasit, U - per-user static route, © - OOR
P - periodic dovnloaded static oute

Gaevay of lase resors ie nor ser

10.0.0.0/30 4s subnetted, § subnets
10.0.0.0 (S/A0014840) via 10.0.0.5. 00:00:10. Tasetrharneso/s

10.0.0.4 (90/20730) via 10.0.0.3, 00:09:10,
c 100,00 is directly conected, Tastthernecd/0
c 1010.0113 is directly connected, Seriald/0/0
10.0.0/1€ [90/33380) via 10.0.0.9, 90:01:10, FastEthernecd/0
10.0.0.20 (30/20614560) via 10.0.0.3€, 00:06:1€, FastEtherneso/l
c 10.0.0.34 4s direcely comected, Tastithernesd/i
10.0.0.20 (50/307201 via 10.0.0.36, 00:06:14, FastEtharnacd/1

152.168.0.0/24 (50/20617130) via 10.0.0.5, 00:09:10, Fasticharnesd/0
15216811.0/24 130/33280] via 10.0.0.36, 00:03:40, FastEtherneco/l
192.160.2.0/24 (30/35840] via 10.0.0.9, 00:01:10, FastIthernet0/0






media/image749.jpg
pagress
Subret ask
Defast Carcvay

D1S Sever

ETH

=000

003

ELEE

002





media/image506.jpg





media/image748.jpg





media/image509.jpg
Event List

v,

Tme(scl
0000
0001
0002
0002
0004
0005
0006
o007
0008
0008
o0n0
oon
0012

LastCovise
Po
Router A
Router
Router €
Router D
Router £
pe2
Router £
Router D
Router €
Router B
RouterA

AtDevies
Pet
Rostera
Roster.
Rosterc
RosterD
Roster £
pe2
Rostere
RosterD
Roster ¢
Routers
Rostera
FCt

e

e
e
Mo
M e

P
e
M o
M e
e
W e
e
Mo
W o






media/image508.jpg





media/image750.jpg





media/image503.jpg
[Evmi Lt

v,

Tmc(ace)
v
o
e
o
ncns
s
e
e
e
e
e
oo
Py

Lost Dovice
st
Routert
Rower2
Pruters
Router
Rk
e
Routers
Router s
Rouers
Pouter2
Router 1

Atdmice
b
Rautert
Router2
Routers
Ruter s
Routors
Ptz
Routers
Router
Routerd
Routerz
Rautert
e

e
o o
H o
o
M oe
o
W ar
M o
o
o
M o
M o
o
W o






media/image745.jpg
e

=)

W 2age





media/image502.jpg





media/image744.jpg
e X






media/image505.jpg
Router_A(config) frouter eigrp 1
Router_A (config-router)






media/image747.jpg





media/image504.jpg
[Router_A(config) $router eigrp 1
[Router_A(contig-rouser) snetwork 152.163.0.0 0.0.0.255|
Roucer_a (config-router) fnetwork 10.0.0.0 0.9.0.3
[Roucer A (contig-router) fno auco-sumary

R g R Ty i






media/image746.jpg
% Page requast www.name.com ends with oo
error et






media/image510.jpg
Event List

V.

Tme(sec)
0000
0001
0002
0003
0008
0005
0006
0007
0008
0009
0010

Last Davice.
Pet
Routera
Router B
RouterF
RouterG.
Peo
RouterG.
RouterF
Router B
Routera.

AtDevice
Pet
Router A
Router B
Router F
Router G
Peo
Router 6
Router F
Router B
Router A
FC1

Type
oo
e
o
o
e
o
o
o
e
e
M o






media/image752.jpg





media/image751.jpg
o

L






media/image512.jpg
[ROUTER_1 (config) $router ospf 1
R00TER 1 (contig-router) srouter-1d 1.1.1.1

ROUTER 1 (config-router) netvork 152 1€3.0.0 0.0.0.25 area 0
ROUTER 1 (contig-router) fnetuork 10.0.0.0 0.0.0.3 area O

| ROUTER 1 (config-rouser) semit






media/image754.jpg





media/image511.jpg
o






media/image753.jpg
=






media/image518.jpg






media/image517.jpg
Cvent List

Trciace
oo
o
con
cons
con
o
o1

P
noteR2
RouTER”
o)
nouteRs
RoUTER!

Adevee
w1
RoTERY
nouteRs
)
RouTER?
nouteR2
per

2 LostDov

s

Hoe
Hoe
Hor
W
Hoe
Hor

Hor
Hee

o






media/image759.jpg
Example 15,3 2repaired pkt






media/image520.jpg
ALFASping BETA

Type escape sequence to abort.

Sending 5, 100-byte 1P Echos to 100.0.0.1, timeout is 2 seconds:
1

sucee:

zate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms






media/image519.jpg
ALFASping beta
bl ating “hata®

domain server (266.256.255.256)






media/image514.jpg





media/image756.jpg
Subsection No. Title/ Subject File names ]
s Hubs Example 5.1.pkt ]
52 Repeaters Example 5.2.pkt \
53 Bridges Example 5.3 pkt 1
54 Switches Example 5.4.pkt 1
55 Acces Poinis Example 5.5 pkt ]
57 WiFi Access Routers | Example 571 pkt
Example 5.7.2.pkt
[l Transmission Types Example 6.1.1pkt
Example 6.1.2 pkt

52 Configurating Network | Example 6.2.1 pkt

Services Example 622 pkt

HTTP Example 623 pkt

DHCP Example 624 pkt

FTP Example 625 pkt

SMTP/POP3 Example 6.2.6 pkt

DNS

Firewall
8.2 Configuring Routers Example 82.1 pkt

Using the Graphical Example 822.1 pkt

Interface Example 8222 pkt
53 Configuring Cisco Example §3.1a.pkt

Routersin Cisco 10S: | Example 8.3.1b.pkt

wizard mode,

configuration of name,
passwords, console port,
telnet services and ssh,
Configuration of router
interfaces, sub-interfaces,
dhep service. Static
routing, RIP routing,
EIGRP, OSPF. Local
definition of router

Example 83.2.1.pkt
Example 8.3.4.pkt
Example 8.3.5.2a.pkt
Example 8.3.5.2b.pkt
Example 8.3.5.3.pkt
Example 8.3.6.pkt
Example 8.3.7.pkt
Example 838 pkt






media/image513.jpg





media/image755.jpg
LIST OF THE SAMPLES
AND SKILL EXERCISE’S
SOLUTIONS

&

. 4iﬂl

N






media/image516.jpg
Even: Liot

Tc(az0)
oo
ooz
oo
o0
oo
o
oo

LostDevce
=
U1
TR
TR
TR
ouTR2

e
nouen”
RouTER?
AOLTER Y
ROLTERS
RouTERS
ROLTERS
ROUTER”

=
B

v

Mo
e
v
Mo






media/image758.jpg
Subsection No.. Title File names

71 Device-to-Device Exercise 7.1 Lpkt
Connections. Exercise 7.1 2.pkt
Exercise 7.1.3.pkt
Exercise 7.Ld.pkt
Exercise 7.1.5.pkt

72 Configure Services on Encrcise 7.0.1pkt
Servers Exercise 7.2.2.pkt

Exercise 7.2.3.pkt

o Configure Devices Using the | Exercise 1111 pki
Graphical Interface Exercise 11.1.2.pkt

.2 Routing Protocols, Remote | Exercise 112.1 pki
Management Exercise 11.2.2.pkt

Exercise 1123 pkt

3 VLANs, Router on a stick, | Exercise 113.1 pki
Remote Management Exercise 113.2.pkt

Exercise 1133 pkt
Exercise 113.4.pkt

o Grouping Devices and Exercise 14.1.1 pkt
Combine Two Instances of | Exercise 14.1 2areal pkt
the Program Exercise 14.1 2area2.pkt

4.2 DHCP for IPv4 Excrcise 142.1 pki

Exercise 14.2.2.pkt
Exercise 14.2.3 pkt
Exercise 14.2.4 pkt






media/image515.jpg
s T BT s






media/image757.jpg
Example 8.3.0.pkt
Example 8.3.10.pkt
Example 8.3.11.pkt
Example 8.3.12.pkt
Example 8.3.13.pkt

Configuring Virtual
LANs

Example 9223, pki
Example 9.2.2b.pkt
Example 9.2.3 pkt

Configuration Cisco
Switches in the 0:

VLAN Configuration
Telnet configuration,
SsH

Basic concepts of REP

Example 934 pkt
Example 9.3.5 pkt
Example 9.3.6.2.pkt

10 Physical Topology in PT_| Example 10.pkt
) Purpose of the Set Tiled | Example 12.6pkt
Background Bution Example 12.6-set-tiled-
background30x30green bmp
Example 12.6-set-tiled-
background30x30yellow bmp
] Multiuser Mode Example 12 8insancel.pkt
Example 12.8instance2. pkt
Example 12.8multiuserl.pkt
Example 12.8multiuser2. pkt
6 Configuring DHCP on | Example 13.2.pki
the Server
B Configuring DHCP o | Example 13,3 pkt
Your Router
[ DHCP on & Network with | Example 13.4pkt
Multiple Routers
[ Configuring DHCP on | Example 13.5pki
the Wireless Router
s Wiring or Port Ertors | Example 15.lerror.pkt
Example 15. Irepaired pki
5 Device Related Ertors | Example 15 2errorpkt
Example 15 2repaired pi
s 1P Addressing Erors | Example 15.3.Lerrorpkt

Example 15.3.Irepaired.pki
Example 153 2error pkt






media/image521.jpg
GAMMA (config) $p host ALFA 100.0.0.2 100.0.0.5 200.0.1.1
GAa (contig) #ip host GRS 100.0.0.10 100.0.0.6 200.0.2.1
Ga2% (config) #ip host BETA 100.0.0.1 100.0.0.5 200.0.0.1






media/image523.jpg
[ALFA (config) $ip host ALFA 100.0.0.2 100.0.0.5 200.0.1
|ALFA (config) #1p host GAIMM 100.0.0.€ 100.0.0.10 200.0
ALFA (config) $ip host BETA 100.0.0.1 100.0.0.5 200.0.0.

3
2.1
1






media/image522.jpg
BETA (config) #ip host ALFA 100.0.0.2 100.0.0.9 200.0.1.1
BETA (config) #ip host BETA 100.0.0.1 100.0.0.5 200.0.0.1
2

BETA (config) $ip host GAMMA 100.0.0.10 100.0.0.€ 200.0.2.1






media/image727.jpg
Note - Warning: Remember to periodically save the file state during exercises
(keyboard shorteut CTRL+S)






media/image726.jpg





media/image729.jpg





media/image728.jpg
1200024

e

291
w—’l’
mA‘\mnum

Wﬂ!uozm%






media/image723.jpg





media/image722.jpg
E —






media/image725.jpg
SKILL EXERCISES
-PART Il






media/image724.jpg





media/image730.jpg
Computer saton

PoPT
Computer statin2

19216501

Suieh Server-PT

s DHCF Server
=

Conputer statin3

FCPT
Computer steton ¢






media/image732.jpg
‘//// S

i,
Laptop-PT 7y,
Laptop. )

N
N wrrzoon Server-eT

WO ireiss Router oS Server

‘SHARTPHONE-PT
‘Smariphone






media/image731.jpg
Laptop (ADIIN)

Server






media/image738.jpg
s

Sutent Sutcr
rco Router0
Sutcnd

,._____..___._*ﬁ

Serverd






media/image737.jpg





media/image740.jpg
GigabitEtharnst0/)






media/image739.jpg
- 10303

g
<






media/image734.jpg
MISTAKES MADE
DURING NETWORK
CONFIGURATION






media/image733.jpg
=
s

o

arcae

S T






media/image736.jpg
P —— &5
S FastEtherneto

ioions Router2






media/image735.jpg
ot zss‘um
Wrong cablin,
~.

Swtch2
g
-

AT 001
“

Routerd

1041
Router

Server-PT
Serverd






media/image741.jpg





media/image501.jpg
Event List

0010

ret

Router 1
Router2
Rouers
Router 7
peo

Router 7
Rouers
Rouer2
Router 1






media/image743.jpg
c:\>ipcontig /e11
Fastacnerneto Connection: (defaule pore)

Connection-specitic DIS Sufix.
Plysical Adise

) _ oozo.aras.ssee
Link-local Tpvé Addre

SFF:FERS 15560






media/image742.jpg
Peo

Gefaut gateway

) Routerd

=






media/image705.jpg
[Roucer: (DHCP_Server) (Conrly)#1p dhp pool FULA
irars ML A rvar) (Ehepert g} Sactan Zovratar 174 16 11
Rouserd (DHCE Eexvee) (ehep-sonéiq) bacevork 173..6.3.0 286.366.285.0

Rousess (DICE Cerves) (chey zontiy) seic

[ noucer: (mmce server) (CORTIZIS1D €MD excladec-address :73.1€.0.L 173.36.0.1C






media/image704.jpg
Pryeics stiutes

Packet Tracer BC Command Line 1
\>ipennfig jranm

[t — 17271601

DNS Server. 0.0.0.0






media/image707.jpg
Manufacturer Linksys
Router Model WRT300N
DHCP Server Address 192.1680.1

TP address range in pool

T92.16R0.11 - 192.168.0.14

Default gateway address

192.1680.1

DNS server address.

10006

Computer addresses (DHCP clients)

‘automatically assigned

How addresses are_assigned

‘Tandomly






media/image706.jpg
Routerl(config)iint gigh/0
Routerl (config-if)#ip helper-address 200.0.0.€
Router1 (config-if) gexit






media/image701.jpg
Router (config) #no ip dhcp pool PULA
e o O ]






media/image703.jpg
3 s






media/image702.jpg
DHCP Parameter Parameter value
Router (DHCP server) Name Routers

DHCP serveraddiess 0006

DHCP paol mame PULA

TP address range in pool

172.16.0.11-172.16.0.100

Default Gateway address

172.160.1

DNS server address.

No configured

‘Computer addresses (DHCP clients)

‘assigned automatically






media/image709.jpg





media/image708.jpg
Routesd (DECE_Server!#sh io dhew binding

17115052 oooa.seTs.eonn
172.15.0..3  000D.BD7D.4B8A

ey






media/image710.jpg
1 Lapiop(AMIN)

Pryscal  Cong Progamog _ Atroutes
iertace

P Conturation

O oHee. © sttc

Pagess 216802
‘Subnet Hask 2552552550






media/image716.jpg
ENES YT

Settings are successful.






media/image715.jpg
sty g s e






media/image718.jpg
[Hcoserr | 07 ® races eI

TP |

[—
tone

Phssen Range 1921680 1 - 14

ET——— s (@ owanscon |
suncons 1 [f0 ][ INO 10 ]
swcons2 B o o
sucons> 6 ° o .






media/image717.jpg





media/image712.jpg
¥ Autrorization 70X

User Name: [adrin

pesars






media/image711.jpg





media/image714.jpg





media/image713.jpg
Laptop(ADMIN)

Physical  Config _Deskiop  Pro

URL 19216801






media/image720.jpg
e

e






media/image719.jpg
Device name | MAC address(physical) | IP Address (logical)
i 02168011
Lapiop 02168012
Smanphone 192168014






media/image721.jpg





media/image110.jpg





media/image107.jpg
Fre LastStatus Source Destnaton Type Cobr Trme(sec)
@ Successtl PCO 2002002 cup i 100






media/image349.jpg





media/image106.jpg





media/image348.jpg





media/image590.jpg
Switch(config-if) fexit
Switch(config) tline vey 0 4
Switeh(config-line) fpassword switch
Switeh(config-line) flogin

Mk by e rin it






media/image109.jpg





media/image108.jpg





media/image350.jpg
N AR < 6 s Mt Rl v





media/image592.jpg
Switchl (config) $line vey O 4
Switchl (config-line) stransport input ssh
Switchl (config-line) fexit






media/image591.jpg





media/image114.jpg





media/image356.jpg





media/image598.jpg





media/image113.jpg
PCO. L






media/image355.jpg
MODULES
HUWIC-1GE-SFP.
HwczT
HUIC4ESY
HWICBA
Wic-Cover

GLCLH-SHD





media/image597.jpg
PHYSICAL TOPOLOGY
IN THE CISCO PACKET
TRACER






media/image116.jpg





media/image358.jpg
wopuLES
HVIC 1GE PP
Hwe 2T
WICAESW.
WA
i Cover

eLetnsn





media/image600.jpg





media/image115.jpg
DEVICES USED TO
CREATE NETWORK






media/image357.jpg
NM-ESW-161 - provides 16 switch interfaces.





media/image599.jpg





media/image352.jpg





media/image594.jpg
‘l mw -‘Tﬂ m” ‘TV1 mn -.

e






media/image351.jpg
HODLLES.
(5
[EET
e P
NPT
N
WP
nzrezy
2w

wieen

M Zover
]
W

wizr

VicCover





media/image593.jpg
aduts P





media/image112.jpg
0000
0001
- 0002

fos

ﬂii;

T






media/image354.jpg





media/image596.jpg
port






media/image111.jpg





media/image353.jpg
Hi-iczw
WitFERx
WEFETS

[
3
AT

oz
g
HiCEA
We2an
wear
incovr






media/image595.jpg
“The edge port

N\, Farz

Fat/1

E-2000
SWi1

Fal






media/image118.jpg





media/image360.jpg





media/image117.jpg
-
pitter






media/image359.jpg





media/image120.jpg





media/image119.jpg





media/image361.jpg





media/image125.jpg
Ow

Gon
s e D
S varoms - raoms B

£ i






media/image367.jpg





media/image124.jpg





media/image366.jpg





media/image127.jpg





media/image369.jpg





media/image126.jpg





media/image368.jpg





media/image121.jpg
|

L1 8]

Ha

20

20

2d






media/image363.jpg





media/image362.jpg





media/image123.jpg





media/image365.jpg
¥ ¥

FICT e RC





media/image122.jpg





media/image364.jpg





media/image330.jpg





media/image327.jpg





media/image569.jpg
Router (contig) #int £a0/0
Router (config-if) #no shusdevn

Router (config-4t) sexic

[Routex (contig) sint £20/0.10

Router (contig-subif) sencapsulacion dotiq 10

Router (contig-subif)#ip address 152.1€3.10.1 285.265.285.0
Router (contig-subis) sexic

[Routex (contig) sint £a0/0.20

Routes (config-subif) sencapsulacion dotlq 20

Router (config-subif)#ip address 152.1€3.20.1 265.265.285.0
Router (contig-subif) sexic

Routes (contiq) int £a0/0.30

Router (contig-subif) encapsulation dotlq 30

[Router (config-subif) $1p address 152.1€8.30.1 285.265.285.0

aman tansitie san e ooy






media/image326.jpg





media/image568.jpg
Vo

w0

Vo
w2ses 102 wen2

et
w103






media/image329.jpg
b &
HEG

GLCLA-SMD






media/image328.jpg





media/image570.jpg
Tameg Lo






media/image334.jpg





media/image576.jpg
Switch(config) $int fa0/l
Suicch(config-if) ssuitchpore mode access

Switch (config-1f) sswitchport access vian 10
Suitch(config-1f) sexic

Suiteh(contig) sint £a0/2

Suicen (config-if) gswitchpore mode trunk

Switeh (contig-if) $switchport trunk allowed vian all
Switch(config-1f) sexit






media/image333.jpg





media/image575.jpg





media/image336.jpg
. 1ENET - a single Ethernet port with a





media/image578.jpg
per line

n£ig) #ine £a0/1
£1g-1¢) $speed 10






media/image335.jpg





media/image577.jpg
Switch(config) $int fa0/l
Switch (config-if) $duplex auto






media/image572.jpg
vLANTD

162.168.10.4

| VLANzD

182168302

PCPT
Fcs

Router-PT
Fouter






media/image571.jpg
Event List

.

Tme(sec)
000
oo
0002
0003
o00¢
0005
o008
o007
0003

LustDauize
pes
swienz
Router
Swichz
Pes
Swich2
Router
Switch2

stDevice
Pes
Saten?
Router
Swich2
s
Swicn2
Router
Swien2
pes.






media/image332.jpg





media/image574.jpg
0008
0007
0.008
0008
0010
oon
0012
0013
0014
0015
0016

Swich 1
Swich2
Router

Swich2

Swich2

Swich2
Switch 1

Swich 1
Swich2

Swich2

Swich2

Swich2
Swich 1

T cue
1 cwp
e
e
1 cwe
0 cwe
1 cwe
1 cwp
o
e






media/image331.jpg





media/image573.jpg





media/image338.jpg
MODULES.
HUWIC-1GE-SFP.
HczT
HUC4ESYE
HAICBA
Wic-Cover

GLCLA-SHD





media/image580.jpg
Vit
100102






media/image337.jpg





media/image579.jpg
Switch_l(config) #vlan 10
Swicch 1 (conig-vian) name VLANIO
switeh_1 (config-vian) sexic
Switch_1 (config) fvian 20
Switch 1 (config-vian) name VLAN2O
Switch_1 (contig-vian) sexic
Suicen 1 (config) svian 30

Switch_1 (conig-vian) name VLANIO
Switch 1(config-vlan) fexit






media/image340.jpg





media/image339.jpg





media/image581.jpg
[Switch_ (config) #int £al/l
Surscen_ (consigi6) tomseakpore
[Suicen_: (conzig-1) ssurcarpore
[Svicen - (contia-if) texic
Suscan  (onein tine €22/
suivitr s oncigmio) fmnivatpus
[Suicen - (contig-if) ssuicarpors
[Suirn_ (eoneigi6) taie
suica s oncio 4in casry
[Suicen_- (config-if) ssuicarpors
A P
[tins 3 gt Ay penin

Frp—

20






media/image103.jpg





media/image345.jpg





media/image587.jpg
[Switch(config) #interface vian 1
suicen (coneig-it)#1p address 192.1
suicen(contig-it)sno shusdovn

suicen (coneig-1e)s
\LINK-5-CHANGED: Interface Vianl, changed state to up

\LINEPROTO-5-UPDOMN : Line protocol on Interface Vianl, changed stace to up)

| St seh (contig-12) gemis






media/image102.jpg





media/image344.jpg





media/image586.jpg
Packet Traces 5C Command Line 1.0
C:\>ping 152.168.0.254

Pinging 152.165.0.254 with 32 byte:

Request timed cut

Reply from 152168 bytes=sz TrLmass

0.28¢
Reply from 152.163.0.254: bytes=32 Trmass
0.284

Reply from 152168 bytes=3z TrLeass
Ping statistics for 192.163.0.254

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss)|
Approximate round Crip times in milli-seconds

Minimn = Oms, Maximinm = Oms, Average = Oms

telnet 192.169.0.254
168.0.254 ...Open

152.168.0.284 closed by foreign host






media/image105.jpg





media/image347.jpg





media/image589.jpg
Pysial oy _Co P

Ci\reatnce 152.168.0.081
Trying 152158 €250 - Open






media/image104.jpg
Creste Complex POU [}

e e
L —
O peroge  tervat Seconds.






media/image346.jpg





media/image588.jpg
[owitchl (confia: pip domain maze switca.com
Gvicchl (contig. bip domain asse seivencon

[erront conrag) serroem oy geravate ras gerarai-raye wenie 1ite
The nase fox the bays viil be: Srivenl sviech con






media/image341.jpg





media/image583.jpg
19216801

X
pc1
295024 19216802
Swieh
5

pc2






media/image582.jpg
e

singpo Tricgatc






media/image101.jpg
0000

LastStatus  Source Destnaton Type Color Tme(sec)
QiPores 0 el

Fre

Fre LastStatus Source Destnaton Type Coor Tme(sec)

@ Successtul  PCO Laptopd  KcuP i






media/image343.jpg
R






media/image585.jpg
ovivort (coneigAfs pevisenpors mode runk

F———
Viiraoroc-rocus. Line peetocsd cn Tnterface FascEthecaeti/i, changed state b deum

scovcrnoro s crc. Lioe prosocet ca Toserface TassEheraecs/s, chasaed siate 5 o

ot octs 1 tcomtin-10) Sumischpors Sz allowed viem a1






media/image342.jpg





media/image584.jpg
Fre LastStatus Source Destnation Type Cobor|

@ Swccesstl Pt s up i

@ Suwcesstul pc2 pca cup
Successtl  PC3 PCS P





media/image309.jpg





media/image308.jpg





media/image550.jpg





media/image310.jpg
o

.t
o

1






media/image305.jpg
L 0]

280M

L )






media/image547.jpg





media/image304.jpg





media/image546.jpg





media/image307.jpg
EHd

——

3

——-

£

=






media/image549.jpg
"CH-NM-1FGE - a sincle 10/100/1000 Mhns Gisahit





media/image306.jpg
20

20

G | 5§D
3d

=






media/image548.jpg





media/image312.jpg
L3

R = wwamnd

oty Do mogremes s

Firstname and Second






media/image554.jpg





media/image311.jpg





media/image553.jpg
Fie LastStatis Source Destnation Type Color
@ Successful  pet P cue g |
@ Successtul  Pc2 Pc3 lcwP





media/image314.jpg





media/image556.jpg
Voanto

210801

w802

Vo
210803






media/image313.jpg
® p






media/image555.jpg
¥t - c
S sn Be
At S| | pawem. aaragn s T
Swrrcuing | e e tigen ) -t g o

=) B w @ -
1 themenss ||| 5

FaulEde 1ol 1 o

=
o
c






media/image552.jpg
B Suiech

Prysical w

etz
Agorthm Zetings
VLA Daazsze
INTERFACE
oasrhemern) |
SactEtharreti/1
“ostCtherretz/1
seseetherrats/L
SostEthorroté/1
ol e15/1

stibutes

Dsiay Hare

stnare
Seral e
Satuacon’y

Running Cerfg

SueiSetins.

St

St

Sl irmeer
Loas

Bt






media/image551.jpg





media/image320.jpg





media/image319.jpg
CONFIGURING
CISCO ROUTERS

= irh
(| IEA

» i
- ‘Jg

i
2

'«lq‘,‘_

},






media/image316.jpg
18216802

Fa0
18216801

Laptop-PT
Boss

18218807
Fa0

Falit

ServerT
emailcom

Laptop-PT
Employes.






media/image558.jpg
FasiElhen cl0f

Bandridn e Z it
busk HaTDupkx (&) Ful ower Z Ay

T Rna Lk






media/image315.jpg
¥ cnaeons

(. P P
mee | sw  Om am O
e R £l
e e

=






media/image557.jpg
Tastlhemet2A

—
ruriec

=

rerrg1m

o Avo

e 2 e

[ttt

(O oo






media/image318.jpg
Senan i Empiyes W subect TEST el Sener
@031
Send Success.






media/image560.jpg





media/image317.jpg





media/image559.jpg
VLAN Configuration

VLan roer [0

VLot e [z
=y =

S ey

i T

.








media/image323.jpg





media/image565.jpg
Fie  LostStatus Source Destnation

@ Successtul  Pes

pet

Type  Color

e gy






media/image322.jpg
Note - Warning: Remember to periodically save the file state during exercises
(keyboard shorteut CTRL+S)






media/image564.jpg
Fre  LostStas Source Destnaton Type Color

T S5 e W
@ Foks  Pcs s






media/image325.jpg





media/image567.jpg





media/image324.jpg





media/image566.jpg
Sovbusstgs| [ et X
e . o Lo
=T [ =
e 1 B
EET






media/image561.jpg
Fre  LastStatus Source  Destination Type

Y Successful FCt pc2 cup
® Faied pCt PC3 cup
Y Successful pes Pe3 cup
® Faled pes. pe2 cup

TTTH





media/image321.jpg
o g e )

) (e






media/image563.jpg





media/image562.jpg
B swinz - u
e o o remee

o rEmi

P e o

Aguream eerings | Cacad
swrrcwn
ER—
_wrerace

TSR

Tenherse 1
Petmbeanetist |







media/image529.jpg





media/image528.jpg
Main Routerscopy running-config startup-config|
Destination filename [starvup-configl?
Building configuracion

(0]

ey






media/image530.jpg





media/image525.jpg
Main Routersshow startup-config
starcup-contig is not present
o Beimtes






media/image524.jpg





media/image527.jpg
e o
b vl ki &






media/image526.jpg
[y ———






media/image532.jpg
Main_Routerscopy running-config tftp
Address or name of remote host (17 20.0.0.2
Destination filensme (Main Router-confg)?

Weicing running-contig....!!
(0K - €84 byces)

634 bytes copied in 3 secs (220 bytes/sec)
Masn_Routers






media/image531.jpg





media/image534.jpg
CONFIGURING
CISCO SWITCHES






media/image533.jpg





media/image540.jpg





media/image539.jpg
o






media/image536.jpg
A AL






media/image535.jpg





media/image538.jpg





media/image537.jpg
Note - Warning: Remember to periodically save the file state during exercises
(keyboard shortcut CTRL+S)






media/image301.jpg





media/image543.jpg





media/image542.jpg





media/image303.jpg
g

s!&






media/image545.jpg
MODULES
FESWITCH-N-1CE

PT-SWITCH-N-COVER





media/image302.jpg





media/image544.jpg





media/image541.jpg





media/image194.jpg
= ~

m

Setings are sucoesstul.






media/image193.jpg





media/image196.jpg





media/image195.jpg





media/image192.jpg
< | - | R fnpnsziea

Virelazs W Broackans Rouer

Intemet setup

N (S P

Gty Etomat Corfgureton DHC

e





media/image191.jpg
¥ Austrorization T

s Nan, [






media/image198.jpg





media/image197.jpg





media/image200.jpg





media/image199.jpg
No association with access point

0





media/image172.jpg





media/image171.jpg
a0}






media/image174.jpg
P acces i

[ [ ‘e
]
= z E

Frnnari

e T —






media/image173.jpg
L p—

e






media/image180.jpg





media/image179.jpg





media/image176.jpg





media/image175.jpg
& g=





media/image178.jpg





media/image177.jpg





media/image183.jpg





media/image182.jpg





media/image185.jpg
bt

[T

|srrndim |23






media/image184.jpg





media/image181.jpg





media/image190.jpg





media/image187.jpg
L
rc2






media/image186.jpg





media/image189.jpg





media/image188.jpg





media/image150.jpg





media/image392.jpg





media/image391.jpg
D "
= a2 o
|

Router1 Router-FT
Router 1 Fouter 3






media/image152.jpg





media/image394.jpg
=

Pyseacoms progemg _ atrtues






media/image151.jpg





media/image393.jpg





media/image158.jpg





media/image400.jpg
® ravtert

Physeel _Cortg o

Settnes
algoricam Setings.
ROUTING

INTERFACE

Pl e i/

FostEtharmet/0
Seriatzio

Zerol/0
restehamets/y
TostCharmets/o

stinaes

atwart

 E—

£

102 10500

lz00can






media/image157.jpg





media/image399.jpg
Fie LastStatus Source Destinaton Type Color
@ Successtil PC1 PC3 WP [
@ Successfil PC1 PC4  KCWP
@ Successl  PC1 PC2 ICHP [





media/image160.jpg





media/image159.jpg





media/image154.jpg
port

1 000624188348 Ememettrt
1 ONCCRSTI6TS Ememett
1 oo0ccrEssse Ememetot
1 0030F207705E Ememetot

1 0080.2F052023 Etmemettrt






media/image396.jpg





media/image153.jpg
2y






media/image395.jpg





media/image156.jpg





media/image398.jpg
Fre LastStatus Source Destinaton Type Color
@ Successtil PC1 Router1 WP [
@ Fakd  pct P3P
@ Fakd  pci Pce oW





media/image155.jpg





media/image397.jpg
B Totert u o x

Pyskcl _Confe | €1 Az

| oma APEw iy

o | | e —
e

S

et

INTCRTACE
FeatBtnernctd/C
FeatBtneractt/C

[e—

[e— Remore






media/image161.jpg





media/image163.jpg





media/image162.jpg





media/image169.jpg





media/image168.jpg
i Sty At

Lo
s v
At )

L





media/image170.jpg





media/image165.jpg
Ruer Full - acket Tace:

‘0 T i e of s b o

P .

\ [ ot ] Pt






media/image164.jpg
CEIETEE N






media/image167.jpg





media/image166.jpg





media/image129.jpg





media/image128.jpg
was2






media/image370.jpg





media/image130.jpg





media/image372.jpg
MoDLLES.
FTRCUTER-UI-1AN
SLROITERACE
FTROUTER i -G
FEROJTERNI-ICBE
FIROUIER- e
FTROUTERA- FGE
PEROUTLRNIS.
[ETERTEES
FTROLTERAILCOVER






media/image371.jpg





media/image136.jpg
0802






media/image378.jpg





media/image135.jpg
Fire  LastStatus Source Destiaton Type Color Time(sec)
@ InProgress  PCO Printer0  ICMP . 0.000
@ 'nProgress  PC2 Printer0  ICMP 0.000






media/image377.jpg





media/image138.jpg





media/image380.jpg





media/image137.jpg





media/image379.jpg





media/image132.jpg





media/image374.jpg





media/image131.jpg
Port Status Summary Table for Hub0

Pt Uik
FastEtheretd Up
FastEtheret! Up
FastEtheme2 Up
FastEtheret3 Up
FastEthemets Up
FastEthemetS Up

Physical Location: Intercty, Home Ciy, Corporate Office, Main Wiring Closet






media/image373.jpg





media/image134.jpg
Tme(sec) LastOevie  AtDevice
LIT — pco
00 peo Hubd
002 Mo pet
002 M0 pc3
002 Hbo priterd.
oz muwo Pes
002 Hub0 P2
0003 priverd Hubd

® 000¢  Hubo pco

® 0004 Hubo re1
® 0004 Huo pc3
® 0004 Huo Pea

[® 0004 Hub0 =3






media/image376.jpg
- [ I





media/image133.jpg





media/image375.jpg





media/image140.jpg





media/image139.jpg
20

20

flm
im






media/image381.jpg





media/image141.jpg





media/image383.jpg
®pct

Physical  Confg _Desiiop  Progrmmng  Atrbutes

o conrur
boraco  |FaskEbemed
P Conuraten

O orer © state

PAddress [2002002002 |
B .
Defut Guteway [ooo0 |
oS senr o






media/image382.jpg
‘® Cisco Packet Tracer
Fie Edt Options View Tools Extensions Help
\

X UserProfie CtrieShiftey

= Q Algorthm Settings CtrieShiftsb
A\ Logic B View Command Log CtrisShiftsV






media/image147.jpg





media/image389.jpg





media/image146.jpg
C TG





media/image388.jpg





media/image149.jpg





media/image148.jpg





media/image390.jpg





media/image143.jpg





media/image385.jpg
s s B






media/image142.jpg
i






media/image384.jpg
e






media/image145.jpg





media/image387.jpg
-
St [T |

O






media/image144.jpg





media/image386.jpg
Prysea ooy o eganeny  amnres

Gping 20 200 20 1






media/image628.jpg
“\\\\\\\u\\‘
‘SuaRTPHONE.
viewess
‘admn
Router "
"2
168,
0100
2020 ot
. 192168
: 05
202017
2






media/image627.jpg
3300224

svpne vz

e
seim A —
EFCE

i
et pred i =

oozt r

LA Swich 1






media/image630.jpg
WORKING WITH LARGE
TOPOLOGIES






media/image629.jpg





media/image624.jpg
172180016

= uten2

i ‘00

Rover2 /,m 3

oy D01

100020

101001870 e

A — A

=

outers
Server TP,

Swtn






media/image623.jpg





media/image626.jpg
19210011
o

e






media/image625.jpg
o 10002

=k
o
serverte
TR 20008
aco00e 22008
e ——| oo e
[ —— canma o

Sarver DNS






media/image631.jpg
Note - Warning: Remember to periodically save the file state during exercises
(keyboard shortcut CTRL+S)






media/image633.jpg





media/image632.jpg





media/image639.jpg





media/image638.jpg





media/image640.jpg





media/image635.jpg
/\ Logical[iS)

()





media/image634.jpg





media/image637.jpg





media/image636.jpg





media/image642.jpg





media/image641.jpg





media/image402.jpg
ErortList

Vi,

Time(aze)
0000
o001
oy
vy
0001
0.005
0.000
0.007
0.006

Last Devies

Pl
Rt 1
route- 2
Routs-2
P2

Route-3
Route-2
Rule 1

atDevice
P
R 1
Roter>
Router s
P2
Router 3
Router2
Router 1
o






media/image644.jpg





media/image401.jpg
Even: List

Tinc(sce)
o000
o0t
w02
o
0.0
v
0006
o007
o000
o000
o0

LastDevies
ret
Router1
Fouter .
Fouters.
Kouters
o2
Foute 3
Fouters.
Fouter s
Fouter 1

AtDerice
=1
Reuert
2uters
2nuters
aker
«z
cer s
k5
Reers
acert
o1

oo
e
e
e
s
e
e
e
e
e
e
e






media/image643.jpg





media/image606.jpg
D) ENC B @





media/image605.jpg





media/image608.jpg





media/image607.jpg





media/image602.jpg





media/image601.jpg
0 © B E B &





media/image604.jpg





media/image603.jpg
Current Location: ntercy

Name Type
v ntercty ntercty
v ociy A cy
~ Buiding 1 Buiding
' MainWirng Closet  Wiring Cioset
v Rack Rack

Power Disti... Device
Power Disti... Device

Router 1 Device.
Switch BuikL.. Device
Server1  Device
v Rack Rack
Power Disti... Device
v Wiring Cioset Wiring Closet
v Tabe Table
Pcs Device.
Pcs Device.
~ Buiding2 Buiding
v Wiring Cioset Wiring Closet
Table Table
v Rack Rack
Power Disti... Device
Router3  Device
Switch Budy... Device.
- Wiing Cioset Wiring Closet
v Rack Rack

Power Disti... Device
Access Point  Device

v Tabe Table
Pc3 Device.
Smartphone  Device.
Tablet Device.
v Buiding3 Buiding
- Wiring Cioset Wiring Closet
v Tabe Table
Stton1  Device
v Wiring Cioset Wiring Closet
v Tabe Table

Staton2  Device






media/image610.jpg





media/image609.jpg





media/image611.jpg





media/image617.jpg
e ¥V

[
o

FoPT
10

FoPT

1






media/image616.jpg





media/image619.jpg
SKILL EXERCISES
- PART I






media/image618.jpg





media/image613.jpg





media/image612.jpg
¥ Giiz Preforenzes

st i oo b 00475 530D U ol o cach 5 4 e yaga.

o -
D o
O oam—]r—

Mosne | 5l

) o | om—t

Ll P






media/image615.jpg
L ol
FCo R0

o 5

L2558 e

R






media/image614.jpg





media/image620.jpg





media/image622.jpg





media/image621.jpg
Note - Warning: Remember to periodically save the file state during exercises
(keyboard shorteut CTRL+S)







media/image228.jpg





media/image470.jpg





media/image227.jpg
Bz

VACH0 0603 ALAS

“s2c0010

..,M b SHATTHONET






media/image469.jpg





media/image230.jpg





media/image229.jpg
aliutle
cisco






media/image471.jpg





media/image235.jpg
i
L
I






media/image477.jpg





media/image234.jpg





media/image476.jpg
[Router_atping 80.0.1.1

Type escape sequence to abort

Sending 5, 100-byte IQHP Echos to §0.0.1.1, timeout is 3 seconds:

zate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 me






media/image237.jpg





media/image479.jpg
Router_2 (config-if) #no shuvdown
% 10.020.0 overlaps with GigabitEthernet0/0
|Cipshitihnrant0/): jucorrect ID sidvaks deuiput






media/image236.jpg





media/image478.jpg
[Routes (contig) sint £40/0
Routes (contig-i) fno shusdovn

Roucex (contig-s01s
soni-s-canuz: Intestace

stitnerneso/o, changed state to s

Router (contig-10) sexic
Roucer (conti) sine £20/0.10

Bcuses (contig-sunie)s

$L1M-5 CRANGED: Tntesface FascEthernec0/0.10, changed state %o wp

[Routes (contigsunte) sip address 152.168.1.1 265.265.285.0

[ Contiguring 1 zouing on a LAN subincerface is only alloved if thac
subincertace s already configured as pare of an IEEE 80210, TEEE 802.10,

Routes (contig-subinrs






media/image231.jpg
" 05D ) e e e

6666






media/image473.jpg





media/image472.jpg





media/image233.jpg
aoiz =






media/image475.jpg
100022¢
G0
-
1000124 g0
1961

Router 1






media/image232.jpg
BASICS OF DATA
TRANSMISSION
AND OVERVIEW OF
NETWORK SERVICES






media/image474.jpg





media/image239.jpg





media/image238.jpg





media/image480.jpg
CHCE(configi#ip dhcp pecl DHCE
IDHCP (dhep-config) gnetwork 10.0.1.0 256.256.265.0






media/image240.jpg





media/image482.jpg





media/image481.jpg
[DHCP (config) $ip route 10

0.1.0 255.265.255.0 gig0/0 |






media/image4.jpg





media/image246.jpg





media/image488.jpg
p— e
v ey et






media/image3.jpg





media/image245.jpg





media/image487.jpg





media/image6.jpg





media/image248.jpg





media/image490.jpg
Router_2 (config) #ip route 152.1€8.0.0 265.265.255.0 5e0/0/0
Router 2(config)$ip route 192.168.1.0 265.256.285.0 £a0/1






media/image5.jpg
Authors: Damian Strojek, Jerzy Kluczewski,
Robert Wazelaki, Marek Smyczek
English translation: Joanna Margowniczy





media/image247.jpg





media/image489.jpg
5€0/0/0

Router_d (config) $ip route 192.168.0.0 2
02 £a0/1

5!
Router_4 (config) $1p rouve 192.168.1 5

5.0
5.0

5.2





media/image242.jpg





media/image484.jpg
1001026






media/image241.jpg
®a S
e o
—_—





media/image483.jpg
Router (config) #int gigd/l
Router (config-if) $ip helper-address 10.0.0.2






media/image2.jpg
PACKET
TRACER

FOR





media/image244.jpg
= o

Pt






media/image486.jpg
DHCE (dhcp-config) $default-router 10.0.1.1]
DHCP (dhcp-config) $dns-server 10.0.1.254
DBCP (dhcp-contig) Sdomain-name dhcp.com






media/image1.jpg
T o

B

PACKET






media/image243.jpg





media/image485.jpg
DHCP (contig) $1p dhcp excluded-address 10.0.1.10 10.0.1.20






media/image210.jpg





media/image209.jpg





media/image206.jpg
ac o1 00:0217-AED1 3E
MAC 02 [EIREEED






media/image448.jpg
TTSTART#ex

Press RETURN ©5 gee seased.






media/image690.jpg
:\>ipcontiy /zenew

19 Addz
Subnet Mask.
Default Gateway.
oHS Server. .

10.0.0.3

: 285.265.265.0

10.0.0.1
10.0.0.1






media/image205.jpg





media/image447.jpg
' WELCOME TO ITSTART '






media/image689.jpg
Router (config) #ip dhcp excluded-address 152.1€8.0.1]






media/image208.jpg





media/image450.jpg
ITSTART (config) $line comscle 0
ITSTART (config-line) fpassword console
ITSTART (conig-line) flogin

ITSTART (config-line) fexit






media/image207.jpg





media/image449.jpg
ITSTART (config) $banner motd §
Enter TEXT message.

End with the character

A WELCOME TO ITSTART







media/image691.jpg
Router-en
Routerscont ©

Zacer contiguration commands, cne per line. End with QHTL/Z.
[Router (contig) sint £a0/0

Router (contig-1f)$1p address 152.1€8.0.1 288.265.285.0
[Router (contig-1¢) #no shucdovn

|Router (contig1if) gexit






media/image213.jpg
N . -

Y
[ — —

.« . =
e 1o [
e 1o |
e I |

[T————






media/image455.jpg
[C:\>telnet 20.0.0.1
T2ving 200,01~ _open

. WELCOME TO ITSTART

axe You sure to login on he router ITSTART?

17sTaRT>






media/image697.jpg





media/image212.jpg





media/image454.jpg





media/image696.jpg





media/image215.jpg





media/image457.jpg





media/image699.jpg
®rct






media/image214.jpg





media/image456.jpg
ITSTART (config) $1ine vey 0 &
CTSTARE (confiq-Line) fpaseword virvmalserminal
CTeTaRT (config-Line) fLegin

CTeTaRT (confiq-Line) fenis

S e






media/image698.jpg





media/image451.jpg
I I T
consoleconfig [l VirtualLine Config [ nterface Config .
Mode Mode Routing Config Mode.

Router{configrouter)#

Router (config-ine)fll Router(config-line}






media/image693.jpg
Routes (config)#ip dhcp posl FULA
oute: (ancp-contig) saesauLt-rorter 13X Les.U L
Rwrar (drepeon i) tane—sarver 1000 1

Route: (dncp-contig) tneswork 152.168.0.0 285.255.255.0
Bt Gl <o o S c






media/image692.jpg
Foulesdal sunnlag-conlly
Euizcing configuravion

Curren configuration : 878 bytes

ro service passwora-encerpTior





media/image211.jpg





media/image453.jpg
WELCOME TO ITSTART '

are You sure to login on the router ITSTART?

User Access Verification

D






media/image695.jpg
Routersshow ip dhep bindin

152

Le8.0.2

000157255055

[—






media/image452.jpg
oz

zons






media/image694.jpg
Routex (config) #ip dicp pool FULA
e (e r|







media/image220.jpg





media/image217.jpg





media/image459.jpg
TTSTART (rnfig) Bin Aoma:n-name it<rart com
TTSTIRT (on€i) vy bay qanerera vax gamaral<tazs nedulue 1024

s Gereraving 1924 Bis RsA Yeys, keys will be non-exportable. .. (GK]
ITSTART (config) B






media/image216.jpg





media/image458.jpg





media/image700.jpg
C:\>ipconfig /release

1p Address
Subnet Mask.
Default Gateway
NS Server.






media/image219.jpg





media/image218.jpg





media/image460.jpg
ITSTART (config) fusername admin password admin
TSTART (contig) s1ine voy 5 €

TTSTART (contig 1ine) $1egin Tocsl

TTSTART (contig-Line) serenspore npuc ssh
TSTART (contig-Line) texit

[






media/image224.jpg





media/image466.jpg
ROUTER#ping §0.0.0.2

Type escape sequence to abore.
Sending 5, 100-byce ICMP Echos to 50.0.0.2, timecut is 2 seconds:
i

Success rate is 100 pezcent (8/5), round-trip min/avg/mex = 0/0/0 ms






media/image223.jpg
CebTower

CentralOffioe-Server






media/image465.jpg
ot ik gt e






media/image226.jpg
05 S506X





media/image468.jpg





media/image225.jpg
| —






media/image467.jpg





media/image462.jpg





media/image461.jpg





media/image222.jpg
36/4G Network

o
;mmymmmm
i
I

=

ross Pool 172.16.1100- 172161149






media/image464.jpg
won ;an
el






media/image221.jpg





media/image463.jpg





media/image430.jpg
Routersclock
4 Incomplete command.
Routers]






media/image429.jpg
Routersclock ?
et Set the time and date
Routergclock |






media/image426.jpg
Press: Enter  Command: enable Command: configure terminal

>
-«

Command: exit Command: disable Command: exit






media/image668.jpg
169.254.1.0/16 — 169.254.254.255/11






media/image425.jpg
Router-enable
Routerscontiqure terminal

Encer configuration comuands, coe per line. End with CNTL/Z.
Bouter (contig) fexic

Routers

ASYS-5-CONFIG_I: Configured from console by conscle

Routersaisasie
Bewsessents






media/image667.jpg
Note - Warning: Remember to periodically save the file state during exercises
(keyboard shortcut CTRL+S)






media/image428.jpg





media/image670.jpg
I the DHCP service has been configured but the ak o
the network has been brokes, the PC will eceive a
random address n the range 169.254.0.016.

Sorver P






media/image427.jpg
Open a terminal connection
Turn off privileged commands

Disconnect an existing necwork connection
Turn on privileged commands

Exic from the EXEC

Exi from the EXEC

Send echo messages

Resume an active network connection

Show running system information

Open a secure shell client connection
Open a telnet connection

Set terminal line parameters
osgmglugak s oy






media/image669.jpg
DHCPDISCOVER 5 '
DHCPOFFER -~
< Sever WP
D. DHCPREQUEST
=4 =
e
¢ DHCPACK (7]

RouteT
‘The client requests and get the configuration from the server, Fotar

and the server offers and send the requested configuration.






media/image433.jpg
Routerscerficire cemmidal

§ Invaise 1rpue cevected ac ©

S |

* marzer






media/image675.jpg





media/image432.jpg





media/image674.jpg
“The DHCP server offers
addresses from the
192.168.0.024 pool.






media/image435.jpg
Routerzen

Routersgont 5.
Zncer configuration commands, one per line. End with CNTL/Z
Router (config) fex.

Routers

85YS-5-CONFIG_I: Configured from console by console

b






media/image677.jpg





media/image434.jpg
Routersclock 2
et Set the vime and date
Revmargelnck <ar 2
himmiss Current Time
Routerselock set 20:15:40 2
<1-31> Day of the menth
MONTH  Month of the year
Routersclock set 20:15:40 9 2
MONTH Month of the year
Rouersclock set 20:15:40 § december 2
195320355 Year
Routerselock set 20:15:40 9 december 2019 2
Routersclock set 20:15:40 9 december 2019
Rowtniy






media/image676.jpg





media/image671.jpg
Swten

‘When the network is working propert, but the DHCP
service has o been configured, the PC will recelve an
address i the range 169.254.0.

ServerT
Server OHCP

Router#T
Router






media/image431.jpg
Routersc?
Clear clock configure
Routersd

connect copy






media/image673.jpg
Subne Mask TR aseass.ass0
Desaute Gavevay .- 11 11111 20000
ois Server : 10,001






media/image672.jpg
subnes Mask
Defaule Gatevay.
ois Server..

 192.160.0.€
: 286.265.285.0
:1920680.1

© 152.168.0.284






media/image440.jpg
1841
Router TSTART






media/image437.jpg





media/image679.jpg
Feowr =

——(— 2 o






media/image436.jpg
108 (cm) 171000 Sotevare (FT1000-1-4). Yasaicn ALAGLL, RELIASE SOFTVARE (£ch)
Fecnnicas suppor hetp./ /- c1aco. con/echeigpsts

Creigme (6 1sbe-3008 by ciaco Syseems, Tae

copiioa wea 37-heu-04 15'1 by mivans.

e e

B e s v

yssem revucned vo 32 by ceions
xesem smage 110 30 “eiashipricor-icms.izicin.pia”

7 1001 (578C1008) processer (revision 0100) with €OULGR/SISOR byves of memry

beccensor voura 18 p10123 (01331
£ 54 setuuare, Voision 3.0.0.

[ Tastienarmos/THEE 30213 Antactace o)
£ Lo apend s srnc/anpec) sevweeh dnsastace s)
sk Lyies o meecvelatiie contigueaeicn sty
Co4aek bysas o 312 Compucirisen (asar¥eise)

R ———






media/image678.jpg
Sut Gy Brama domyding
018 S Adkesserara DS






media/image439.jpg





media/image438.jpg
[Routersshow running-contig
Building contiguration

Current coniguration : €36 byses
'

versson 12.2

no service timestasps log datetine msec
no service cimestamps debug datetime meec
0o service passord-enceypeion

v

hostnane Bouter

'

ip cet
no 1pve cot

por





media/image680.jpg





media/image202.jpg
Bdow s ol e it et T s for e ik

Wil Mo -
g
R bane

Sourty e

H Notebook Adepter  Wireless Netmork Monitor V1.0 mevss WPCIODN





media/image444.jpg
Router>en
Routerscont ©

Enter configuration commands, cne per line.

Router (config) shostname ITSTART
ITSTART (config)$

End with QTL/Z.






media/image686.jpg





media/image201.jpg
WPA2-Personal Needed for Connection

s 2 s sy ot ey e

e b oy Bt e 6 chuichos

s Netors WPC300N





media/image443.jpg
ITSTARTen
TsanTscont +

Zncer corfiqurasion comands, one per line. Ind wita QNTL/Z
ITSTART (contig) senable pesmmerd scmin

ITSTART (contia) tenable secran adminl

TTTTART contig) semis

ITsTaRTe

msaRTsci e






media/image685.jpg
DHCP server address

192.168.0.1

DHCP pool name

PULA

1P address range in the pool

102.168.0.10-192.168.0.100/24

Default Gateway address

192.168.0.1

DN Server address

10001

Computer addresses (DHCP clienis)

assigned automatically






media/image204.jpg





media/image446.jpg
1TSTART#show running-config
Buslaing contiguracion.

Curcens contiguracion : €25 bytes
'

rezason 12.4
oo sexvice timestamps log datetize msec
o service timestamps debug dacevime msec
o service password-encryption

hostname TTSTART

enable secres § 313mErsTnesercsTEvO.
enable passvord admin

“or3100






media/image688.jpg
P07l S

Route- Server DFC2






media/image203.jpg





media/image445.jpg
[TTSTART (confiq) £EEYiCe RASSMORI-SRCLYRLAD.

1r57asT (contig sexic.
rrsTasrs
1st5-5-CoNFIG_1: Contigured from console by console

rrsagTeenew run
uiiaing contigurasion

Curzens contiguracion : €31 byses
version 12,4

o service timestarps log datesine msec
service passvord-encryprion

osenane T15TART
enabie secrer 5 sLsmEREsTnciercoTRvO o 4033100

enable password 7 082048430047






media/image687.jpg





media/image682.jpg
Pool Defautt
Name. Gateway
secondPool 19216811

serverPool 10001

start
3
adress

ous
Senver

18216812 192168110

10001 10002

Subnet  Max
Mask  User

2552552550 S0

2852552550 5






media/image681.jpg
[rarhemen = e @ 0n






media/image442.jpg





media/image684.jpg
Fie  LastStatus Source Destination  Type  Color
@ Successful  PC1 SeverDHCP iCP i
@ Successful  PC2 SeverDHCP (P i

Successful SeverDHCP  PC1  KCMP






media/image441.jpg
[Bousertshow ip rouse
Codes: © - conmected, § - sasic, I - 1639, R - AP, ¥ - mebile, B - 363
i - OSPF NSSA external type 1, N3 - OSPF NSSA external type 3
KL - OSFF external tipe 1, E2 - OSFF external type 3, E - BGP
4= 1818, Li - 18-18 level-, L3 - 15-13 levei-d, ia - I5-I5 inter ares
© < candilase detauit, U - per-user static soute, © - 0%
P - periodic dounloaded seavic coute

T -






media/image683.jpg





media/image408.jpg





media/image650.jpg
Custero





media/image407.jpg





media/image649.jpg





media/image410.jpg





media/image409.jpg





media/image404.jpg
Reutor






media/image646.jpg





media/image403.jpg





media/image645.jpg





media/image406.jpg
). 2 console cable / and, of course, the






media/image648.jpg





media/image405.jpg
il

i






media/image647.jpg






media/image411.jpg
Enter host name [Router]

Router123






media/image653.jpg
ot e e T =

Y Y Yo e

B e s e

cEESa

e | . P






media/image652.jpg
1821680024

10,1001

—

1041

Router - nstance 1







media/image413.jpg
Configure SNMP Network Management? [no):no
Lgus





media/image655.jpg
< Qe
EET

[






media/image412.jpg
woma you 117e o enver ne nitial contiguravion atslog? [yes/nol: yes

Derauic sevcings are in syuare brackess (1"

zor nanagement of the system, exterded setup Wi L ask you
o configure sach interfase on the srstem

AP W -






media/image654.jpg





media/image651.jpg
w0

S —

Ex
Foutr_nstarc: 2






media/image419.jpg
Contiguring global paremeter:

nces ose name (Routes): Rosterizs

The ensble secces Ss & pussvord used v protect access to
privileged TXEC and configueation modes. This passerd, afeer
Cntaced, becomes enceypred in the contiquravion.

aver enabie secrer: packessracer

The ensble passvord is used hen you do not specify an
nible secrer pareuord, vith fome sider sofoere vrricns, sed

Sccuns co the zouter over s network interface
ntar vireusl terminsl passvord: packe:
B (e T s S






media/image418.jpg





media/image660.jpg





media/image420.jpg
Fizse, would you like to see the current interface susmary? (yes):yes

Cucrent insertace sumary

ncectace

CRe—

ehacnesi/o

secsaszso

secsaraso

Sehacness/o

C—

Piiiid

0K Wathod Stasus
YIS manaal admintsteatively dove
TES mansa admintsteatively dovn
YIS manua administrasively dovn
TIS manua administratively don
TES manaa administearively dove

L pve——

HHH;






media/image415.jpg
1ntectace Fasczcherneso/o
ip address 152.163.0.1 265.265.265.0

incestace Tastichesnesi/o
no ip addcess

incestace sexsatzso
praomn

no ip addcess

inseztace sextatsso

no ip addzess

TR —
nacdovn

no ip address
incertace Tastreherness/o
hacdoun

no ip address






media/image657.jpg
EEL -q:.:,)






media/image414.jpg





media/image656.jpg
1921680024

10.100.1

g—t———r-ﬁ

Router - nstance 1

k4

Peert






media/image417.jpg
¥ou 1ike to enter the initial configuration dialog) (yes/mol: yes

¢ any point you may enter & questicn mark '7* for help.
e ctxi-c to bort configuration dialog at any prompe.
£auit settings are in square brackets (1°

sic management setup configures only encugh commectivity
£ox management of the systes, extended setup will ask you
to conigure sach intecface on the system

T ST T —y w——






media/image659.jpg
18 Mutiuser Connection - o x

Matuas: Comecton

ComectonType: (Ougong
Peersawess [ocanost |

PeerPotumper. (3007

s

[Coome ][






media/image416.jpg





media/image658.jpg
(Yo






media/image422.jpg





media/image664.jpg
nfy_Dock oyammng  Arbutse

o

Beply froe 130.0.3: bytess vimeises TTI-ISE
eSS fole ey ke





media/image421.jpg
The following configuration command script was created:

able secrer § 519mERESCIHCANTIVIBIVEEOTAD.
enanie passuocd packes

Line vey 0

bassuord packer

incestace Fascscnerneso/o

192.160.0.1 268.265.256.0
insectace asesenesnesi/o
nasaom

£ 1p adere

incestace sexssiz/o
2 1o addee

——T
R 1p addsess
insaxtace Fasstsnernecs/o

T —
no 1p address

(01 Go to the 108 commund prosp vithout saving this contig
(1) Becurn back o the secup vithous saving this conti.
(21 Save this contiquration to nvram and exit.

e






media/image663.jpg
1000024

10.1002

—

2011
Router - nstance 2






media/image424.jpg
Router cono i mow availssle

press RETURN to get starced






media/image666.jpg
DHCP PROTOCOL
FOR IPv4

R .
i | | i
4

8 U






media/image423.jpg





media/image665.jpg
10.1002

1000024

e |

2011
Router - nstance 2






media/image662.jpg
s 1000024

[~ - |
(@ Lk (Router - nstance 1 GigabiEthernetorr)

Pec  Create New Lk






media/image661.jpg
“92.168.0.02¢

10,1001

g—t———rﬁ—*-——

k4

Router - nstance 1

Peert






